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1 Introduction

Welcome to SchoolMDM by TechPilot, now a Securly company!

With SchoolMDM, you can manage iOS, macOS and tvOS devices. SchoolMDM is a cloud-based mobile
device management system accessed through the TechPilot Control Tower web interface found at
https://ct.techpilotlabs.com.

This is a general reference guide to all features of the system when managing all Apple platforms. For a
step-by-step guide to help you get setup and running quickly, be sure to refer to the Getting Started
Guide, available on the support site at https://support.techpilotlabs.com.

TechPilot was formerly named TabPilot, so you may still see occasional references to TechPilot in various
places such as older documentation or tutorial videos.
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2 Control Tower Interface

TechPilot Control Tower™ is the web-based management console for SchooIMDM. Control Tower is
accessed through a standard web browser, usually from your computer. To access Control Tower, go to
https://ct.techpilotlabs.com.

CD techpilot

CONTROL TOWER

1 | User Name (e-mail) ;)

& | Password ;)

'C’ll Sign In with Google

Forgot your password?

2.1 Menu Navigation

CD Dashboard

-n- Settings

Locations

a Users
g Devices

“=" Metwork profiles

Restriction profiles
‘i‘“’ Settings profiles
a Email profiles

@ App requests

| Adam Street Middle Schoel ¥ |

EEE Screen layouts

Classes
55 Aops
el Books
(&7 Web links

Content

<& Teacher tools

== status

The main menu appears down the left side of the Control Tower interface.

Each section of the menu appears with an orange header. Click on the header to show or hide that section

8/188
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of the menu. The up or down indicator will change to reflect the open or closed state of the menu.

Adam's Street Middle School ¥
Screen layouts
Classes
Apps
Books
Web links

Content

I Teacher tools

The User Menu appears at the top of the Control Tower interface. Use this menu to access the My
Account area or to log out.

-
S £ \\’

Y john@sunrise.com 7 &9 Help
My account
Log Out

2.2 Working with Tables

Many areas of Control Tower present information in tables with rows and columns.

Classes
Select: All None 1-12 of 12
_'QI- & MAME DESCRIPTION OWNER DEVICE COUNT
1st Period beth@sunrize.com 6
1st Period-Copy Jarrett@tabpilot.com [
2nd Period beth@sunrise.com 3

The following functions are available on most tables:

Refresh: Use this button to update the information in the table

Export: Some tables, such as the device list and app lists, offer an export feature. Use the export button to
save the contents of the current table (all pages) to a CSV file.

Checkboxes: Use to select one or more items. Use the All or None links at the top to automatically select
or unselect all items

Page Navigation: Use to jump forward or backwards one page at a time, or all the way to the first or last
page
51-100 of 101 % B 2 B

Sort: Click a column header to sort the table by that column. Click a second time to sort in reverse order.

The indicator will show which column is in use for sorting

v
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Resize columns: Place your pointer over the vertical divider between the column headings. When your
pointer changes to a vertical bar, click and drag to resize the column

Rearrange columns: Use drag-and-drop to rearrange the order of the columns

Customize Columns: Click the gear icon to display a choice of available fields that can be added or
removed as columns from the table. Use the Reset widths button to restore column widths to their
defaults

&

¥| Restricted
¥| Favorite
¥| Installer status

Note that table customizations will be saved to your user account, so all changes should remain in place for
future sessions.

2.3 Accessing Help

Use the Help menu in the top left corner for a direct link to the Support site or to an HTML version of this
User's Guide.

Help

Support
User guide

When using the support link, you will automatically be logged into the support site with the same username
and password that you're currently logged into Control Tower with. If you access support.techpilotlabs.com
when not logged into Control Tower, you'll be taken to a Control Tower login window to enter your CT
credentials.

Note that the User's guide link jumps to a searchable HTML version of the guide. A formatted, printable
PDF version is available for download from the support site.



3 Setting Up SchoolMDM

3.1 Overview

These instructions contain information on setting up and configuring SchooIMDM. They are intended for
use by the administrator, or a designated user who has been assigned an account in Control Tower with
administrator rights. Keep in mind that some tasks are accomplished on the devices themselves, while
other tasks are accomplished through Control Tower, accessed through a web browser on your computer.

Follow these steps:

®  (Create or edit locations. Typically, each school is a location in SchoolIMDM.
Refer to the Managing Locations section of this guide.

® Set Up Users and assign access rights to locations.
See the Managing Users section of this guide.

®  Set Permissions for each user role in your organization.
See the Permissions section of this guide.

® Create device groups for your devices and assign rights.
Refer to the Administering Device Groups of this guide.

®  Set up Apple VPP and Apple DEP if you use these programs.
Refer to the section Setting up DEP and Setting Up Apple Volume Purchase Program

®  Enroll your devices into SchoolMDM.
Refer to the appropriate section of this guide: Enrolling iOS Devices, Enrolling MacOS Devices,

or Enrolling tvOS Devices.

®  Assign teachers rights to manage specific device groups.
Refer to the Assigning Access Rights in the Administering Device Groups section of this guide.

Refer to the Getting Started Guide for additional information on initial setup and configuration of the
system.

3.2 Configuring Apple Device Enrolilment Program (DEP)

DEP is the preferred method for enrolling devices. To enroll using DEP, your school or district must already
be registered for DEP with Apple. You can do this through Apple School Manager at school.apple.com. If
your organization is not set up with Apple School Manager you can manage DEP through
deploy.apple.com.

Only certain devices may be enrolled using DEP. Devices purchased directly from Apple should be
available in DEP directly. Devices purchased elsewhere may be eligible to be added to your DEP account
if they run iOS 11.0 or higher by importing them into DEP through Apple Configurator. Refer to our
knowledgebase or Apple's web site for more information.

SchoolMDM allows multiple DEP accounts to be configured.
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3.2.1 Create DEP account in Control Tower

1. Choose Settings from the Organization menu.

2. Switch to the Apple DEP tab.
System  App requests Permissions Apple VPP Apple DEP |

Select All None
:g} NAME SYNC ASM ROSTER
A5M Valley Beta
Mon-A5h CER

3. Click the Add button to add a new account.

4. Enter a name for the account and choose the locations where this VPP account can be used.
Apple DEP

Name | Main DEP

Sync A5M Roster [«
Expiration date MNone

Last sync Mot synced yet
Status Mone

Public key Click to download
Server token

5. Use the "Click to download" link next to "Public key" to download the public key certificate that
you'll upload to Apple. Save the file to a location on your computer. The file will be named
dep_cert.pem.

6. Next, you'll create an MDM server on the Apple DEP site where you'll upload this key. The process
looks a little different based on whether or not your organization uses Apple School Manager or the
non-ASM deployment site. Choose one of the following two sections according to your account

type.
3.2.2 Add MDM server for ASM Accounts

If your organization uses Apple School Manager, follow the instructions in this section for setting up
the MDM server. If not, skip to the section for non-ASM accounts.

1. Login to your Apple School Manager account at school.apple.com.

2. Choose MDM Servers in the Devices section of the menu.

12 /188
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@ School

Institution
Activity

Locations

People

Accounts
Classes

Roles

Devices

3. Click “Add New MDM Server”

@g Add New MDM Server

4. Type a name in the MDM Server Name field, such as “TechPilot MDM Server.’

Add MDM Server

1. MDM Server Information

MDM Server Information

Enter a name to refer to this server, department or location.

5. Now upload your public key. Click the Upload File... button, then browse your computer for the
dep_cert.pem file that you downloaded from Control Tower.

13/188
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2. Upload your Public Key

Your Public Key @

6. Click "Save"

7. Look for the button to allow you to download the server token (usually labeled "your server token").
Save the tokento your computer. The filename will start with the name you provided for the server
in Step 4 and end with .p7m.

8. The server should now appear in your MDM servers list.

9. Upload the token to Control Tower and complete the remaining steps

3.2.3 Add MDM server for non-ASM Accounts

1. Login to your Apple DEP deployment site at deploy.apple.com.

2. Choose MDM Servers. For non-ASM accounts, this is under Device Enrollment Program.

@ Deployment Programs

(i) Admins

D’] Device Enroliment Program

§ Manage Servers I}
Il Manage Devices
= View Assignment History

#% Volume Purchase Program

m

Terms and Conditions

3. Choose “Add MDM Server” at the top right corner.

Manage Servers Add MDM Server

Server Name Number of Devices Last Connected » Last Connected IP

4. Type a name in the MDM Server Name field, such as “TechPilot MDM Server.” Check the box for
“Automatically Assign New Devices” then click Next.
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Add MDM Server

1. MDM Server Name
TabPilot MDM Server

Enter a name to refer to this server, department or location

v/ Automatically Assign New Devices (3

5. Now upload your public key. Click the Choose File... button, then browse your computer for the
dep_cert.pem file that you downloaded from Control Tower. Click Next.

Add “TabPilot MDM Server”’

2. Upload Your Public Key

Choose File... dep_cert.pem

The public key certificate is used to encrypt the Authentication Token file
for secure transfer to your MDM Server

6. Download the server token from Apple and upload it into Control Tower. Click the link “Your Server

Token” to save the file to your computer. The filename will start with the name you provided for the
server in Step 4 and end with .p7m. Click Done.

Add “TabPilot MDM Server”

3. Download and Install your Server Token.

Your Server Token

Contact your MDM vendor for installation instructions

7. After you click Done, the server name should show up in the Managed Servers list.
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Add MDM Server

Manage Servers

Server Name Number of Devices Last Connected « Last Connected IP

(@ TabPilot MDM Server 0 Never .

3.2.4 Finish configuring DEP in Control Tower

Return to Control Tower to the DEP setup area. Click the Choose file button to browse for the
.p7m server token file you downloaded from the Apple DEP site.

Server token none I

Choose a default group for each operating system. Devices will enroll into the selected device
group. You can change this to a different group at any time during your deployment.

Tip: We recommend setting this to a specific group during initial enrollment of many devices,
changing the setting as you enroll each group. After enrollment, we recommend setting this to a
"catch all" group, such as the system-created "DEP Unassigned" groups, where any devices that
are reset during the course of the school year will be held until they can be moved to the
appropriate group.

Agple DEP  DEP devices

Nave ASu Ot

Syne ASM Roster

Dapraton date OW17/2020

Lt e OA28201%

St tradec

Pt key kiod

Server taken

s Ma

Defaut groco 05 D€ Urinagred v Oefout proup Wac OEP Unagred v nOS OEP U

Ao advance Setup Sssatant

Satup Assistant options Setup Assistant options

Location services v LOCton sarvices Setup Assistant options

Appe 1D iope D Lol on ter cen

Terms ond Condtons Terms and Condtions Aogie 1O

App arahyticy iop s Terms and Condbions

b & 220 anaiyes

Privacy pane Privecy pase “n

Set up 38 rew O restoce Set up a8 New o restire Provecy pare v

Touch 10 Trve Tone Tap To Set Up opton L4

Patsiode ok Fledsan TV hame screen ayout syne v

Appie Pay Regstraton TV provider s9n n v

Cosoiay 2oom ocwments and Desitop scoreen hery preensriens L

Trye T < s L4 Where & ths Apple TV sreen ¢
nés wcreers Chocse Your Lack screen ’

on sireen

sk mgraton

FaceTime setup
Screen Tene setp

Mandetory softnire wpdite setud
The A48 Celilar Pan soreen

Hac account setup assistant eplionm
Promgt user to creste an socownt of type:
Stendard
* Admveannnse

Managed Hac 2dministratorn accownt
Create managed Mac admrstrator sccourt

3. Choose items from the Setup Assistant that you'd like to skip during DEP enrollment. You can

4.

enroll devices very quickly by skipping most or all items.

Additional options are available for DEP enrollment of Mac devices.

Prompt user to create an account of type: This option can be used to prompt for account
creation during setup. You can choose whether the account created will be a standard user or

administrator of the device.

Managed administrator account: This option allows you to create an admin account
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automatically on the device. When using this option, you can also choose whether you want that
admin account to be hidden or visible when the device user looks in the Users & Groups area in
Settings of the device.

5. Click Save.

6. If you switch back to the Apple DEP site (either ASM or non-ASM) and refresh the page, you
should see the newly-configured server appear in the list. It should reflect the successful
connection by showing “Today” in the Last Connected column.

Manage Servers Add MDM Server
Server Name Number of Devices Last Connected « Last Connected IP
@ TabPilot MDM Server 0 Today 935 -

3.2.5 Assigning devices to the TechPilot MDM server

Once Control Tower and the DEP site are configured to communicate with each other, you're almost ready
to begin enrolling devices.

In order to enroll your devices, you first need assign your devices to the TechPilot MDM server on the DEP
management page.

To Assign Devices
1. For ASM accounts, choose "Device Assignments” under the Devices section of the menu.

Devices

MDM Servers

Device Assignments

Assignment History

2. For Non-ASM accounts, choose "Manage Devices" from the Device Enroliment Program section of
the menu.

@& Deployment Programs

'-1" Admins

Dj Device Enroliment Program
§ Manage Servers
i Manage Devices

= View Assignment History

)2

Volume Purchase Program

Terms and Conditions
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3. Add devices by one of the three methods provided: Serial Number, Order Number, or Upload CSV
file.

Manage Devices

Choose how to assign, unassign, or release devices

1. Choose Devices

O Serial Number Order Number Upload CSV File

Serial Numbers

2. Choose Action

Perform Action

¥

Once one or more device serial numbers are in the list, choose “Assign to Server” from the
Choose Action section and select the TechPilot MDM Server from the server list. Click OK.

4. When successful, you'll see the Assignment Complete confirmation. Click OK.

Assignment Complete

Note: It might several hours for assigned device to be available for enroliment.
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3.2.6 Using DEP Lookup

The DEP Lookup button provides access to the list of devices assigned to the TechPilot MDM server by the
Apple DEP account. This button does a direct lookup by querying your DEP account with Apple. This a
way to ensure that devices are properly assigned and can assist with troubleshooting.

[0 DEP device lookup

Use the filter at the top of the list to choose a specific DEP account to check, or a combined list of devices
from all accounts.

DEP devices
Q Al M
. Al
Select: All Mone Regular DEP
ASM-DEP
i} 4 SERIAL NO. MODEL

3.2.7 Force ASM Roster Sync

SchoolMDM automatically syncs with your ASM roster at least once daily. The "Force ASM Roster sync
button will cause an immediate sync.

System  App requests  Permissions  Apple VPP | Apple DEP | Backgrounds =~ Org. whitelist  Org. b

Select All None
-@ A MNAME SYNC ASM ROSTER EXPIRATION DATE
[]  AsSM valley Beta 0 Unknown
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3.3 Setting Up Apple Volume Purchase Program (VPP)

To set up SchoolMDM to manage apps and iBooks purchased using Apple's Volume Purchase Program
(VPP) you must first have an account setup with Apple at deploy.apple.com or in Apple School Manager at
school.apple.com.

After configuring one or more VPP accounts in SchoolMDM, you can distribute apps from these accounts.
SchoolMDM supports user-based VPP app distribution and device-based VPP app distribution. Device-
based distribution is available on iOS 9.0 and above and is preferred over user-based distribution,
however, it is only available for apps, not iBooks.

IMPORTANT! Many of the functions of SchoolMDM for iOS utilize an app on the iPad
called TechPilot Locker. This is a required component of the TabPilot system. TechPilot
Locker will automatically install on all devices immediately after enroliment. However,
you must first add enough licenses of Locker to cover all devices on one of your VPP
accounts. Don't worry, it's free.

The TechPilot Locker app is a little different than other apps in the following ways:

1. We automatically install it on every iOS device that enrolls

2. You do not need to do through the process of assigning the app to groups or devices
to cause it to install

3. If you have multiple VPP accounts configured in TechPilot, it does not matter which
one has the licenses. We will pull them from any available account even if the account
is not configured for use in all locations.

You will see a warning message on the Dashboard until we detect licenses associates
with one of your VPP accounts. The warning will go away within 24 hours after you add
TechPilot Locker to one of your VPP accounts.

3.3.1 Adding and Configuring Apple VPP Accounts in SchooIMDM

SchoolMDM allows you to configure multiple VPP accounts per school. For each account, you will need to
download the VPP token from the Apple VPP site or from within Apple School Manager. Note that a single
VPP account can only be configured in one MDM at a time. If your VPP account has been used in another
MDM, be sure to remove it before adding to SchoolMDM.

Download the VPP token from the account you wish to use in SchoolMDM.

1. For non-ASM accounts, login to your Apple VPP account and choose Account Summary from the user
menu on the top right.

Account Summary
Furchase History
Redeem VPP Credit
Sign Out

Click the link for Download Token and save the file to your computer. The filename will start with
"sToken" and end with ".vpptoken"


https://deploy.apple.com/
https://school.apple.com/
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Volume Purchase Program T s 00 (R

VPP Home » Account Summary

Account Summary

Managed Distribution Easily assign apps or books to usess on 108 7 or later or oz OS X 10.9 or later usmg a

h as the latest v of Appie Profile Manager

Mobide Device @
ou have an MDM
Dy

oken winch can be used to kmk your MDM solution with

solution, 3

Once tmked. you can mvite users, assign apps and books, and revoke and reassign apps dwectly throagh yo

MDM solution. Thas tokien will expure after one year or after a password res

2. For ASM accounts, login to ASM and click on Settings at the bottom of the main menu.

Settings

Click on Apps and Books from the Personal Settings menu.

Personal Settings

My Profile
Jarrett Volzer

9 Apps and Books

Institution Settings

Enrollment Information

Scroll down it the right-hand window to the section labeled "My Server Tokens". Use the Download link
for each location token you wish to load into SchoolMDM. Alternately, you can download a legacy
token from the upper section of the screen. SchoolMDM supports both types.

My Server Tokens §

Location S...

Adam Street Middle School D..

Add the VPP token to SchoolMDM and select locations.

1. In Control Tower go to the Apple VPP tab in Organization / Settings and click the Add button.
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System  Permissions Apple VPP Apple DEP  Backgrc

2]
b

Select: All None

I} & NAME ACCOUNT

[] AsSM-2DMINZ TabPilot Learni

2. Enter a descriptive name for the VPP account. Click the Choose file button to select the token that you
downloaded from the Apple VPP site.

Apple VPP
If yvou are replacing certificate, please make sure it belongs to the same VPP account or create new VPP account record.

Mame ASM-ADMINZ

WPP server token  none

LOCATION EMNABLED AUTO-ADD
Adam’s Street Middle School ]
District Office O
Eastside Elementary
Jarrett School
Philips Elementary ]
Walley View High School
Westside Elementary ]

ENABLED: Choose the Enabled box for any location where apps and books from this VPP account can
be used

AUTO-ADD: Choose this setting for any location when you want apps and books from this VPP
account to be automatically added to the iOS Apps/Books list for that location. This eliminates a step in
the process of preparing apps for use in those locations because they don't have to be added with the
"Add" button on the location apps list, but it might also make it more difficult to find newly added apps
since they'll be mixed in the list with existing ones.

Select the locations where this VPP account will be active. This VPP account will show up on the list of
choices when adding apps or books to the Location Apps and Location Books for the selected locations.

Click Save.

3.3.2 User-Based VPP Distribution

User-based distribution is the more complex (and not recommended) method for distributing apps.
However, it's the only method for delivering iBooks, so you may need to follow the process of setting it up if
you wish to use iBooks.

With user-based distribution, the app or book is assigned to the user's Apple ID. If the user has their Apple
ID configured on a device, then the assigned apps or books will be installed.

Before a user can receive the app or book assignments, they must accept an invitation to participate in the
organization's VPP program. The process of sending and then having users accept the invitations can be a
bit complex and is the reason that user-based assignment methods are not preferred. Once set up
properly for all users, the process works smoothly, but it's the initial setup that takes some care and
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planning.

There are three main steps for user-based VPP setup:

1. Assign each user to a device in Control Tower so that when apps and books are assigned to a device
group, SchoolMDM knows which user the assignment should use.

2. Send VPP invitations to users (students)

3. Have users accept the VPP invitation using the same Apple ID they use on their school iPad

Assigning a user to a device

To assign a user to a device, find the user in the School Users list and click to display the detail page.

School user | VPP licenses

VPP accounts | Main VPP account
User ID 3

E-Mail larry@gmail.com
First name Larry

Last mame Luck

Grade

Assigned devices

Click the Add button next to Assigned Devices

Devices

Devices in group Select: All None

Q
A DEVICE ID DEVICE NAME
N FEQOKOIXGSVW Black Air2 64
- FEQPKOD3FCME Map Mini
= FIFOPPEEGHKH Black Minj 4

Select a device from the list and click the Assign button at the bottom of the window.

The assignment will then show on the user details page as well as the Assigned Devices column of the
School Users list.

ASSIGNED DEVICES

Map Mini

An alternate method of making the device assignment is to use the Device Details page for a device and
select a user for the assignment.
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Schoal (WVPP) user Maone

0% inf .

Device details

General device info

Device name

Serial No.
Last sync
Group name
Mode

Model

WiFi MAC address
WiF1 S5ID

IP address

Public IP address
Enrolled

Charging status

Internal storage

Activation lock bypass code 01WVUW-LFPLG-AGEZ-YSZ3-Y1MG-HD4Z

Lost mode

Teacher user

Inviting VPP Users

VPP App licenses

SchoolMDM User's Guide

Installed apps  Uploaded

Purple Mini
FOFME1NGFCMS
04,/24/2018 11:36 AM
Adam 5th Grade
105 DEP supervised
iPad4,4
00:f7:6f:27:81:29
Urnifi
fed0::edcl:a2e2:5b2d: 1287
98.252.150.221
01/23/2018 10:30 PM

9%

Disabled

Mone

Users are invited to accept user-based VPP apps from the School Users tab.

Control Tower users

Q All lpcations v
Select: All Mone E Select VPP operation... 1-32 of 3
Select VPP operation...
:g} 4 USERID FIRST NAME LAST NAME USER NAME (E- LOC VRS 355|ng % DI STATUS
MAIL) VPP unassign

12 Albert Einsetin albert@tabpilot.com Valle VPP email invite VPP Music WPP: Associated
13 Betty Bop bettybop@tabpilot.com  Valle, __\'."PP_devlce invite VPP Music WPP: Associated
14 Bill, Stidant hilluetid hnilat = zllay Hinh Schasl Q

School users

Apple School Manager

Invite users via device notification

Select the user(s) from the list and choose VPP device invite from the VPP operation menu.

On the device, a notification badge will appear on the TechPilot Locker app. Instruct the user to open the
TechPilot Locker, which will automatically launch Safari to a link that will open the App Store with the
invitation message ready to accept. Be sure the correct Apple ID is configured on the device ahead of

time.

To use device natification invitations, you need to have already assigned the VPP user to their device (see
section above).

This is the preferred method of sending and accepting VPP invitations.
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Invite VPP Users via e-mail

During the process of manually adding School users, you had the option of sending an invitation
automatically (see section above). If you did not select this option, you can send the invitation to one or
more users from the VPP Users list by choosing VPP email invite from the VPP operation menu.

When the user receives the email, they should click the link found in the invitation. If the link is selected
from an email on the iPad itself, it should automatically launch the App Store, where the user can read and
accept the invitation. If the user reads the email and clicks the link from a computer, it will attempt to
launch iTunes on the computer, where the user can read and accept the invitation. This can lead to errors
if iTunes is not installed on the computer or if the iTunes account on the computer is different from the one
used for the App Store on the iPad. This is why sending invitations to the device is the preferred method.

Note: In general, VPP device invitations are preferred.

The Status column will show Registered, Invited, or Associated for each user.

Registered: Entered, but not invited
Invited: Invitation was sent to the user or device
Associated: The user has accepted the invitation to accept apps and books from the organization

3.3.3 Manually sync for VPP licenses

SchoolMDM automatically syncs your VPP licenses every few hours, but you can use the Sync VPP
licenses button to force a manual sync. The button is found at the top of the VPP accounts list.

3.4 Enrolling i0S Devices

Setting up iOS devices involves registering them in Control Tower to allow them to be managed.
Supervised iPads

Some of the best features of SchoolMDM require that your iPads be set for Supervised mode. Examples
include:

e App Lock
e sijte lock
e Freeze student screens

There are two ways to set an iPad for Supervised mode:

1. Connecting an iPad to a Mac via USB cable and using Apple Configurator 2. This will reset the iPad,
erasing everything as part of the process. It will also upgrade to the latest version of iOS. This method is
not covered in this guide, but it's easy to find out how do this with a quick Google search for articles or
YouTube videos.

2. Enrolling the iPad into SchoolMDM using Apple's Device Enroliment Program (DEP). This method takes
place during the initial iPad setup either on a new device, or one that has been reset. Devices enrolled with
this method will automatically be set for Supervised mode during the process. This method is preferred
because it has a higher level of security. Ask a TechPilot representative for details.

In both cases, you should first set up at least one iOS Device Group that will be used for enrolling devices.
You can find instructions for setting up device groups in the Adding and Configuring iOS Device Groups
section of this guide.

3.4.1 Enrolling iPads manually (non-DEP)

Follow these steps to manually enroll an iPad in SchoolMDM.
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Make sure you have configured at least one iOS device group before proceeding.

1. In Control Tower choose the Devices menu item from the Organization menu.

-]:- Settings

Locations

2. From the iOS groups tab, click the name of the device group where you want to enroll the iPad, or
create a new one (see Adding and Configuring iOS Device Groups).

i0S groups  Mac groups  tvOS groups = Removed devices

e, | Al locations v

Seiect Al tone

£F 4 GROUP NAME DESCRIPTION

[ (alios)

[ 10th Grade iPads

3. On the Devices tab, click the Add button.

Device group details Devices | Assigned apps |~ Access ri

Devices in group

6th Grade iPads
a

Select All None

Add X Delete

+

£} SERIALNO. | & DEVICE NAME LAST SYNC

26/188



SchoolMDM User's Guide

4. Take note of the Group Code displayed.

Add device

To add a device to this group open Safari on the device and browse to http://mdm.tabpilot.com. Fo
the page to register the device using the group code below.

Register from device using Group Code

Enter the group code on the device to register.

Group code 249855
valid until 12/04/2016 07:18 PM
validity 1 hour T

[=+]

5. Onthe iPad, open Safari and browse to http://mdm.techpilotlabs.com.

| techpilot Device Enroliment

Enter group code |

Optional device name |

6. Enter the group code as shown in Control Tower.

7. Optionally, enter a device name. This might be a student name or end of an asset tag number to help
identify the device. If you leave this blank, SchoolIMDM will automatically name the device iPad+Serial
Number.

8. Tap the Enroll button and follow the on-screen instructions on the iPad to complete the installation of
the profile.

Your iPad is now enrolled in SchoolMDM. It may take about 30 seconds for all device information to show
up in Control Tower.

3.4.2 Enrolling iPads using DEP

Be sure you've completed the steps the Configuring Apple Device Enroliment Program section of this
guide. If you have properly configured DEP and assigned your Apple TV device to the TechPilot server, it
should show up in a DEP lookup. You can check this with the DEP device lookup button in DEP Settings.

= (Emrn
—"

Power on your device to begin the setup process. If the device has previously been set up, you can
perform a factory reset on the iPad from Settings / General / Reset / Erase All Content and Settings.

Note: that if a user performs a Reset with “Erase All Settings” the TechPilot MDM profile will not be erased
and the device will continue to be supervised with TechPilot.

During the setup process you will complete screens for Language, Region, and Wifi. Additional setup steps
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may also be displayed based on the settings you selected in step 2. After connecting to WiFi you should
see:

[Your School or District Name] will automatically configure your iPad.
and then
Installing Configuration from [Your School or District Name]

If you do not see these notifications and recently assigned the devices to the DEP server on the Apple DEP
site, then you may need to wait a few more minutes for assigned devices to be available for enroliment.

At this point the TechPilot MDM profile is installed and any profile restrictions you have configured in
Control Tower will be applied.

Complete any remaining steps of the setup until you see the iPad home screen after pressing Get Started.
Name the iPad

After completing the steps above and arriving at the iPad home screen, the TechPilot Locker app will
automatically install on the device. To name the device, open the TechPilot Locker app. The first (and
only first) time that TechPilot Locker is opened, it will prompt to enter a device name. For 1:1
programs, this would typically include the student name. Until this step is completed, the iPad will
appear in Control Tower as "iPad + Serial Number".

You can also rename an iPad from Control Tower on the Device Details screen.

Within a few minutes the TechPilot Locker will automatically install and any restrictions configured in the
profile currently active for the device group to which the iPad belongs.

3.4.3 Manual enrollment using Apple Configurator 2

SchoolMDM provides an enrollment profile that can be loaded into Apple Configurator 2. Some schools
prefer to use Apple Configurator 2 because it can pre-load several gigabytes of apps onto each iPad via
USB sync, which can be useful in avoiding bandwidth issues when trying to load them all wirelessly during
a large roll-out.

To enroll iPads using Configurator:

1. Set up at least one device group in SchoolIMDM (see the Adding and Configuring iOS Device Groups
section of this guide)

2. Find the device group from the device group list and open the Device group details tab for the group.
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Device group details | Devices = Assigned apps = Access rights

GENERAL DEVICE GROUP SETTINGS

Group mame 6th Grade iPads

Description

Location (can't be changed after creation) Adam's Sireet Middle School v
Default group for Grade &

Auto-sync apps and content L

Regquire VPP license dunng VPP app installation L

Disable device-based VPP licensing

Show in Teacher Tools L

Apply per-app notification settings

Enrollment profile Click to download

DEP ENROLLMENT SETTINGS

: : : :

3. Click the link next to "Enrollment profile" to download a profile that you can load into Apple Configurator
2. When used, the device will enroll directly into the device group selected.

3.4.4 Automated enrollment using Apple Configurator 2

There are times when it maybe advantageous to use both Apple Configurator and DEP for enroliment,
taking advantage of the "Automated Enrollment" feature. This process allows you to use Configurator to do
things like install the WiFi credentials on the device and bypass the initial prompts for language and
country, saving even those first few steps that are otherwise necessary when doing a DEP enroliment
alone.

To use Automated Enrollment, your first step is to create a WiFi profile with Configurator.

3.4.5 Checking DEP device serial numbers

In some cases, such as troubleshooting DEP enrollment, it can be useful to know whether or not a specific
device serial number is properly set up on the Apple DEP site for enroliment into SchoolMDM.

The DEP device Lookup button on the Apple DEP tab will connect to your Apple DEP account and
request a list of all devices currently assigned to the TechPilot MDM server. If a device does not appear on
the list, then there is most likely a problem with that serial number on the DEP site.

Use the search box to look for a specific serial numbered device. Use the account checkboxes to choose
which account(s) to display.

DEP devices
Q All v
Select: All Mone District DEP (ASM) 1-7 of 7
Secondary Fund DEP
:@ 4 SERIAL NO. MODEL DESCRIPTION STATUS ACCOUNT
C2QPH G4HZ2 MacBook Air E;i MBAIR 13.3 1.4/4G/256FLASH- Empty Secondary Fund DEP
~ , . [ RFE IPAD AIR 2 WI-FI 64GE SPACE F—
FEQQKITGEEVW iPad Air Wi-Fi CRAT-USA Enrolled District DEP (ASM)
FEQQLL mE5 W0 iPad Air Wi-Fi FEE [PAD AIR 2 WE-F 84GB GOLD- Enrolled District DEP (ASM)
F8QP30000 M5 iPad Mini Wi-Fi With Retina Display i’;a\{?ﬁ'ngINI 2 WIF1 16GB SPACE Enrolled Secondary Fund DEP

Use the account filter to choose All DEP accounts or just a specific one.

The status column will indicate Assigned, Pushed, or Enrolled:
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Assigned: the device is assigned to the TechPilot MDM server but has not enrolled

Pushed: the DEP profile has been delivered from the Apple DEP site to the device, but the device has not
yet enrolled in SchooIMDM. Normally, a device will only be in this state for a moment or two because it
should quickly enroll in SchoolMDM once it receives the DEP profile from the Apple site.

Enrolled: the device is already enrolled in SchooIMDM and will be available in the device list.

3.4.6 Setting up iPads for Shared iPad Mode

Shared iPad is a special multi-user mode that iPads can be configured for during DEP enrollment. Once
configured as a shared iPad, users (students) in your organization can login to the iPad using their
Managed Apple ID, created by the school using Apple School Manager (ASM). Shared iPad provides an
effective way to allow a single set of iPads to be shared by various users, while still giving each user
access to their own files, settings, and personalized experience.

Requirements for shared iPad:

e Devices must be running iOS 9.3 or above.
e Only 32 GB iPads or greater can be used.

e Only newer models of iPads can be used. The minimum supported models are: iPad Air 2, iPad Mini 4,
iPad Pro.

School must be using Apple School Manager.

The only Apple IDs that can be used to login to a Shared iPad are those created in Apple School
Manager.

e Devices cannot switch in and out of Shared iPad mode. They are configured for shared iPad during
DEP enrollment and must be reset to get them out of Shared iPad mode.

To configure iPads for Shared iPad:

1. Make sure at least one device group is created. Use Device Group details to set the group for Shared
iPad.

Device group details = Devices Group location Assigned apps

Group name 6th Grade
Description
Auto-sync apps and content

Require VPP license during VPP app installaticn (V)

I Shared iPad mode ¢ I

Maximum cached users 10|
Location enabled
Enroliment profile Click to download

Note: Changes made to device group settings will be applied to the devices

2. If desired, change the setting for Maximum cached users.
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Device group details = Devices = Group location Assigned apps

Group name 6th Grade
Description
Auto-sync apps and content

Require VPP license during VPP app installation (V)
Force school user licensing ©/ =

Maximum cached users 10|
=
Enrcliment profile Click to download

Note: Changes made to device group settings will be applied to the devices

This setting determines how many users will have their data cached on the iPad. The higher the
number of users, the less storage space the iPad will allot for each user. When a user logs into an
iPad that does not have their iCloud and personal data cached, it is downloaded from the cloud. It's
beneficial to have students use the same devices as often as possible to avoid the extra time and
bandwidth needed while their local data is synced with the cloud.

3. In Settings > Apple DEP, be sure that that the iOS group is configured for the device group where
Shared iPad is enabled.

Apple DEP | DEP devices

MName ASM DEP

Sync ASM Roster [«
Expiration date 03/17/2020

Last sync 04/25/2019
Status Enabled
Public key Click to download

Server token

i0s
Default group CART A T

4. Enroll your iPads using the DEP Enrollment process as usual. During the process, the iPad will reboot
and configure itself for Shared iPad mode with the configured number of cached users and boot up to
the shared iPad login screen.

3.5 Assigning Users to i0S Devices

If you are deploying iPads in a 1:1 environment in particular, you'll want to assign each user to a device (or
a device to each user if you like to think of it that way). While this is not a required step for general usage,
it will be needed for some functions, such as assigning iBooks which can only be assigned to users and not
directly to devices.

There are three methods available for associating a user and a device.

METHOD 1: Manually assign the user to the device through device details in Control Tower.

From Device details, use the "Set user" button to assign the teacher or student (school user).
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Teacher user Mone
School (VPP) user Mone I

METHOD 2: Manually assign the device to the user from user details in Control Tower.

For teachers, locate the teacher in the Control Tower users list, then use the Set device button from
User details to choose the device.

Teacher 105 device Mone I

For students, locate the student in the School Users list, then use the Add button under "Assigned
Devices" to choose the device.

ASSIGMED DEVICES

METHOD 3: Assign a student to a device using the Locker app on the device itself. This is perfect for 1:1
roll-outs for allowing the teacher or person passing out the tablets to the students to grab any enrolled
device and simply select the student's name as they hand out the device.

To use this method, go to the Device group details tab for the device group set in DEP Settings as the
default where devices will enroll. Enable the setting "Prompt to assign user on Locker 1st run".

DEP ENROLLMENT SETTINGS
These settings apply during or immediately after DEP enrallment into this group

I Prompt to assign user on Locker 1st run ||
et device name Lo name of assigned user & =
Prompt for device name on Locker 1st run Cd

With this setting enabled, the first run of the TechPilot Locker will provide an option to assign a user.
On the first run of the TechPilot Locker app, go to the INFO section, then tap the "Assign" link next to
the User setting.
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Select a location
r

Choose a student from the resulting list. After making a selection, the assigned student user will show
in the information section.
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Group: 1 G f
User: §

Device Name:
Network profile
Restriction profile:
Layout profile: Resea
Organization:

You'll also see the assigned student in Control Tower on the device list and in Device details.

e (+ had J x_peicte J G riove JO esiart ] @ 05 update | Remove acivato lck |2 erae dews

AL NO. DEVICE NAME BATTERY LAST SYNC 05 UPDATE =T

BGHKH Alice Ackerman's iPad 27% 09/05/2017 Avail. i05 10.3.3 Alice Ackerman

3.5.1 Moving DEP Devices into Groups Automatically

When using the feature that allows a user to be assigned to a device by selecting the location and user
from the TechPilot Locker during first run (section above), SchooIMDM can automatically move the

device into a default device group for the user's assigned grade. For the automatic move to work, two
things must be set:

1. Choose a default device group for each grade level. Go to Device Group Details and enter the grade

number in the "Default Group for Grade" field.
Device group details | Devices = Assigned apps =~ Access rights
GENERAL DEVICE GROUP SETTINGS

Group name Sth Grade iPads

Description

B High School

2. The students should have a grade level set in their user record in Control Tower. If importing from
Apple School Manager, the grade should transfer automatically into SchooIMDM.

School user | VPP App licenses VPP Book license

¥ Main District VPP
VPP accounts

| Title1-VPP
User ID L5
E-Mail alice@tabpilot.com
First name Alice

With these two items set, the automatic assignment is ready. Now, when you assign a user from the
TechPilot Locker, SchooIMDM will automatically move the device to the group that set to be the default
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for the grade level matching the one set for the student.

Note: If not matching groups are found, the Locker will ask for a group to be selected manually.
3.5.2 Automatically changing device name

When using the feature that allows a user to be assigned to a device by selecting the location and user
from the TechPilot Locker during first run (section above), SchooIMDM can automatically change the
device name to match the user name. This setting is configured in the Device group details. If moving
devices automatically based on grade level, this should be set on the destination group.

DEP ENROLLMENT SETTINGS
These settings apply during or immediately after DEP enrollment into this group

Shared iPad mode & o
Show shared iPad lock screen message
Show device info on lock screen Device name v

Maximum cached users
Lock screen passcode grace period @ 0

Diagnostic submission
App analytics

{ct rnun
I Set device name to name of assigned user © L I
mpt for device name on Locker 1st run

s

3.6 Enrolling Mac Devices

3.6.1 Enrolling Mac devices using DEP

Be sure you've completed the steps the Configuring Apple Device Enroliment Program section of this
guide. If you have properly configured DEP and assigned your Apple TV device to the TechPilot server, it
should show up in a DEP lookup. You can check this with the DEP device lookup button in DEP Settings.

- P
—

Power on your device to begin the setup process.

During the setup process, you'll reach a step for choosing a WiFi connection. Additional setup steps may
also be displayed based on the settings you selected in the DEP setup area in Control Tower. you will see
a message that your device will be automatically configured by [Your Organization Name]. This tells you
that DEP enrollment is working.

At this point the TechPilot MDM profile is installed and any profile restrictions you have configured in
Control Tower will be applied.

Complete any remaining steps to complete the setup of the Mac.

Within a few minutes the device should show up in Control Tower.
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3.6.2 Enrolling Mac devices manually (non-DEP)

Follow these steps to manually enroll an iPad in SchoolIMDM.
Make sure you have configured at least one iOS device group before proceeding.

1. In Control Tower choose the Device groups menu item from the Organization menu.

-ﬁ- Settings

Locations

2. From the Mac Groups tab, click the name of the device group where you want to enroll the device, or
create a new one (see Adding and Configuring Mac Device Groups).

i0S groups  Mac Groups | Android groups  Removed devices

Q | Al locations A

¥ 4 GROUP NAME DESCRIPTION

[ (&l Mac)

HS Teacher Macbooks

3. On the Devices tab, click the Add button.
Device group details Devices  Assigned apps  Access rights

Devices in group

HS Teacher Macbooks

Q
Select: all Mone 4+ Add

i} 4 DEVICE ID

DEVICE NAME LAST SYNC
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4. Take note of the Group Code displayed.

Add device

To add a device to this group open Safari on the device and browse to http://mdm.tabpilot.com. Fg
the page to register the device using the group code below.

Register from device using Group Code

Enter the group code on the device to register.

Group code 249855
Walid until 12/04/2016 07:18 PM
Walidity 1 hour r

(7]

5. Onthe Mac, open Safari and browse to http://mdm.techpilotlabs.com.

| techpilot Device Enroliment

Enter group code |

Optional device name|

6. Enter the group code as shown in Control Tower.

7. Optionally, enter a device name. This might be a student name or end of an asset tag humber to help

identify the device. If you leave this blank, SchoolIMDM will automatically name the device Mac+Serial
Number.

8. Click the Enroll button and follow the on-screen instructions to complete the installation of the profile.

Your device is now enrolled in SchooIMDM. It may take about 30 seconds for all device information to show
up in Control Tower.

3.7 Enrolling Apple TVs

The only method for enrolling an Apple TV is through Apple DEP. Only 4th generation or newer Apple TVs
can be enrolled.

Be sure you've completed the steps the Configuring Apple Device Enrollment Program section of this
guide. If you have properly configured DEP and assigned your Apple TV device to the TechPilot server, it
should show up in a DEP lookup. You can check this with the DEP device lookup button in DEP Settings.

= (o >
— |
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Enrollment is completely automated. Simply plug in your Apple TV to your network and to a power source.
The device will:

e Automatically detect your network and connect to the Internet
e Find the record for the device in your DEP account that tells the device to enroll with SchooIMDM

e Connect to SchoolMDM to receive the enroliment profile as configured in the DEP settings are of
Control Tower

e Enroll

After enrollment is complete, the device will show up in the appropriate tvOS device group according to the
DEP default group setting.
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4 Managing Locations

Use the Locations menu item under the Organization menu to create or edit locations within your
organization. A location refers to a site that manages sets of device groups independently.

Settings

New accounts will have a default location called "Main Location" already created. If you only have one
location, you can use this default name. If you have multiple locations (i.e. schools within a district), you
should edit the default location to become one of your school locations, then add the others.

Locations
Select: Al MNone
F A NAME CODE
Adam's Street Middle School SAS
|| District Office DIST
Eastside Elementary EES
Philips Elementary FES
Walley View High School VHS
Westside Elementary WES

To edit a location, click the name from the list.

NOTE: If you use Apple School Manager, locations defined with ASM will automatically
be created in SchoolMDM when you sync with your ASM account.

To add a new location, use the Add button, then fill in the Location details.
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Location details = Access rights

MName Valley View High Schoo|

Code VHS

Shared iPad lock screen text PROPERTY OF WALLEY HIGH
Default lost mode text Please return to Valley High School
Default lost mode phone 111-222-1234

Default class duration (in minutes) 50

Name: The name of the location

Code: A short code to uniquely identify this site. This might be the school initials or some other code
that's already used throughout other systems in the district as the unique identifier for this site. Codes
may come into play during data import/export functions such as CSV user import.

Shared iPad lock screen text: This text will appear at the bottom of the iOS lock screen (in tiny print) on
devices that are in Shared iPad mode.

Default iOS lost mode text: This will be the default text used when putting a device into iOS Lost Mode
(i0S 9.3 and greater). The text can be changed at the time Lost Mode is activated, but this will be the
default text filled in.

Default iOS lost mode phone: This will be the default phone number used when putting a device into iOS
Lost Mode (iOS 9.3 and greater). The can be changed at the time Lost Mode is activated.

Default class duration: This is the default class length used when activating screen layouts for classes.
Choose the most common class length for this school to prevent teacher from having to change it each
time they activate a layout for a class.

Access Rights for Locations: Use the Access Rights tab to find a list of users who have rights to use this
location. By default, when a user is assigned to a location (when they are created or their account is
edited) they will automatically be given rights to that location. You can assign multiple users rights to a
single location at once by doing it from this tab and clicking the Grant access rights button. When a user
has access to a location, it will appear in their list in the Location menu.

Location details | Access rights

Grant access to location
Adam's Street Middle School

(8]
1

Select: All Mone

"'_} 4 USER NAME (E-MAIL) FULL NAME
adamlocal@valley.com Adam Location Admin
adam@valley.com Adam Teacher

bill@wvalley.com Bill Locadmin
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5 Managing Devices and Device Groups

A device group can represent any group of devices within a location in the organization such as a grade
level, a classroom or a cart-full of devices. Each device can only belong to a single device group but can
easily be moved to a different group later (see Moving Devices to a Different Device Group in the

Managing Devices and Device Groups section of this guide).

Each device must belong to one, and only one device group (although it may belong to multiple classes).

In 1-to-1 implementations, a device group is often created for each grade level (later, teachers can add
specific student devices to classes). In some cases, there might be multiple groups for a grade level if
different groups of students are to have different restrictions on a normal basis. For example, you might
have "9th Grade Students" and "9th Grade Honors Students" as groups.

You may name the group anything you like such as: Room 107 Devices, Cart B, Science Wing, 9th Grade
iPads, Library Loaners etc.

5.1 Adding & Configuring iOS Device Groups

1. Choose Devices from the Organization menu.

Settings
Locations

Users

2. Choose the iOS groups tab

i0S groups | Mac groups  tvOS groups  Removed devices

3. Click the Create button.

+ Create
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Enter a Group name and optional description and choose iOS for the Type.

Device group details | Devices = Assigned apps = Access rights

GENERAL DEVICE GROUP SETTINGS

Group name 11th Grade iPads

Description

Location (can't be changed after creation) Valley High School L
Default group for Grade 11

Auto-sync apps and content L

Require VPP license durnng VPP app installation L

Disable device-based VPP licensing

Show in Teacher Tools Cd

Apply per-app notification settings
Allow "Contact administrator™ button in Locker Ld
Enrollment profile Click to download

DEP ENROLLMENT SETTINGS
These settings apply during or immediately after DEP enrallment into this group

Shared iPad mode L
Show shared iPad lock screen message
Show device info on lock screen Device name v

Maximum cached users

Lock screen passcode grace penod 1]

Diagnostic submission

App analytics
Prompt to assign user on Locker 1st run
Set device name to name of assigned user
Prompt for device name on Locker 1st run

Default group for Grade: After DEP Enrollment, a student can be assigned to a device the first time
the TechPilot Locker app is run on that device. The assignment is made by simply selecting the
student from a list as described in the section Assigning Users to iOS Devices in the Setting Up
TechPilot chapter of this guide. When enabled, the feature can also automatically move the device to
a device group if the student grade matches the setting made here.

Auto-Sync apps and content: With Auto-sync turned on, apps and files will automatically install to
devices in the group as soon as they are assigned to the group. They will also be removed from the
devices in the group when the app is unassigned from the group. Leave this box selected unless
directed by TechPilot Support to do otherwise for troubleshooting purposes.

Require VPP license during VPP app installation: When installing apps with user-based VPP app
assignment (as opposed to device-based app assignment), and with this item enabled, if there are not
enough VPP licenses to install onto every iPad in the group, SchoolIMDM will stop installing onto
remaining devices until more licenses are available. However, if you disable this option, SchooIMDM
will treat the installation on the remaining iPads as if it were an App Store installation. This will
attempt to install using the Apple ID through the App Store on each of the remaining devices. In most
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cases, this also means the user will be prompted to enter the password for the Apple ID on the device.
It is recommended that you leave this item enabled.

Disable device-based VPP licensing: Enable this setting if you want apps to be assigned with user-
based licensing (i.e. using the iTunes account of the local user) rather than device-based licensing,
even if the app and device both support device-based licensing. It is recommended to leave this
setting OFF because device-based licensing is almost always preferred. User-based licensing requires
each iPad be properly configured with the user's Apple ID and all VPP user setup steps, such as
sending and accepting VPP invitations must be complete.

Show in Teacher Tools: This setting is enabled by default. Disable the setting if you wish to hide this
device group from appearing in Teacher Tools for selection by users who are not organizational
admins. In some scenarios, particularly 1:1 deployments, an organization might grant teachers rights
to a device group so that they can see devices in the group to add them to classes when building them
manually, but they only want classes to show up in Teacher Tools, and not the entire device group.
For example, they might have permissions for the group "9th grade iPads" but never need to control
the whole 9th grade from Teacher Tools, only their specific classes.

Apply per-app notification settings: When enabled for a device group, the devices in the group can
have notifications for specific apps disabled as determined by the "disable app notifications" setting
found on App Details for individual iOS apps. If this setting is not enabled for the group, the devices
will ignore the setting from App Details.

App details = Managed app configuration  Devices with

p ClassDojo
4

=

APP INFO

Bundle ID com.ClassDojo

Size 140.85 MB

Default display name ClassDojo

License count 400

Install count, Organization 2

Install count, This Location 2

Source WPP: Main YPP (non-
Current version in App Store 4,31.0

APP SETTINGS
Allow Autonomous Single App Mode (ASAM)

I Disable app notifications @ =

Allow "Contact administrator" button in Locker: When enabled, the information screen in TechPilot
Locker will contain a "Contact administrator" button that allows the user to send a message to the
administrator. All organizational admins will receive the message as an e-mail.



Enrollment Profile: Click the link to download an enrollment profile that can be loaded into Apple
Configurator 2. See the section of this guide on Enrolling iPads using Apple Configurator 2 for more
details.

Shared iPad mode: Enable this settings if you want iPads enrolled through DEP to be configured in
Shared iPad Mode. Changing this setting will not affect devices already enrolled in the group, nor will
it affect devices moved to this group from a different one. Shared iPad mode is available in certain
model iPads that have 32GB or more and run iOS 9.3 and above. If an iPad does not meet the
requirements for shared iPad, it will be configured as a standard device when enrolling into a group
configured for Shared iPad. A group of shared iPad settings will become visible when you enable this

setting.
Shared iPad mode L
Show shared i1Pad lock screen message Cd
Show device info on lock screen Device name v
Maximum cached users 6
Lock screen passcode grace period 5

Show shared iPad lock screen message: With this setting enabled, a shared iPad will show a
custom message in tiny print at the bottom of the lock screen (after the screen timeout). The
message is configured for devices in each location with the "Shared iPad lock screen text"
found on the Location details tab for each location. The message might be something like
"This device belongs to Main Street School."

Show Device info on lock screen: This setting can be used to display one of several values on
the iPad lock screen (visible after the screen timeout). Use the selector to configure which
piece of information you'd like to display. It will show in tiny print at the bottom of the lock
screen. Choose from Device name, IP address, or WiFi mac address or DEP asset tag.

I none v

Device name

IP address

WiFi MAC address
DEF asset tag

Maximum Cached Users: With Shared iPad, iOS will set aside a certain amount of space on
the iPad for each user and will intelligently cache their data to that area. This makes the login
process faster when the same student uses the iPad in the future, and saves on local
bandwidth since not as much of the student's data has to be pulled down from the cloud.
This is also why it's recommended that the same student use the same iPad as often as
possible. By default, iOS will determine how many "slots" it will set aside for caching user
data, but you may wish to choose your own. It's recommended to choose a value between 2
and 10. Larger values will keep cached data for more students, but will not allocate as much
space for each. Don't worry about choosing a perfect number though...if more students
attempt to logon than there are "slots" for cached data, iOS will automatically delete the
cached data for the student who has not logged on in the longest amount of time, and the
new student will be able to log on.

Lockscreen Passcode Grace Period: In Shared iPad, the student screens will lock after a



period of inactivity. By setting a value (in minutes) in this field, you can configure the iPads to
wait a certain amount of time after the screen lock, during which the student will not be
required to enter their passcode again. During the grace period, they can just swipe or press
the home key to unlock (based on the version of iOS).

Diagnostic submission: This setting enables diagnostics to be sent to Apple when requested
by Apple support services.

App analytics: This setting allows sharing of app analytics with the app developer.
Prompt to assign user on Locker 1st run: When enabled, the TechPilot Locker app will provide an

option to assign a student to the device by selecting the student from a list after DEP enrollment. The
feature is described in more detail in the Assigning Users to iOS Devices section of this guide.

Set device name to name of assigned user: This setting will automatically change the device name to
match the assigned user name when using the "Prompt to assign user on Locker 1st run" feature.

Prompt for device name on Locker 1st run: When enabled, the TechPilot Locker app will prompt the
user to change the device name the first time the Locker app is opened. This feature cannot be used
at the same time as the above setting "set device name to name of assigned user".

5.2 Adding & Configuring Mac Device Groups

1.

2.

3

Choose Devices Groups from the Organization menu.

Settings
Locations

Users

Choose the Mac groups tab.

i0S groups  Mac groups | tv0S groups  Remowved devices

Click the Create button.

+ Create |



4. Complete the configuration settings and press Save.

Device group details

Group name Teacher Machooks

Description

Location Adam's Street Middle School T
Auto-sync apps and content Cd

Require VPP license during VPP app installation [«
Disable device-based WPP licensing
Enrollment profile Click to download

Device Group Settings

Group Name: Enter required group name here

Description: Optional description

Location: Choose a location where the device group should be created.

Auto-Sync apps and content: With Auto-sync turned on, apps and files will automatically install to
devices in the group as soon as they are assigned to the group. They will also be removed from
the devices in the group when the app is unassigned from the group. Leave this box selected
unless directed by TechPilot Support to do otherwise for troubleshooting purposes.

Require VPP license during VPP app installation: When installing apps with user-based VPP app
assignment (as opposed to device-based app assignment), and with this item enabled, if there are
not enough VPP licenses to install onto every device in the group, SchoolMDM will stop installing
onto remaining devices until more licenses are available. However, if you disable this option,
SchoolMDM will treat the installation on the remaining iPads as if it were an App Store
installation. This will attempt to install using the Apple ID through the App Store on each of the
remaining devices. In most cases, this also means the user will be prompted to enter the
password for the Apple ID on the device. It is recommended that you leave this item enabled.

Disable device-based VPP licensing: Enable this setting if you want apps to be assigned with
user-based licensing (i.e. using the iTunes account of the local user) rather than device-based
licensing, even if the app and device both support device-based licensing. It is recommended to
leave this setting OFF because device-based licensing is almost always preferred. User-based
licensing requires each iPad be properly configured with the user's Apple ID and all VPP user setup
steps, such as sending and accepting VPP invitations must be complete.
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5.3 Adding & Configuring tvOS Device Groups

1. Choose Devices Groups from the Organization menu.

-ﬁ- Settings

Locations

& Users

QJ Devices

2. Choose the Mac groups tab.

i0S groups  Mac groups | tvO5 groups  Removed devices

3. Click the Create button.

4. Complete the configuration settings and press Save.

Device group details

GEMERAL DEVICE GROUP SETTINGS

Group name Classroom Apple TV

Description

Location {can't be changed after creation) @& |‘u"a||e1,r igw High Schoal T
Enrollment profile Clhick to download

Device Group Settings

Group Name: Enter required group name here

Description: Optional description

Location: Choose a location where the device group should be created.

Enrollment Profile: Click the link to download an enrollment profile that can be loaded into Apple
Configurator 2.
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5.4 Cloning a device group

You can make a clone of a device group with the "Clone" button. The new group will have all the same
apps assigned as the source group.

5.5 Assigning Access Rights to Device Groups

Before a teacher can manage a group of devices, including the ability to choose the group in Teacher
Tools, they must be granted access rights to the group.

1. Choose Devices from the Organization menu.

-]:- Settings

Locations

,I Users

gj Devices

2. Click on the name of the group from the list.

i0S groups | Mac groups  tvOS groups | Removed devices

Q | Al locations v |

Select All None

¥ 4 GROUP NAME DESCRIP

[ (allios)
(]

10th Grade iPads
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3. Click on the Access rights tab.

Device group details | Devices = Assigned apps = Access rights

Access rights for group
6th Grade iPad

Select: Al Mone u
Q & USER NAME (E-MAIL) FULL NAME

[ beth@sunrise.com Beth Jenkins

(] johnny@sunrise.com Johnny Smith

I susan@sunrise.com

4. Use the Grant access rights button to add users (teachers and technicians) to the list and
grant them access, or choose users from the list and use the Revoke access rights button to
remove them.

Note: Location Admins have access to all device groups in the location(s) to which they
belong, so the do not need to be added manually and do not appear in the list.

5.6 Viewing the Device List and Finding a Device

To view all devices in a group, select Device Groups from the Organization, then choose the appropriate
tab.

i0S groups | Mac groups = tvOS groups Removed devices

e, Al locations v
Select All MNone

-Q‘ & GROUP MAME DESCRIPT]

[ (allios)

|| 10th Grade iPads

b
Click any group to open it.

To view all devices for a particular device platform, use the "(All ...)" selection at the top of the groups list.
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Device group details Devices  Assigned apps  Access riohts

Devices in group

6th Grade iPad

Selct ll one & et vep ser J§ S Remove activation lock
{Q A SERIAL NO. | DEVICE NAME | BATTERY LEVEL ‘ LAST SYNC | MODE
l:l FEQMT1EEFK14 Orange 87% 08/06/2015 105 su

o,

Use the search box at the top of any list to search for a device.

The device list table can be exported to a CSV file using the Export button:
Use the gear icon to customize the viewable columns. Changes will be reflected in the exported CSV file.

5.7 Moving Devices to a Different Device Group

Each device can belong to only a single device group.

1. Select one or more devices from the device list.

Device group details = Devices  Assigned apps =~ Access rights

Devices in group
6th Grade iPad

Selct: Al tone & et e User J1® Remove actvation ock
{Q- 4 SERIAL MNO. | DEVICE NAME | BATTERY LEVEL | LAST SYNC | MODE
I:J FEOQMT1EEFK14 Orange 87% 08/06/2015 105 su

o

2. Click the Move button.
& move

3. From the list of available device groups, click the name of the group you want to move the device(s)
into.

Move devices

Mowve to group

Q

& GROUP NAME

7th Grade iPad

Note: You can only move a device to a device group of the same type, Andriod, iOS, or Mac.
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5.8 Force Sync Installed Apps List from Devices

The Force Sync button is located at the top of the device groups list. This function will force SchoolMDM to
contact each device in the group to get an updated list of all apps installed on the devices. This, in turn, will
update the license counts on the location apps lists. SchooIMDM normally checks all devices about every
four hours, but this button can force it to check immediately.

5.9 iOS Device Management

SchoolMDM gathers key information about the iPads it manages. You can check these details by selecting
a device from the Device Group list.

Choose Devices from the Organization menu.

-ﬁ- Settings

Locations
j Users

g Devices

Click on the iOS groups tab.
i0S groups | Mac groups = tvOS groups Removed devices

e, | All locations v

Select All MNone

-@' & GROUP MAME DESCRIP

[ (allios)

|| 10th Grade iPads

From the list of groups, you can use the locations filter at the top to limit the list to show only groups from a
specific location.

Al lecations ¥
Al lecations

Adam's Street Middle School

District Office

Jarrett School

Philips Elementary
“alley Wiew High School
YWestside Elementary

Click on any group name or use "(All i0OS)" for a list of devices from all groups.
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Device group details | Devices  Assigned apps = Access rights

Devices in group
9th Grade iPads

Q

-}ﬁ- & SERTAL NO. DEVICE NAME LAST SYNC 05 UPDA
[ F8g™ ~=FCMs Brown mini 03/22/2017 Avail. 10.2.
[ FaQP4C "aFCMS Red mini 03/22/2017

F&0Pku. LFCME Mapmini

Click on any device for the device details.

Device details tab

Device details = VPP App licenses  Installed apps  Uploaded files

General device info

Device name starry night

Senal Mo. DMPMPT T YH

Last sync 03/19/2019 10:36 AM

Group name Adam &th Grade

Mode 105 supervised

Madel iPad4,2

WiFi MAC address 78:3a: .ab:83:e2

WiFi 55ID

IP address fedn::. :8bf2:556e:45¢3

Public IP address 98.251.27.207

Enrolled 12/28/2018 11:13 AM
[ |

Internal storage
0 5C 10C 15C

Activation lock bypass code None

Lost Mode status Disabled Activate Lost Mode
Teacher user MNone m

Installed books  Config payloads

Installed profiles
Restriction profile None
Metwork profile  Mone
Screen layout Mone

Cellular

Carrier Unkngown
Phone number  Unknown
IMEI Unknown
MEID Unkngown

Custom fields
Custom 1
Custom 2
Custom 3

School (VPP) user Andy Anderson: Adam's WPP: Associated m
0S information

Installed version 12.0.1

Status Available

Available version i0512.1.4

Download size 357.42 MB

Install size 445 MB

Reguires restart Yes

User logged in Mone

O Rt O Shutionn R 7 e dovce |
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5.9.1 Assigning a user to a device

There are three methods for assigning a teacher or a student to a device. One method, described here, is
to assign the user from Device Details. To do this, simply use the "Set user" button to set the teacher or
student (school user).

Teacher user Beth Jenkins

School (VPP) user none

The second method is to assign a device from User details as described in the Managing Users section of
this guide.

The third method is to assign a user to a device from the Locker app on the device after initial enroliment.
This method can also automatically move the device to the correct device group and automatically change
the device name to match the user name. This method is described in the Assigning Users to iOS Devices
chapter in the Setting Up SchoolMDM section of this guide.

5.9.2 Unassigning users from devices

To unassign a user from a device click the "set user" button next to the assignment, then click the
"Unassign school user" button at the bottom of the selection window.

Teacher user Mone

School (VPP) user Ameila Richards

Students can be unassigned from devices in bulk from the device list table by selecting "all" then using the
"Unassign school user" button. This is useful when clearing a group of devices between school-years
when they will be reassigned to new students.

5.9.3 Rename an iOS device

To rename a device, type a new name in the Device name field on the Device Details tab and click Save.

5.9.4 Adding information to custom device fields

In the custom fields section you'll see a list with the custom field names that were configured in
Settings/System. Enter or edit data for any of the fields then press the Save button. These fields can be
included in the device list table (with the customize gear) and exported to CSV.

Custom fields
Department

Fund

Condition Mote

5.9.5 Clear an iPad Passcode

To clear an iPad passcode use the Clear passcode button from device details. Note that you can also
clear passcodes from the Teacher Tools screen.

5.9.6 Activation Lock Bypass on iPad

Activation Lock is a feature of iOS 7 and above that's designed to prevent the activation of a lost of stolen
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device. Activation Lock is enabled when the user enables the Find My iPad feature that is available when
they enter their iCloud account in Settings.

If Activation Lock is enabled for an iPad, it can become difficult for the school to reset and use the iPad
again after a student turns a device back into the school without having access to the student iCloud ID and
Password. The solution is to use SchoolMDM's activation lock bypass features.

When a supervised device (DEP or non-DEP) enrolls into SchoolMDM, Control Tower will capture the
activation lock bypass code and store it for later. You can view the code on the device details screen:

There are two ways to use the activation lock bypass code. If the student has already reset the device and
it is prompting for the login ID and password in the starting activation process, the code can be entered
manually. Just leave the ID field blank, and enter the bypass code into the password field. Note that it's
case sensitive!

If the device has not already been reset and is still registered in Control Tower, then an easier way to
bypass the activation lock is to use the Remove Activation Lock button in device details.

Once the code is removed, you can reset the device and will not be prompted for the previous user's
account info.

5.9.7 Lost Mode for iOS

Lost Mode helps you lock and find lost devices. When initiated, you'll be prompted to enter a phone
number and custom message that will appear on the device screen. The device will be locked into the
screen with your message until you release it. The device will also report its location back to SchoolIMDM,
even if location services are disabled on the device. Lost mode is available in iOS 9.3 and above.

Enable iOS Lost Mode

To enable Lost Mode:

1. Go to Device Details and click the Lost mode button.
Lost Mode status Disabled |

2. Enter a phone number, message, and footnote to appear on the lock screen (note that the footnote is
quite small and may be difficult to read on the device).

Lost mode

Phone number

885-355-1212
Message
Lost device. Please return to Aaron
High Schaool.
/}
Footnote
e
Sound alarm L

Mote: If the device has a passcode, it
will be cleared to be sure the device
can be recovered later when lost mode
is disabled.

The "sound alarm" option will cause the lost iPad to play an alert sound until the user presses the



power button. The option is available for devices running iOS 10.3 or above.
Click the Lost mode button to activate.

The status will change to "Enable Requested" This means that the push notification was sent to the
device, but the device has not yet responded by connecting to Control Tower to receive the command
to enter lost mode.

Lost Mode status Enable requested l

Once the command is received, the status will change to "Enabled"

The iPad will lock and display your custom information. It also sends its current location to Control
Tower.

L ost iPad

This device belongs to Sunrise School. Please return to the
school office or call us.

Call 222-555-1212

To find the lost iPad using a map, go to the Location tab next to Device Details. If the alert sound is
playing, press the power button to silence it.

Device details Device location

Location for device
Black Air2 64

———

#7d @d
Calffoun
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Disable iOS Lost Mode

To disable Lost Mode once a device is found:

1. From Device Details, click the Disable lost mode button.
Lost Mode status Enabled I

2. The status will change to "Disable requested.” This means that the push notification was sent to the
device, but the device has not yet responded by connecting to Control Tower to receive the command
to release lost mode. This can happen if the device is powered off or not connected to the Internet.

Lost Mode status Disable requested I

Once the command is received, the status will change to "Enabled"

3. The iPad lock screen will display a message to notify the user that the device had been in lost mode
and that the location information was shared.

10Res

Friday, April 29

(") Lost Mode
The location of this d s last shared with “93.92.2" 210
at 10:53 AM on Apx

4. After the iPad is unlocked by the user, another message is displayed to let the user know about lost
mode, and the gathering of the device location.

Lost Mode

The location of this device was last
shared with "93.92.__2.10" at 10:63
AM on April 29, 2016.

Dismiss
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5.9.8 Remote Wipe (erase) an iPad

To remote wipe (erase) and iPad, use the Erase Device button from device details. Note that if Activation
Lock has been enabled (i.e. the student enabled Find my iPad) you should remove the activation lock first.

You can also erase a device or erase an entire group by using the Erase device button at the top of the
device list.

When using the Erase device function, you'll be prompted with an option that allow you to clear any
activation lock that might be on the device (i.e. the user enabled Find my iPad) and an option that will
delete the device from Control Tower.

Erase device

Are you sure you wish to erase device(s)?
«| Clear activation lock if present before reset

Delete device(s) from TabPilot Control Tower

5.9.9 Listing apps or files installed on a device

Use the Installed Apps or Uploaded Files tab to find apps and files loaded on the device.

Device details  Device location = Installed apps | Uploaded files

Installed apps for device
Brown

Select: all Mone

O A NAME VER

‘]6 Calendar

! e

8

To remove an app from the Installed Apps tab: Managed apps can be removed using the Uninstall button
on the Installed Apps tab. However, if the app is assigned to a device by way of group, class, or device
assignment, and auto-sync is enabled for the group, the app will be reinstalled during the next sync.
Usually, apps are removed by unassigning them from the device, group or class that caused the installation
in the first place.

To remove a file from the Uploaded files tab: Files can be removed using the Remove button on the
Uploaded Files tab. However, if the file is assigned to a device by way of group, class, or device
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assignment, the file will be reinstalled during the next sync. Usually, files are removed by unassigning them
from the device, group, or class that caused the installation in the first place.

5.9.10 View VPP app and book licenses for a device

The VPP licenses tab is used to view a list of VPP app and book licenses assigned to the current device.

Device details Device location  Installed apps  Uploaded files VPP licenses  Installed books — Config payloads
1_

& NAME ACCOUNT
Pro Metronome - Tempo Keeping with Beat, Subdivision and Polyrhythm for Musicians WHS Music Departn
Periodic Table ! WHS Music Departnt

5.9.11 Viewing iOS profile information

The iOS Config Payloads tab provides technical details on installed profiles. Clicking on any profile will
show the profile configuration payload details. This information can be useful for troubleshooting issues

while working with TechPilot Technical Support. It can also be useful for identifying unwanted student-
installed profiles.

Device details =~ Device location | Installed apps  Uploaded files | 105 config payloads

Q
4 NAME IDENTIFIER
com.tabpilot.network com.tabpilot. networlk
0% no restrictions com.tabpilot.restrictions
TabPilot MOM com.apple.mgmt.External.02fb375a-ed26-4b29-5300-0e8fcfb56a8

5.9.12 Shared iPad Cached User info

The Shared iPad cached users tab will be visible for devices configured for shared iPad mode. This tab
lists the users with managed Apple IDs that have logged into this device and have cached data.

Device details = Installed apps =~ Uploaded files = Shared iPad cached users | VPP licenses = Installed bocks  Config

Cached users for shared iPad
Black iPad Mini
1-2
Select: All Mone n
@ A MNAME USER LOGGED IN HAS DATA TO SYNC DATA QUOTA DATA US
|| billystudent@tabpilc 'ﬂ' 3.90 GB 130.86 M
|| sallystudentl@tabpi ﬂ Unknown Unknown
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Use the Logout user button for force a logged in user to be logged out.

Use the Delete button to delete the cached data for the selected user. Normally this does not need to be
done manually, as iOS will handle cached user data. Devices are configured to support a certain number
of cached users as determined by the "max cached users" setting in device group details for a group set for
Shared iPad Mode, but if more users than this attempt to login to a device, iOS should automatically delete
the cache of the user with the oldest login.

5.9.13 Managing iOS updates

SchoolMDM can be used to manage updates to the iOS operating system. For devices running versions
iOS prior to 11.3 the ability to remotely push an update is only available if the device was enrolled through
DEP. Starting with iOS 11.3 the ability to push updates will work on non-DEP devices too.

To initiate or schedule the update choose the device(s) from the list or device details page, then click the
OS Update button.

Choose whether you want the update command to be sent to the iPad(s) immediately, or at a scheduled
time. When scheduling and update, you can send the command at a fixed time, or randomize it over a
specified number of yours. Randomizing the update over a few hours can help avoid WiFi bandwidth
problems if many devices are using the same WiFi access points.

Choose when to install the 10S update

If this iPad has a passcode it will be clearsd.

#® Immediate
Later at specified

Date
Time 01 ¥ | 00 ¥ AM ¥

FRandomize over hours

Finding devices that need iOS updates

You can find devices that have an available OS update either from the device list or device details.

To find devices that have an available update, choose the device group or "All iOS" from Device Groups.
Look for the column labeled "OS UPDATE". You can sort the list by clicking the column header to bring all
devices with an available update to the top. If an update is available, the version will be indicated in the
update column.
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Device group details ~Devices Group location  Assigned apps = Access rights
Devices in group
7th Grade iPads 1
Select: All Mone E E E
Q‘ SERIAL NO. DEVICE NAME BATTERY LEVEL LAST SYNC MODE 4 0OS UPDATE
|| FBQP3I03EFCMS brown 81% 12/18/2015 105 DEF supervised Awailable (5.2)

You can also find out if an update is available for a specific device in the OS information section of Device
Details.

0S information

Installed version 9.3

Status Available
Awvailable version 9.3.1 (105 9.3.1)
Download size 26.71 MB

Install size 158.72 MB
Requires restart es

—— 1

Viewing updates from this area provides additional details such as the size of the download.

Pushing out iOS updates to devices

To initiate or schedule the update choose the device(s) from the list or device details page, then click the
OS Update button.

Choose whether you want the update command to be sent to the iPad(s) immediately, or at a scheduled
time. When scheduling and update, you can send the command at a fixed time, or randomize it over a
specified number of yours. Randomizing the update over a few hours can help avoid WiFi bandwidth
problems if many devices are using the same WiFi access points.

Choose when to install the 10S update.
If this iPad has a passcode it will be cleared.

* Immediate
Later at specified

Date
Time 1y vlogop rwlam o r

Randomize over hours

Delaying iOS updates

There may be times when you wish to prevent devices from upgrading to the latest available version of
iOS. Apple introduced the ability to delay the updates in iOS 11.3. An update can be delayed for up to 90
days. When enabled, users will not receive natification or have the option to update the OS on their device.
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To configure devices to delay iOS updates, use the "Software Updates" area in Restriction Profiles.

SOFTWARE UPDATES
Delay user visibility of Software Updates @ [# = 212
Software Updates delay in days @ 30

5 113

5.9.14 Restarting or shutting down iPads

Device Restart and Shutdown commands can be sent to iPads running iOS 10.3 or higher. Buttons for
these functions can be found at the bottom of the device details page of iPads that support it.

School (WVPP) user none
0S information

Installed version 10.3

Status

Available version
Download size

Install size

User logged in none m

iPads can also be restarted or shutdown in bulk. This is accomplished from the Devices list for a group by
selecting one or more devices then using the Restart or Shutdown command buttons at the top. This can
be particularly useful when managing a stack, cart, or entire classroom full of devices.

Device group details Devices Assigned apps  Access rights

Devices in group
12th Grade iPads

Q

Select: All None [E T # 05 uUpdate | & Remove activation lock
{g- 4 SERIAL NO. | DEVICE NAME | B\ATI'ERYl LAST SYNC | 0S5 UPDATE | SCHOOL USER | TEACHER USER I
| F9FQPPEEGHKH Black mini 25% 04/03/2017 Awail. 10.3.1 none Alfred Mims

5.10 Mac Device Management

SchoolMDM gathers key information about the Mac devices it manages. You can check these details by
selecting a device from the Device Group list.

Choose Devices from the Organization menu.

-ﬁ- Settings

Locations

j‘l Users
QJ Devices
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Click on the Mac Groups tab.
i0S groups  Mac groups | tviDS groups  Removed devices

2§ | All locations v |

Select All Nones

¥ 4 GROUP NAME DE

[ all Mac)

From the list of groups, you can use the locations filter at the top to limit the list to show only groups from a
specific location.

All locations ¥
Al lecations

Adam's Street Middle School

District Office
Easizide Elementary
Jarrett School
Fhilips Elementary

- Walley Wiew High School
YWestside Elementary

Click on any device group on the Mac groups tab or use "(All Mac)" for a list of devices from all groups.

Device group details Devices  Assigned apps  Access rights

Devices in group
HS Teacher Macbooks

{'5} & DEVICE ID DEVICE NAME LAST SYNC 0S5 UPDATE

Click on any device in the list for the device details.
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Device details tab

Device details  Installed apps Uploaded files  Installed books  Config payleads VPP App licenses

General device info Installed profiles
Device name JV MB& Restriction profile none
Serial Mo C2QF: ™ ' G4H2 Metwork profile Mac Student Netwarks
Last sync 03/13/2017 01:54 PM Screen layout  none
Group name HS Teacher Machooks

Mode Mac

Maodel MacBookbirg, 2

WiFi MAC address 2c:f0iec.. “:db:06

WiFi S5ID Unknown

IP address Unknown

Public IP address 76.97.229.20

Enrolled 03/13/2017 01:51 PM

Location enabled

Internal storage
0 100G 200G 300G

Teacher user noneg

Schoal (WPP) user none

0S information
Installed wersion 10.11.6
Status

Available version
Download size

Install size

Requires restart

5.10.1 Assigning a teacher or student to a device

You can assign a teacher or a student to a device using one of two methods. One method is to assign the
device from to the user from the user details. The other method (described here) is to assign the user from
the device details. Assigning users will be helpful when using the classes feature.

Teacher user Beth Jenkins

School (VPP) user none

Click the "Set user" button next to "Teacher user" or "School user" to make the assignment, then select a
user from the list.

5.10.2 Renaming a Mac device
To rename a device, type a new name in the Device name field on the Device Details tab and click Save.

5.10.3 Shutdown or Restart a Mac

Shutdown and Restart functions are provided at the bottom of the device details page for Macs running
macOS 10.13, High Sierra, and above.
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) Restart [l (Y Shutdown

5.10.4 Managing macOS updates

Updates for macOS, including security updates can be managed from the OS Update tab for an individual
device. The device must be running macOS 10.14, Mojave, or later.

Mac groups > all = MBookair
Device details Installed apps = Uploaded files Installed books  Config payloads =~ VPP App licenses = OS Update
~u

Q (%
Select All Mone 1-2 of 2 LRI
i RESTART
\d- & NAME VERSION STATUS CRITICAL REQUIRED
[ | macos Mojave 184351 Available 0

[} security Update 2019-002 10.13.6 Available [+]

5.11 Apple TV Device Management

SchoolMDM gathers key information about the Apple TV devices it manages. You can check these details
by selecting a device from the Device Group list.

Choose Devices from the Organization menu.

Organization ~
-ﬁ- Settings

Locations

& Users
QJ Devices

Click on the tvOS groups tab.

i0OS groups  Mac groups | tvO5S groups I

From the list of groups, you can use the locations filter at the top to limit the list to show only groups from a
specific location.

Al lecations r
Al lecations

Adam's Street Middle School

Dristrict Office

Jarrett Zchool

Philips Elementary
Valley View High School
Westside Elementary

Click on any device group on the tvOS groups tab or use "(All tvOS)" for a list of devices from all groups.
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Device group details Devices = Assigned apps  Access rights

Devices in group
HS Teacher Macbooks

{ﬁ & DEVICE ID DEVICE NAME LAST SYNC 0S5 UPDATE

Click on any device in the list for the device details.

Device details tab

Device details | Config payloads

General device info Installed profiles
Device name Apple TV Wilzon Classroom Restriction profile None
Serial No. CO7  9GSRM MNetwork profile  Mone
Last sync 02/21/2018 12:10 PM DEP information
Group name tvOS DEP Unassigned DEP madel Apple TV
Mode tvO= DEP DEP description  APPLE TV 32GB-USA
Maodel AppleTvs,3 DEP colar BLACK
WIFi MAC address 50:32:37:83:37:29 DEP asset tag
Public IP address 98.252.150.221 DEP account nonAsSM-DEP
Enrolled 02/21/2018 12:10 FM
Conference mode Disabled Custom fields

. . Custom 1
0S information

. Custom 2

Installed version 11.2.5
Status Custom 3

Availlable version
Download size

Install size
Requires restart

5.11.1 Renaming an Apple TV device

To rename a device, type a new name in the Device name field on the Device Details tab and click Save.

5.11.2 Put and Apple TV into Conference Mode

To put an Apple TV into Conference Mode, use the Conference Mode button at the bottom of the device
details page.
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<>

5.11.3 Restart an Apple TV

To restart an Apple TV remotely, use the Restart button at the bottom of the device details page.

&

5.11.4 Erase an Apple TV

To erase (remote wipe) an Apple TV, use the Erase device button at the bottom of the device details page.

5.12 Finding non-active or recently removed devices

It can be useful to know when devices have been removed from SchoolMDM, the reason they were
removed and the user responsible for the removal. You can access this information from the Removed
devices tab in the Device Group area.

i0S groups ~ Mac groups  tvOS groups = Removed devices

Q Al v
1-49 of 49
¥ REMOVE DATE | DEVICE ID DEVICE NAME REASON INITIATOR LAST SYNC MODE
02/15/2018 4f43-3799-4427 Apple TV CO7VTSISGIRM Device david@tabpilot.com  02/14/2018 tvOs DEP
02/14/2018 4f43-3799-4427 Apple TV CO7V75]9GIRM Group david@tabpilot.com  12/06/2017 tvOS DEP

i0s DEP
supervised,

105 DEP

01/18/2018 FBQP303EFCMS Brown Mini Device david@valley.com 01/18/2018

01/15/2018 FEQPKOD3FCMB iPad FBQPKO0O3FCMB Device david@valley.com 11/16/2017

This is particularly useful for iPads that have not been locked down to prevent MDM removal because it
allows you to know if the device is no longer connecting to SchoolMDM due to removal by the student.
This might be more common in a BYOD environment. The Remove Date, Initiator, and Last Sync fields
are particularly helpful in this scenario. You may wish to sort the table by Last Sync or Remove Date
(click the column heading).

Reason Codes:

MDM Profile = profile was removed on device
Device = particular device was removed from CT
Group = entire group was removed from CT
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6 Managing Users

Select Users from the School menu for the user management area.

Settings

Locations

6.1 Control Tower Users

The Control Tower Users tab is for managing users who have an account for logging into Control Tower
including teachers, technicians, and administrators. Each user account in this area is assigned an ID and
password to log into Control Tower and access functions assigned to their role.

Control Tower users | School users | Apple School Manager

(=]
N
Select: all Mone E
@ ¥ USER NAME (E-MAIL) ROLE TEACHER I10S DEVICE
justin@valley.com Technician none
john@valley.com Organization admin none
david@valley.com ocation admin none
—— "

Users can belong to one of four roles:

e Organization Admin: access to all locations and all functions in the system

e Location Admin: access to locations and features enabled by the district admin (if any) and configured

in Settings / Permissions.
Location Admins have access rights to all device groups within a location, so they do not need to be

granted access rights manually.

e Technician: access to locations and features enabled by the district admin (if any) or location admin
and configured in Settings / Permissions

e Teacher: access to limited locations and features as set by users of higher role levels and configured in

Settings / Permissions

6.1.1 Importing Control Tower Users from a File

To import a list of users, you need to provide a CSV (comma separated values) file with the users. You can

save to CSV from any spreadsheet program or export to CSV from most management systems.

The CSV file should have the following fields, in order:
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User ID (email), First Name, Last Name, Password, Role, Location code

Do not use a header row.

Email, First Name, and Last Name are required.

If Role is blank, user will be assigned to the Teacher role.

If Password is left blank, a random password will be assigned.

Click the import button.

Click the Choose File button.

Import
Import from CSV file none
Send email notice to user after import Edl

CsV file should be in the format:
User ID (email), First Mame, Last Mame, Password, Role, Location code

User ID, First Mame and Last Mame are mandatory, other fields optional.

Role Values:

1 = Teacher

2 = School Tech

3 = Location Admin

4 = Drganization Admin
(blank = teacher)

Blank passward field will generate random password

Browse and select the CSV file to import

Control Tower will automatically send an email to each user to notify them of their login credentials and
the login URL. Uncheck the box "Send email notice to user after import" if you don't want the system to
do this.

Click the Upload button

The confirmation prompt will show the values of the first record in the file.

Process will import 3 user(s). Import now?
Sample of first user in file

Login: beb@sunrise.com

First name: Bob

Last name: Miller

Role: Teacher

View the sample record to be sure the fields are in the correct order, then click Yes to complete the
import.
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6.1.2 Importing Control Tower Users from Google Directory

To import users from Google Directory:
1. Click Import from the top of the Control Tower users list

B

2. Switch to the Import from Google Directory tab.
Import from CSV file  Import Parents from €5Y | Import from Geoogle Directory

Import users from QU Click to select
Include sub-0OUs

Assign users to location | Valley High Schoal

B

3. Click to select an OU from Google Directory
4. To include users from all sub-OUs under the one selected, check the box "Include sub-OUs"
5. Optionally, change the location where users should be assigned
6. Click the "Import" button
6.1.3 Adding Control Tower Users Manually

Click the Add button.

Enter a user name or e-mail address for the user. We highly recommend using an e-mail address
because this will allow the user to access the “forgot my password” feature if they forget their

password.
User details
User name {e-mail) joe@myschool.com LOCATION ACCESS
Create random password ' ] Philips Elementary

Require password change at next login |+
Pazsword

Password again
Notify user via email Ld

# Teacher
Technician
Location admin
Organization admin

Role

First name Joe
Last name Teach
Subscribed Ld

Motes
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Create random password: The system will generate a random password

Require password change at next login: Use this to force the user to choose a new password the next
time they login.

Notify user via email: When selected, this option will send an email to the user notifying them of their
login ID and password immediately after you click Save.

Role: Sets the role for the user

Notes: Use the Notes field for any additional information you wish to record, such as department or
location. This information will be searchable in other areas of SchoolMDM to help you find users that
meet a specific criteria.

LOCATION ACCESS: Set at least one location for the user. Users will be able to choose selected
locations under the Location menu in Control Tower. They must have access to the locations with the
device groups you wish for them to manage with Teacher Tools. Granting access to a location here
will also assign them Access rights to the location (as shown in Locations on the Access rights tab).

6.2 School Users

The School Users tab is for managing student accounts or accounts of users who only need to receive
VPP app and book assignments and don't need to login to Control Tower. Typically, this would be your list
of students.

The School users tab will also show users that were pulled in from your Apple School Manager account.
When users are added from ASM, SchoolMDM will automatically associate them with all VPP accounts so
that they can receive app assignments. Only users who are not set as "Instructor” in ASM will be pulled
into the School users list.

Control Tower users ~ School users |~ Apple School Manager
Q All locations T
Select: All None Select VPP operation... v 1-32
":‘l} USER ID 4 FIRST NAME | LAST NAME USER NAME (E-MAIL) LOCATION GRADE STATUS

12 Albert Einsetin albert@tabpilat.com Valley High School 8 VPR M.USi': v

- Associated

VPP Adam's

Asso_ciated,

103 Andy Anderson andyanderson@tabpilot.com ’:‘E‘?:T SCSt,:EEF =] TUS'EELPT

Use the Locations filter to choose a specific location or all locations.
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Control Tower users  School users  Apple School Manager

All locations

e, Adam's Street Middle School
Digtrict Office

Select: All None Eastside Elementary
Jarrett School

| Philips Elementary
Valley View High School
Wesiside Elementary

F USERID

6.2.1 Importing School Users from a File

To import a list of users, you need to provide a CSV (comma separated values) file with the users. You can
save to CSV from any spreadsheet program or export to CSV from most management systems.

The CSV file should have the following fields, in order:

E-mail, First Name, Last Name, Location Code, User ID, Grade

Do not use a header row.
Email, First Name, and Last Name are required.
e If the User ID field is left blank, SchoolMDM will generate sequential ID humbers during import.

1. Click the import button.

2. Click the Choose File button.

Import

Impaort from CSV file none

sV file should be in the format:
E-mail, First Mame, Last Name, Location Code, User 1D, Grade

E-mail, First Name, Last Name, Location Code fields are mandatory, other fields are optional.

Blank User ID field will generate sequencial User 1D

3.
4. Browse and select the CSV file to import then click the Upload button.
6.2.2 Importing School Users from Google Directory

To import users from Google Directory:

1. Click Import from the top of the School Users users list

B

2. Switch to the Import from Google Directory tab.
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School users = Import users

Import from CSY file | Import from Google Directory

Import users from QU Click to select
Include sub-0Us
Assign users to location | Walley High Schoal

B

Click to select an OU from Google Directory

To include users from all sub-OUs under the one selected, check the box "Include sub-OUs"
Optionally, change the location where users should be assigned

Click the "Import" button

6.2.3 Adding School Users Manually

1. Click the Add button.

2. If the user will receive an invitation to accept user-assigned VPP apps or iBooks, check the box
for the VPP account to use. Note: this is not the preferred method for app assignment, as
device-based assignments are recommended.

3. The system will automatically generate a User ID, but you can replace it if desired.
4. Enter a first and last name (required).
5. Optionally, enter a grade.

6. If you wish to send an email invitation to accept user-assigned VPP apps or iBooks, check the
box for "Send VPP email invite". Tis is not the preferred method for app assignment. Also, if
you do need to send invitations, device-based invitations are preferred to email invitations in
most cases since they must be accepted on the correct device.

School user
VPP accounts Main VPP account
User ID 5
E-Mail joe@schools.com
First name Joe
Last name Test
Grade 79
Send VPP email invite |
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6.2.4 Adding Student Photos

To add a student photo, select the student account from the School Users tab. Click the Set photo button
and browse to add a photo. You will be able to rotate or zoom to a selected area of the photo before
saving.

School user | VPP licenses

VPP accounts || Primary
User ID 106

E-Mail joe@here.com
First name Joe

Last name Here

Grade 8

Assigned devices

6.2.5 Assigning a Device to a Student

There are two ways to assign a device to a student. One method is to assign the student from the device
details. The other method is to assign the device from the student details.

1. Select a student from the School Users list to view student details.

School user | VEP licenses
VPP accounts || Primary
User IO 2
E-Mail adamZ@notrealemail com
First name Adam
Last name 2
Grade
Assigned devices
T —

2. Click the Add button next to "Assigned devices"
Assigned devices

3. From the list of devices, select the device to assign and click Save.

Devices
Devices in group Select: Al None
4 DEVICE ID DEVICE MAME
I FEQOQKIIXGEWW big bk
I FEQOQLOTRGESWDO Big RED
——DebMPARCRANMD. Beclio Blecle
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Students can be unassigned from devices in bulk from the device list table by selecting "all" then using the
"Unassign school user" button. This is useful when clearing a group of devices between school-years
when they will be reassigned to new students.

6.2.6 Unassigning Students From Devices

To unassign a student from a device, click the trash can icon next to the device assignment on the school
user detail tab.

ASSIGNED DEVICES
F8QP404AFCMS: flag

Students can be unassigned from devices in bulk from the device list table by selecting "all" then using the
"Unassign school user" button. This is useful when clearing a group of devices between school-years
when they will be reassigned to new students.

6.2.7 Bulk Edit Grade or Location

The Bulk Edit feature allows the Grade or Location to be changed for multiple users at one time.

Select one or more users from the list, then choose "Bulk Edit" from the "More" menu.

E Maore actions... ~

Mare actions...

5T NAME & LAST NAME Purge photos
Bulk edit

~ SR

The Grade and Location can be changed.

Bulk edit p 4

Grade
]

Location
Adam Street Middle School A

Click Save.

6.2.8 Delete (purge) Student Photos

To delete one or more student photos, select the student(s) from the School Users list and use the Purge
Photos button.
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School users | Apple School Manager

Al locations ¥ || All grades ¥

E Maore actions... P

Mare actions...

Pu hotos
PERSON # FIRST NAME A LAST NAK 9= P00 [

Bulk edit

You can also delete an individual photo from the school user detail page.

6.3 Apple School Manager Users

After configuring the DEP account from your Apple School Manager account, SchoolMDM will pull in your
ASM class roster and populate the Apple School Manager tab. This list is for reference only. The IDs
themselves are managed through ASM.

Control Tower users = School users | Apple School Manager

Select All None

©§ & NAME PERSON| appLETD SOURCE | GRADE | ROLE CLASSE
Adam Hudson PIDO30 adamhudson@tabpilot.com SFTE & student US Histol
gfndésdin Lee PIDOO1 addisonsmeds@tabpilot.com SFTP 4 student 4th Grad
Aiden Westover PIDOD2 aidenwestover@tabpilot.com SFTE 4 student 4th Grad
Albert Einsetin 1230 albert@tabpilot.com MANUAL 3
ﬂ 2% HE 1y PION= ;uhvrninll“:’ﬁ'fnhn” it o '?E E i ciudant W

Because each user also needs to receive VPP app assignments, SchoolMDM also adds these IDs to the
School users tab and associates them with all VPP accounts.

The Push roster to Classroom app button will force-push any changes to class rosters out to the
appropriate student and teacher devices to make the Apple Classroom app for iOS work properly. This
button is only for backup purposes though. Normally, SchoolIMDM automatically pushes out roster changes
any time a change is made in a class roster including adding or removing students or assigning student

and teacher devices.
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7 Network Profiles

Network Profiles allow for the configuration of WiFi Networks, Global Proxies, Certificates, and Apple TV
devices.

Each Network profile can consist of multiple WiFi Network definitions (SSIDs, passwords, etc.) in
combination with the Proxies, Certificates and Apple TV definitions. Each device group can then be
assigned to use a specific Network Profile. Once assigned, all defined items are pushed to the devices in
the group.

Only one Network Profile can be assigned to a device group.

To configure Network Profiles, choose Network Profiles from the School menu.

Settings
Locations
Users

Device groups

Tabs are available for creating network profiles for different operating systems.

i0S & tv0S network profiles | Mac network profiles  Group assignme

Q

Select All Mons

:Q} A MAME DESCRIPTIOR
Dist Office Met

DP-105 Networks

NS [ N[

7.1 Adding, Editing, Deleting Network Profiles
To add a Network Profile:

Click the Add button.

Complete the fields and click Save.
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05 & tvOS network profiles » Student Network Profile

Profile details |~ WiFi  Global proxy Certificates Apple TVs DNS proxy  Web content filter plugin

Name Stedent Network Profile
Description

Allow only histed Apple TVs

Save Apple TV passwords on device |#

Force WiFi whitelisting G

Use with caution. If AP settings are incorrect, or cument active AP 15 not defined in the
nebtwork profile, devices will lose current connection and will need to connect manually.

Settings with "iOS" marked next to the box only take effect on iOS devices.
Name: enter a descriptive name, such as Student Network
Description: enter an optional description

Allow only listed Apple TVs: When selected, devices will not be able to browse for Apple TVs, but will
only see the ones configured through SchoolMDM when the iPad user launches AirPlay from the
device. This setting only takes effect on iOS devices.

Save Apple TV passwords on iPads: If checked, passwords for each configured Apple TV in the
profile will be saved to the iPads. This will allow the iPad user to launch AirPlay on their iPad and
connect to any Apple TV in the list. In most cases, this setting should be disabled for profiles assigned
to student iPad groups. Even if this setting is disabled, teachers will be able to use the AirPlay feature
in Teacher Tools to connect a student iPad to a selected Apple TV. In this case, the password will be
entered to make the connection, but will not be stored on the iPad for future use directly by the student.
It might be handy to have this setting enabled for teacher iPads groups.

Force WiFi whitelisting: When checked, devices with this network profile will only be allowed to
connect to SSIDs defined on the WiFi tab. This setting should be used with caution. If a network
profile is pushed to devices with this option checked and the settings on the WiFi tab are incorrect, the
device will drop the current connection and won't be able to connect to any network.

After creating a Network Profile, it will appear in the Network Profile list. Click the name of the profile to
edit available options.

To Edit a Network Profile:

Click the Network Profile name from the list:
Metwork profiles | Group assignment
This feature is currently only available for i0S. Android support will be av
Q

Select: all Mone

@ & NAME DESCRIPTION

Student Metworks
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Note: When you make changes to a network profile, such as adding or changing an
SSID or proxy setting, the changes do NOT take effect on devices in the assigned
device group until you reapply the network profile to that group. You can do this by
simply clicking Assign & Apply button again on the Group Assignment tab. A warning
symbol will appear next to changed profiles that need to be reassigned to help remind
you.

£F A NAME
Student Metworks

To Delete a Network Profile:

Select the checkbox next to the Network Profile to delete and use the Delete button.

7.2 Cloning a Restriction Profile

If you wish to create a network profile based on another profile, it's helpful to simply clone the previous one,
then make changes.

1. Select the network profile you would like to clone from the restriction profiles list.
2. Click the Clone button.

3. You will now see the duplicate profile in the profile table with the text "-Copy" added to the end.

i05 network profiles | Mac netwc

Q

Select: All Mone

F A NAME
A basic network profile

A basic network profile-Copy

4. Click the name of the new profile to change the name, edit the details and save your changes

7.3 Assigning Network Profiles to Device Groups

Network profiles are assigned to device groups on the Group assignment tab. Each device group may only
have a single network profile assigned.

Metwork profiles | Group assignment
Q All locations r
Select: All Mone m
:gﬁ A GROUP NAME LOCATION CURRENT NETWORK PROR
10th Grade iPads Valley View High School Student Metwork
oth Grade iPads Valley View High School none

Click the group name(s) and use the Assign & Apply button to choose which profile should be assigned to
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the group(s).
@ Assign & Apply

Use the Unassign button to remove a network profile from a group.

You can filter the list to show only groups in a specific location using the location filter at the top of the list.

MNetwork profiles | Group assignment

2§ Al locations v

Select: All None Adam's Street Middle School
District Office
@ A GROUP NAME Eastside Elementary

Philips Elementary

[| 10th Grade iPads Valley View High Scheol
Westside Elementary

7.4 WiFi

Click the name of any Network Profile from the list, then choose the WiFi tab to configure WiFi settings.

Use the Add button to set up a single WiFi SSID. Use the Add button additional times to configure more
SSIDs.

Profile details  WiFi | Global proxy  Certificates  Apple TVs

WiFi config for network profile:
Student Network Profile

To restrict device to connect only to configured networks in this list, use the Force WiFF Whitelisting setting in restriction profiles

Q

Select: Al tone

£} 4 sSID HIDDEN AUTO JOIN TYPE
[ | Guest Off on None
[ hiddenwifi on on WPAZ
[ studentnet Off Off WPAZ

For each SSID, complete the fields on the Details tab, then click Save.
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Details

SSID Student Met

Hidden ]

Auto join i

Type [ WRAMWPAD v
Password ®

Password again ®

Proxy

Proscy Mone v |

Proxy server

Praoxy part

Proxy username

Proxy password @
Prowy passward again @

Praoxy PAC LIRL
Proxy PAC fallback

Note that the Proxy settings on the Details tab are for configuring a proxy that only applies when using that
SSID. This is NOT the same as a Global Proxy, which will take effect on all network connections and is
configured on the Global Proxy tab instead.

7.5 Global Proxy

Use the Global Proxy tab of a Network Profile to configure a global proxy for the current Network Profile.

Profile details ~ WiFi = Global proxy — Certificates  Apple TVs

Global proxy for network profile:
Student Networks

Proooy | Manual Al
Prowy server SEMVET Proxy. org

Proxy port 2080

Proxy username

Proxy password @
Prowy password again @

Proxy PAC URL

Proxy PAC fallback |
Proxy captive login [

There can only be a single Global Proxy per profile.
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Once sent to the iPad, the Global Proxy will be in effect regardless of which WiFi network the iPad user
connects to. For schools, this is the solution for forcing all Internet traffic back through your filter even
when the iPads are used off-site.

CAUTION: Be careful when configuring a Global Proxy. If you configure the Global
Proxy in error and then send that to the devices, they can get locked out of the Internet
completely, which can prevent them from receiving any correction from Control Tower.

7.6 Certificates

Use the Certificates tab of a Network profile to upload any certificate that you would like to distribute to the
devices. This is often used in schools for the web filter certificate for filters that need to decrypt HTTPS
traffic.

Profile details ~ WiFi  Global proxy = Certificates  Apple Tvs

Certificates for network profile:
Student Networks

(& ]
W

Select: Al None

ik A NAME
filtercert.der

Download the necessary certificate to your computer, then upload it here using the Add button.

The certificate will be distributed to devices once the Network Profile is assigned to the device group.

7.7 Apple TVs

Use the Apple TVs tab of Network Profiles to configure each Apple TV device whose credentials you would
like to send to the iPads using the Network Profile. This allows the iPads to connect to an Apple TV device
using AirPlay without the need to know or enter the password of the Apple TV. This also allows the teacher
to use the AirPlay function in Teacher Tools to choose a student device and send a command to the device
to start broadcasting to a selected Apple TV to display the student iPad to the class.
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Profile details = WiFi = Global proxy Certificates = Apple TVs

Apple TV for network profile:
Student Networks

Q

Select: All MNone

f} & DEVICE NAME DEVICE ID
Johnson Mirror 360 PC 44:12:43:54:65:77
Jones Room 23:50:64: 25344111
Library 66:22:11:53:23:44
Miller Reflector on Mac 33:44:11:33:23:44
Smith Room 23:23:44:12:53:63

Select: all Mone

Add or remove Apple TV devices to the list with the Add and Delete buttons.

When adding an Apple TV, you will need to enter the Device ID. The ID is found from the device itself and
is in the form XX:XX:XX:XX:XX:XX.

Details

Device name

Device ID
Password )]
Password again (%)

TIP: Want to use your computer and projector to display a student iPad without an
Apple TV? Look for third-party apps that allow iPad mirroring to computers such as
Mirroring 360 from Splashtop and Reflector from Squirrels. Some apps even allow
multiple iPads to be on your screen (and projector) at the same time. When using one of
these apps, you'll use the network card's physical address as the Device ID. On
Windows, this can be found from the command prompt with IPCONFIG /ALL.

7.8 DNS Proxy

DNS Proxy settings are available on the DNS proxy tab.
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Profile details ~ WiFi  Global proxy  Certificates Apple TWs  DNS proxy

App bundle @ b1
Provider bundle @ | b2

plist file @ test.plist

7.9 Web Content Filter Plugin

Some web filters use a content filter plugin on the device. This section allows you to configure the device to
use the plugin, which can help avoid the need to manually configure the plugin on each device.

0S5 B tv0S network profiles = Student MNetwork Profile

Profile details =~ WiFi =~ Global proxy Certificates Apple TWs  DNS proxy @ Web content filter plugin

MName &

Plugin bundle @
Server address &
Usermame &
Password ©
Password sgain
Organization &

Filter browsers @ ||
Filter sockets & [ |

.plist file @ Mone
< L

Two variables are available for use in the settings fields as well as in PLIST files. They are:

$udid: substitute the UDID of the device

$email: substitute the user's email address as defined by their username in the School Users list for the
associated user
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8 Restriction Profiles

8.1 iOS Restriction Profiles

Access iOS Restrictions profiles by choosing Restriction profiles from the Organization menu.

Organization ~
ﬁ- Settings

Locations
,I Users
g Devices

=" Network profiles

® Restriction profiles

Click the tab for iOS restriction profiles
i05 restriction profiles | Mac restriction profiles  tvOS restriction profiles | Grou

To create a profile:

1. Click the Add button.
2. Enter a name and optional description for the profile. Click Save.

Restriction profile details

MName | | |

Description

Type i0s

3. Your new profile will now be available in the profile list.
To set iOS Restrictions:

Choose a restriction profile from the list to edit the settings on the Restrictions tab.
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105 restriction profiles > 7th
Restriction profile detalls  Restrictions  Profile web links
Restrictions for profile:
7th
GENERAL APPS, MUSIC, BOOKS ITUNES RATINGS
Allow Spotight Internet results v Allow \Tures Ratings reguon Unied Stater
Allow Camerna Force (Tunes store password entry Moves Adow
Allow screenshot v Allow Apple Musc service TV Shows ™o
Allow AurPlyy and Veew Screen by Tassroom Alow Tures Rado
allow AnCrop Allow Bookstore Aeve e
Allow Awprio v Allow iBockstore erotca SOFTWARE UPDATES
Aliow VPN configurations. Allow exphot musc & video O Delay user vishility of Software Updates © @
st e S caatiut o rutn 8 Software Uodates deiay in days © «
Allow mangs! profile instalistion v Allow Agtoncmous Single App Mode (ASaM) O
Allow pairing with an Apple Watch v Allow Agp Store ©
Allow USS restricted mode L4 Alow app removal ©
Allow setup new devices that are neardy v Allow system app removal ©
Alow n-30p parchases
SETTINGS
Allow accourt modification SIRL
Aliow passcode madfcaton © Alow SIRI L4
Allow Touch 1D modécateon Force SIRI peofancty fiter [/
Allow device name moddication
1CLOuD
Allow wallpaper modficaton b 2 ;
Allow netification settngs modification v ‘“'{:M beckup
Set Bloetooth Allow Cloud document syne
Turn BT On (uncheck to turn off) Alagy {Cloud Kaychain
Allow Bloetooth modiication Allow Managed Apps to use doud sync
Allow erase o/l content and settings Allow iCloud Photo Libeary
Allow "Enable Restrictions” opten © EDUCATIONAL TESTING RESTRICTIONS
Allow Touch 1D to unlock device v Erabie keyboard & speling restnctions ©
Force automatc Date & Time Allow dictation Mput
Aliow addng or removing 3 celiylar plan v
CLASSROOM
GAMLS, CHAT Force Classrocm unprompted app and devce
Aliow Gaene Center Jock
Allow chat © Force Classroom automatically joun classes R4
Force Classroom urgrompted screen v
SAFARI observatien
Alow Ssfan < Force request to leave unmanaged classroom
Aliow Safan auto-6 v
Aliow Safari popups PASSWORD
Aliow Safan to accest cocloes L4 Allow AkoFE Passwords b
Restrct web sites to profile links only Aliow password requests from nearby devices ¥
Enforce organaation biackdst b Allow passaword gharng vis ArOrep v
Auto filter enabied © Regure alphanumenc password ©
Ato-lock tme (o munates) O
v Seve v Save 8 Aoply.
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Use the checkboxes to select or deselect items, then click Save.

Items marked with a small 's' are only available on supervised devices.

Items marked with a small number require that version of iOS or higher.
Use the "?" icon next to items for a further description of the restriction.

Use the ITUNES RATINGS area to choose an allowed level of media that can be downloaded from the App
Store or iTunes. Items with higher ratings will be excluded from searches and thus cannot be installed.

Note that the "Allow unauthorized app sources" setting is sometimes called the "enterprise app restriction"
setting. This setting will prevent users from accepting 3rd party app stores as sources of apps, as they are
often illegal and/or dangerous.

Use the Save & Apply button when making changes to an existing profile to force the changes to
immediately be applied to all device groups where the profile is already assigned.
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8.2 Mac Restriction Profiles

Access Mac Restrictions profiles by choosing Restriction profiles from the Organization menu.

Organization ~
ﬁ- Settings

Locations
,I Users
g Devices

= Network profiles

® Restriction profiles

Click the tab for Mac restriction profiles

i05 restriction profiles | Mac restriction profiles | tw0S r

To create a restriction profile:

1. Click the Add button.
2. Enter a name and optional description for the profile. Click Save.
Restriction profile details

Marme | Basic Mac Restrictions |
Description
Type Mac

3. Your new profile will now be available in the profile list.

To set Mac restrictions:

Choose a restriction profile from the list to edit the settings on the Restrictions tab.
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Restriction profile details  Restrictions

Restrictions for profile:
Basic Mac Restrictions

GENERAL
Allow Spotlight Internet results v
Allow Camera L4
Allow AirDrop

Allow Apple Music service
Allow definition lookup
Allow Safan autofill

ARRR

icLoun

Allow Back to My Mac iCloud service
Allow Find My Mac iCloud service
Allow iCloud document sync

Allow iCloud keychain

Allow iCloud Bookmark sync

Allow Mail iCloud service

Allow Calendar iCloud service

Allow Reminder iCloud service
Allow Address Book iCloud service
Allow Notes iCloud serace _
Allow use of iCloud password for local accounts ¥

ARNASRARARRRR

GAME CENTER

Allow Game Center

Allow Game Center account medification
Allow sdding Game Center friends
Allow multiplayer gaming

NN

SHARING ©
AirDrop
Facebook
Twitter

Mail
Messages £
Sina Weibo £
Add to Photos "]
Add to Apperture (54}
Add to Reading List /]
Reminders ]
Notes Ed
LinkedIn 4
Video Services - Flicks, Vimeo, Tudou, Youku ¢
Automatically enable new sharing services £

RN
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SYSTEM PREFERENCE PANES ACCESS

Users & groups Eject all removable media at logout

General

::e;:::ntv Recordable Disks !
Software update CDs & CO-ROMs v
Bluetooth ks =
€Dz & OVDs VD -
Date & time Disk Images i
Desktop & screen saver Extaprial Disics o
isplays Internal Disks v
Dock DESKTOP

Energy saver Lock desktop picture @
Extensions Path ©

FibreChanne!

icloud APP STORE

Ink

Internet accounts
Keyboard
Language & text
Mission Control
Mouse

Network
Netifications
Parental controls
Printer & scanners
Profiles

Security & privacy
Sharing

Sound

Dictation & speech
Spotlight

Startup disk

Time machine
Trackpad

Xsan

AAAARAACAARNAANARARAAANAAARNNARARNCRAAARRRAR R

Restrict Store to MDM apps + Apple updates ©
Disable App Store app adoption © (&
Require admin password to install or update apps |

ALLOW REQUIRE AUTH

READ ONLY

EEOE

Use the checkboxes to select or deselect items, then click Save.

Use the Save & Apply button when making changes to an existing profile to force the changes to

immediately be applied to all device groups where the profile is already assigned.

8.3 tvOS Restriction Profiles

Access tvOS Restrictions profiles by choosing Restriction profiles from the Organization menu.

ﬂ- Settings

Locations

=" Network profiles

@ Restriction profiles

Click the tab for Mac restriction profiles

05 restriction profiles

To create a restriction profile:

Mac restriction profiles
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1. Click the Add button.

2. Enter a name and optional description for the profile. Click Save.

Restriction profile details | Restrictions

Name Classroom tvOS restrictions
Description
Type oS

3. Your new profile will now be available in the profile list.

To set tvOS restrictions:

Choose a restriction profile from the list to edit the settings on the Restrictions tab.

Restriction profile details =~ Restrictions

Restrictions for profile:
Classroom tvOS restrictions

GEMNERAL

Allow reguest to pair Apple TV with 105 Remote.app
Allow device name modification

Allow iBookstore

Allow iBookstore erotica

AIRPLAY
Enable &irPlay receiver on Apple TV

Use the checkboxes to select or deselect items, then click Save.

Use the Save & Apply button when making changes to an existing profile to force the changes to
immediately be applied to all device groups where the profile is already assigned.
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8.4 Assigning restriction profiles to devices

To assign a Restriction Profile to a Device Group, click on a profile from the list and choose the Group
assignment tab.

i05 restriction profiles  Mac restriction profiles  tvOS restriction profiles =~ Group assignment !

a Al locations v
Select All Mone m
:g} 4 GROUP NAME LOCATION TYPE
10th Grade iPads Valley Wiew High School [
11th Grade iPads Walley View High School 105
———dth Grada iBads Fastside Flementar: ins

Select the group(s) from the list, then click the Assign & Apply button

From the list of restriction profiles, click to choose the one you would like to assign.

Assigning restriction profile to group(s)
Restriction profiles

Q

A MAME DESCRIPTION
Basic Restrictions Middle

Mostly Open

The assignment takes effect immediately on all affected devices. If devices are off-line, they will pick up
the new assignment when the come online again.

8.5 Assigning restriction profiles to classes

Restriction profiles work a little differently when applied to classes. When you assign a restriction profile to
a class, it is only active for a configured length of time (typically a class period). You will have an option to
set the length of time during the assignment.

IMPORTANT CONCEPT: When a restriction profile is assigned to a class, it replaces the
restrictions that were applied to the group. In other words, the device will be governed
only by the restrictions assigned to the class, and not a combination of both. At the end
of the scheduled time, the class restriction profile is removed and the one assigned to
the device group is activated on the device again.

To assign a Restriction Profile to a Class, click on a profile from the list and choose the Class assignment
tab.
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i0S restriction profiles =~ Mac restriction profiles  twOS restriction profiles  Group assignment = Class assignment
Q Al locations v
Select All None @ El
\_(} 4 NAME RESTRICTIONS PROFILE LOCATION PRO
Il  Advanced & Mone Eastside Elementary Unkn
Il Advanced B Mone Eastside Elementary Unkn|
—After school dlass tore e —

Select the group(s) from the list, then click the Assign & Apply button

Assign & Apply

Choose either the length of time (in minutes) that the profile should remain active, or set a specific end date
and time.

Assigning restriction profile to class(es)

Restriction profiles

Activation parameters:
Current school time 4/28/16 3:04 PM

Length (in minutes) 60

End date 4/28/16

End time 03 s7 B v B

Q ~| My restriction profiles only

A NAME DESCRIPTION
iOS App Store Only

i0OS Camera Onlx

Click to choose a profile to assign to the class.

The assignment takes effect immediately on all affected devices in the class. If devices are off-line, they
will pick up the new assignment when the come online again.

8.6 Cloning a Restriction Profile

If you wish to create a restriction profile based on another profile, it's helpful to simply clone the previous
one, then make changes.

1. Select the restriction profile you would like to clone from the restriction profiles list.
2. Click the Clone button.

3. You will now see the duplicate profile in the profile table with the text "-Copy" added to the end.
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L & NAME
10th Grade Main

10th Grade Main-Copy

4. Click the name of the new profile to change the name, edit the details and save your changes

8.7 Scheduling Restriction Profiles

Restriction Profiles can be scheduled to be activated on one or more device groups from the Restriction
Profiles / Schedule tab.

i0S restriction profiles ~ Mac restriction profiles  tvOS restriction profiles  Group assignment = Class assignment = Schedule

Q My schedules only
Select All None u n ﬂ
£F A NAME START TIME REPEATS REPEAT RESTRICTION PROFILE DEVICE GROU
h EVERY
After school 105 f . Every weekday (Monday - o - 6th Grade iPad.
04/30/2018 03:03 PM to Friday) Basic Restrictions Middle Grade |

To add a scheduled restriction profile activation:
Use the Add button

Complete the fields on the form and click Save. You can set the scheduled task to repeat daily, weekly,
weekdays, or monthly at a fixed time. Choose one or more device groups for the selected Profile to be
activated to.

Schedule

Name | After School Sched |
Cescription

Enablad

Shared

Restriction profile  none E
Start date Apr 28, 2018

Start time 04 oo B v B

Repeats Daily E

Assigned groups

To delete a scheduled restriction profile task:
Select the schedule(s) to delete and click the Delete button

To temporarily prevent a scheduled task from running:
Use the Disable button to disable a scheduled task and prevent it from running. Select the schedule(s)
then click the Disable button. Use the Enable button to re-enable the task later.

To force a scheduled task to run immediately:
The Run Now button will allow you to force a task to run immediately, even though it's not yet the
scheduled time. This will activate the configured profile on the configured device groups immediately.
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9 Settings Profiles (Mac)
Settings Profiles apply only to macOS. They are accessed from the Settings profiles menu item on the
Organization menu.

-n- Settings

Locations

=" Metwork profiles

Restriction profiles

‘i'!'i Settings profiles

Profile details
Marme Basic Mac Settings Profile
Description

9.1 Adding a Mac Settings Profile

To add a new settings profile, use the Add button at the top of the Mac settings profile list.

Mac settings profiles | Group assignment

Select: All Mone + Add
£F 4 NAME DESCRIPTION

[ Default Mac Settings Profile

Enter a Name and optional description, then click Save.

Profile details
Mame | Teacher Mac Settings Profilg] |
Description

Control Tower will switch to the Login window tab where you can begin to edit the profile settings.
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9.2 Editing a Mac Settings Profile

To add a new settings profile, use the Add button at the top of the Mac settings profile list.

Mac settings profiles | Group assignment

Q

£F 4 NAME DESCRIPTION

[ Default Mac Settings Profile

To edit a profile, click the profile name.

Profile details | Login window  Login scripts  Finder

MName Default Mac Settings Profile

Description

The Profile details tab displays the name and description.

The Login window tab contains a number of settings that affect the login of Mac computers.
Profile details = Login windew | Login scripts ~ Finder

Login window settings for profile
Default Mac Settings Profile

WINDOW OPTIONS
Show additional information in the menu bar @ [ Login retries until show password hint © 3
Banner © Disable automatic login (]
Disahle Sleep button o Disable Apple ID setup during login (]
Disable Restart button (] Disable console access [}
Disable Shutdown button (]} Enable fast user switching (]
LOGIN PROMPT Log out users after minutes of inactivity @ _3
Computer administrators may refresh or disable management ||
Mame and password text fields Q@ Set computer name to computer record name (]
Enable External accounts ]
List of users able to use these computers ® allow guest user o
Show local users |:‘ Start screen saver after minutes © 0
Show mebile accounts l:‘ Use screen saver module [}
Show network users (]
. — Screen saver module path
Show computer's admins (W]}
show "Other.." [m]
ACCESS
Local-only users may log in (]
Local-only users use available workgroup settings [
Ignore workgroup nesting (]
Combine available workgroup settings (]
Always show workgroup dialog during login (]

The Script tab allows a script to be uploaded to execute on a Mac device. Use the "Upload" button to
choose a script file from your computer. The script will execute the next time the profile is applied to the
device group. To force the script to execute immediately, use the "Save & Apply" button.
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Profile details Login window = Script | Finder

Script for profile
Main set

Script Mone

The Finder tab allows for configuration of some of the features in Finder.

Profile details  Legin window — Login scripts ~ Finder

Finder settings for profile
Default Mac Settings Profile

PREFERENCES COMMANDS

Use simple Finder (] Connect to server [/
Show hard disks [ Eject |
Show CDs, DVDs and iPods (] Burn disc dl
Show external disks (] Goto folder Cdl
Show connected servers (] Restart Cdl
Show warning before emptying the Trash | Shut down (]

When changing settings on any tab of the profile, click Save or Save & Apply when finished.

9.3 Cloning a Mac Settings Profile

If you wish to create a settings profile based on another profile, it's helpful to simply clone the previous one,
then make changes.

1. On the Mac settings profiles list, select the profile you'd like to clone.
2. Click the Clone button.

3. You will now see the duplicate profile in the profile table with the text "-Copy" added to the end.
F 4« NAME
Default Mac Settings Profile

Default Mac Settings Profile-Copy

4. Click the name of the new profile to change the name, edit the details and save your changes.

9.4 Assigning Mac Settings profiles to devices

To assign a Settings Profile to a Device Group, click on a profile from the list and choose the Group
assignment tab.
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Mac settings profiles | Group assignment

e, | All locations v
Select: Al None
{ﬁ & GROUP NAME | LOCATION
[]  Ccomputer Lab Adam's Street Middle School
] Mac DEP Unassigned Adam's Street Middle School
[] Music Macs Fhilips Elementary
[] Teacher Macbooks walley High School

Select the group(s) from the list, then click the Assign & Apply button
(¥ Assign & Apply

From the list of restriction profiles, click to choose the one you would like to assign.

Assign Mac settings to group(s)

Mac settings profiles

Q

& MAME DESCRI

Default Mac Settings Profile

more

Teacher Mac Settings Profile

The assignment takes effect immediately on all affected devices. If devices are off-line, they will pick up
the new assignment when they come online again.
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10 Email Profiles

Email profiles can be created and applied to iOS and macOS devices. Email profiles are accessed under
the Organization menu.

Settings

Locations

Users

Devices

Metwork profiles
Restriction profiles

Settings profiles

Profiles can be managed for iOS and macOS on the appropriate tabs.

i05 email profiles | Mac email profiles = Group assignment

Q
Select All None
:QI- & MNAME DESCRIPTION

District Email

Profiles are added, cloned, deleted using the buttons at the top of the profiles lists.
When creating profiles, use the variable "$email" (without the quotes) to substitute the user's actual email

address, which is their username from the School Users list, Leave the password field blank to prompt the
user for their password on the device.
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Profile details

Mame & Disfrict Email
Description

E-Mail Zemail

Exchange host © | [exch.mydistrict com
Use S5L for Exchange host

Username &

Password ©

Password again

Oauth

Allow Mail Drop

Disallow user to move messages from this account
Use anly in Mail

S/MIME signing enabled

The user can toggle 5/MIME signing on or off in Settings
The user can select the 5/MIME signing identity
S/MIME encryption is enabled by default

The user can toggle the encryption by default setting
Enable per-message encryption switch

The user can select the 5/MIME encryption identity
Account is excluded from address Recents syncing

Past days of mail to sync €

c|DRONONRO0OONDO

“Sove [ Seve 8 oply 0 ssigned raups J @ coreel

Use the Group assignment tab to assign and unassign email profiles to device groups.

i0S email profiles =~ Mac email profiles = Group assignment

Q [ All locati ]

Select All None (W Assign & Apply

{g- A& GROUP NAME | LOCATION | TYPE | CURRENT PROFILE
[ 11th Grade iPads Valley High Schoal i0s Mone
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11 App Requests

SchoolMDM includes an integrated system for managing app requests and the workflow followed for
evaluating and approving or rejecting apps. Teachers can submit app requests which are then reviewed
and evaluated according to the processes configured by the organization.

iOS app requests

Q Al locations v || All statuses v | My requests only
: o All statuses g
4 OPEN: Requested
OPEN: Under Eval :
o NUMBE NAME OPEN: Approved but nelag
. . CLOSED: Denied
P CLOSED: Complete
- FX Calculus Problem Solver | CLOSED: Canceled

5 ga'l;b;le— Learn Languages Spanish, French CLOSED: Denied Aian

Select: All None

LOCA

Adam

?;te)lee - Daily Reading & Study Bible by Olive OPEN: Requested

| IEI 7 Infinite Storm - Relaxil o ! OPEN: Linder Fval

The App Requests area is accessed from the main menu under Organization.

-I} Settings

Locations
I‘L Users
| Devices
= Network profiles

Restriction profiles

—

H Settings profiles

App requests

11.1 Setting Up App Request Workflow

Configure the app request workflow for your organization by completing the following steps:
1. Configure the workflow

2. Configure the request form

3. Set Permissions

11.1.1 Configuring Workflow

Define the workflow for app requests in your organization from Settings/App Requests in the Workflow
section.
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System  App requests  Permissions  Apple VPP Apple DEP  Backgrounds

Workflow
INCLUDE NAME COLOR NOTIFY USERS @
#| David Pasqua
CPEM: Requested - e
#| Savannah Cashman
L COPEM: Under Eval - ~

#| Wes Smith
L COPEM: Approved but needs PO e

CLOSED: Denied

|
CLOSED: Complete I
[

CLOSED: Canceled

Four required statuses are pre-configured and cannot be removed: OPEN: Requested and all three
CLOSED statuses. They represent the simplest workflow of opening a request, then marking it closed
with one of the three outcomes.

Use the Add new OPEN status button to insert as many additional steps (statuses) as desired. Each
step should represent movement of the request through the process of evaluation, approval/denial, and
completion. In the example above, we added a status for "Under Eval" and one for "Approved but
needs PO". In this case, paid apps might go through the "needs PO" stage, but free apps could simply
skip that step.

Include: If this box is checked, the status will be available in the workflow. If unchecked, the status will
be deleted once the save button is pressed.

Rename: You can rename a custom status by clicking in the name box, changing the name, and
clicking Save.

Color: Choose a color for each status

Notify Users: When a user is added to the notification list for a status, they will receive an e-mail
notification any time an app request is changed to that status. This list would show the person(s)
responsible for that step. You can add multiple users for each status.

Note that a user will only be notified of requests if the requester (teacher) is in the same location that the
notify user has access to manage. Example: If a district has an instructional coordinator for each school
vet the app requests from teachers at the same school before passing it along to the district admin, then
the "Open: Requested" would have all ICs in the district in the notification list. However, the IC for each
school will only get notified if new requests are opened by teachers at their specific school.

Complete Status: This status might mean different things for different districts. In some districts, the
admin or technician will install all apps for teachers, but let the teachers add them to their screen layouts
as needed. Other times, the admin/tech will install the apps and add to a default screen layout for the
grade. If your district gives teachers access to install their own apps, then "Complete" for your district
might mean that the app has been purchased through VPP and added to the iOS location apps list,
ready for teachers to install. We recommend that you use the "Special Instructions” box in settings to
clarify this for your users.
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11.1.2 Configuring the app request form

Define the information you'd like to request from teachers when they fill out the app request form
from Settings/App Requests in the Fields section.

Fields
INCLUDE REQUIRED
| || Have yvou previously tested this app?
|| (] Grades
(] (] Classes
|w#l || Feason or use case
|| (| Date needed by
] (] Devices for installation
[w#| I Requested comment
|w#l [} Custorn 1 Department
|| [ Custom 2 PO2 if paid and approvec
[ [ Custom 3

SPECIAL INSTRUCTIONS ©

Mew requests will be evaluated every Wednesday., Once
an app is marked complete, it will be available for you to
add to your screen layouts.

For each field, use the INCLUDE checkbox to set the field to be included on your form and use the
REQUIRED checkbox to set the field as a required one for submitting a request.

The last three fields can be custom-named.
The Special Instructions box is used to add informational text to the request form.
11.1.3 Setting app request permissions

Set permissions for App Requests from Settings/Permissions

APP REQUESTS
Create app request [} || |##|

Manage app request status [} Cal |#|

Create app request: If checked, users in this role can create new app requests

Manage app request status: If checked, users in this role can manage requests by changing the
status as the request progresses through the workflow. If a user is responsible for one of the stages in
the workflow, they will edit the request and change the status to the next stage when they have
completed their step.

Note that users are not restricted to only a specific status/step. If granted this permission, they can
change the status to any stage. Also, teachers have the ability to cancel a request, even though they
typically are not assigned this permission for managing the status. In general, it's the people who will
work the request (technicians, instructional coordinators, financial people, administrators, etc.) who are
granted this permission. They should be set up in a Technician, Location Admin, or Organization Admin
role.
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11.2 Making App Requests

Once your App Request features are configured, teachers may submit app requests, or technicians or
admins can create them on behalf of a teacher. All parties will receive e-mail notifications throughout the

process of a request.
App requests are accessed under Organization on the main menu.
ﬂ- Settings
Locations
j_l Users
g Devices
"'*".f-.-"i'L Metwork profiles
Restriction praofiles
i'H' Settings profiles

G App requests

The App requests area has a separate tab for iOS requests and Mac requests.
05 app requests  Mac app requests

a Al ocations v || Al stahuses v My requests anly
Selecti & hone [ % _Remove requests Jl b change status |

s ] NUMBER NAME CREATED, ¥ MODIF CLOSED LOCATION

[ w 30 Mathwisy - Math Problem Sohver 05/31/201 05/31/201 valley View High Schoal

[ 29 Microsaft Werd 0§/31/201 05/31/201 adan's Street Middle School

( . il Brasn Ecology Mind Game to train your brain 05/31/201 05/31/201 05/31/200 wvalley View High School

Use the Add request button to start a new request.
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App request

+ Select app

REQUEST DETAILS

Requests evaluated every Wednesday. Once an app is marked complete, it will be avail

Requester name | Select a user v |
Location
Quantity 1

) Yes

Have you tested this app?

Grades

Reason or use case

Requester comment

Department
PO# if paid & approved

Click the Select app button to search for or enter the desired app.
Use the App Store tab to search for apps directly from the Apple App Store.

App Store | App Store URL

| @ cakutator | @ £ree cnly 1-50 of 50
NAME DESCRIPTION o
Calculater®so This calculator has a perfect design that maximezes the size of the buttons and ﬁ“
3.0 display, with a great layout for fast and easy calculations. Retina Display.
Free Download now and see how truly great this basic calculater is.

* THE =1 CALCULATOR ON APP STORES WORLDWIDE *

The Calculator combines the Standard and Scientific calculastor for Free!

Join millions of users by downloading The Calculator on your iPhone, iPad or
The Calculator - Free and Easy Apple Watch.

Calculating!
4.7.2 FEATURES
Free * History Tape: all Calculations are Saved and can be Copied and Forwarded;

hide and open with one simple click
* Quick Equation Preview: Your current Equation is displayed

** Festured by Apple as "Essentials” **
** Tabby Awards 2015 - Personal productivity application winner **
** CES 2013 - Mobile App Showdown Winner **

MyScript Calculator -

i \/_~ Handwriting calculater
-—- 5 1.3.2 With MyScript® Calculator, perform mathematical operations naturally using
Free your handwriting.
** The Free handwriting calculator for your iPhone or iPad **
More...

Calculator Pro for iPad - reliable and simple calculator! Op(imized- for 10S
10!Calculator Pro main festures:

Calculator Pro for iPad Free -

+ - Smart - Basic calculator in Portrait Mode
- =2 3.9 s - Scientific calculator in Landscape Mode
X Free - Universal converter for Currency, Length, Time, Weight, Pressure,

Temperature, Fuel Consumption, Speed and many more categories
- Multitasking mode: use Calculator Pro and any cther app simultaneously
More...

Simply point your camera toward a math problem and Photomath will magically 2,
i e o wane b it dadallad abae il sban (mabeniablama
4

If you have a link to an app in iTunes you can use the App Store URL tab to enter it directly instead of
searching.
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App Store | App Store URL

URL €  hitps:ifitunes. apple. comius/app/myscript-ca

Use the Add button to add the app to your request.

App request
' Sight Words Learning Games & Reading Flash Car
Publisher CFC s.r.o.
Cost Free
+ Select app
DESCRIPTION

FaEEF WONDERFULLY EDUCATIONAL READING PROGRAM FOR BEGIMMING READERS (
##xxE Deyveloped in cooperation with educational specialists by an award-winning edu
Basic Skills and reading program Phonics: Fun on Farm, to best prepare vour children

* Entirety of 220 SIGHT WORDS from the popular Dolch list (with
Show more...

REQUEST DETAILS

Requests evaluated every Wednesday. Once an app is marked complete, it will be avail

Reguester name | Select a user v |
Location
Quantity 50
Have you tested this app? @ Yes
) Mo
Grades 24

Reason ar use case

Requester comment

Department
POz if paid & approved

If the request is being made by an administrative user, she choose a "requester" and "location”, making the
request on behalf of a teacher.

Requester name | Wes Smith
| Eastside Elementary

Location

Fill out all required fields and click Save to submit your request.

The requesting party will receive an e-mail notification any time the status of the request is changed.
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The status of a request as well as any notes or history can be viewed by returning to the app request list, or
by clicking a request from the list to display the details page.

Comments or notes can be added to the request at any time.
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12 Managing App Requests

Viewing the requests list

When viewing the App requests list, the locations filter can be used filter the list to show a single
location or all locations. Only locations to which the user has permission will be shown.

i0S app requests | Mac app requests

e, Al locations v
Al locations

Select: All None Adam's Street Middle School
District Office

. Eastside Elementary

»@' & NUMB jarrett School

Philips Elementary
Valley View High School

All statuses L
All statuses

All OPEN statuses

OPEN: Reguested

OPEN: Under Review

OPEN: Meeds PO (paid app)
OPEMN: Approved, waiting on install
1 All CLOSED stafuses

CLOSED: Denied

CLOSED: Complete

CLOSED: Canceled

The My requests checkbox is enabled for teachers by default and disabled for other roles by default
since teachers typically are only concerned with viewing their own requests, but users of other roles
typically need to manage requests made by other users.

|| My requests only '

Canceling a request

All users with access to the app request area, including the teacher/requester, has the ability to cancel
a request with the Cancel request button at the top of the list. Canceling a request will change the
status to "CLOSED: Canceled", notify the users configured to receive notifications for the previous
status that it has been canceled, and make a note in the history/timeline.

Removing a request

Removing a request deletes it from the system completely. No notifications are sent. This function is
only available to users with permissions to manage request statuses (typically not teachers). It's
generally a better idea to cancel a request and make an appropriate comment as to the reason than to
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actually delete the request with this button.

Changing the status of a request

Users with permissions to manage app request statuses can use this button to move the request
through the process by changing the status.

Change requests status

Change status to | OPEN: Under Eval ¥
Comrnent
Will try to finish by Friday.

Multiple requests can be changed at the same time. The status can also be change for a single app
from the request details page.

Viewing Request Details

Click on any request from the list to view the details page. The left side contains app information in the
top box (pulled from the App Store), and the request details at the bottom.

The left side contains the history of the app request, showing all changes in status as well as all
comments.

App request

Microsoft Word
na Publisher Microsolt Corpor ation
Cost Free

DESCRIPTION APP REQUEST COMMENTS AND HISTORY

*** Word 15 ready for Pad Pro and looks amazing on the 12.9-inch screen. Read Word documents on

#ad Pro for free. To creste and edit docs, you need a qualifiang Office 365 subscrption. Try & for free On 05/31/2017 05:34 P4 John Districtadmin status:
for 30 days. *** 8% ) .

The real Microssit Word app Gesigned for ©3¢, hone and Pod touch. | OFEN- Apprmrad but neads 20 fug

Now Word documents lock better than ever oo your tablet and pheone. When you edit or creste

doecuments. you can be confident they will look exactly how you want across PC, Mac, tablet and phone. 08/31/2017 John Distrctadmen changed

Word has the familior Office look and feel along with an intustive = SPRDILIN x4 m ,
D moce.. T—

On 05/31/2017 03:03 PM Justn Tech changed status!
REQUEST DETAILS WEN: g uested IR

Crested 05/30/2017 04:03 PM Will do tus secn.
Last modified 05/31/2017 05:33 MM
Status | G.OSED: Compiete | On 08/31/2017 02:38 M John Districtadmn commented:

Mere's & comment

every Wednesday. Once an 2pp is marked camplete, it will be avalable for you to add

0 your screen layouts. On 0S/30/2037 04:00 P Alan Simth Crested App request

Requectsr name Alan Senth

Location Valley View righ Schosl
Quantity 5

Have you tested this app?  Yes

Graces 6

Feacon or use case Need this for everythong

(@ Cone e Cange stutin WO Add conmmnet

The status can be changed or a comment added by using the appropriate buttons from this
screen. They function the same as when used from the requests list.

Changing the request status
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It's possible to change the status of the request from this page, as well as from the request list.
Adding a comment to the app request

All users (requester and admins) are able to use the Add Comment button to add a note to the history
area for the app request.

Tip: to make a comment to multiple apps, go back to the requests lists, select multiple
apps, use the Change status button and set the status to "keep current” while adding
your comment to the comments box.
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13 Screen Layouts

Screen Layouts allow teachers and administrators to choose specific apps to appear on device screens.
All other apps and links are hidden. A background image can also be selected as the wallpaper for each

layout.

Note: Adding apps to layouts does not automatically install apps onto devices. It simply
shows or hides ones that are already on the device. Apps are installed by assigning
them from the Apps area. See the App Management section of this guide for more
information.

Screen Layouts are accessed from the Location menu. Users with access to more than one location can
choose a location from the location selector to manage layouts from a specific location.

Eastside Elementary v

Note: Screen Layouts are location-specific. They can only be used in the same location
where they are created. However, the "Clone" function will allow a layout to be copied to
another location.

13.1 Creating a Screen Layouts

From the Screen Layouts area, choose the iOS tab.

Click the Add button at the top of the layouts list.

Complete the fields on the Layout details screen.

Layout details

Mame Morning Math Layout]

Description

Type i0s
Shared
Dwner johnny@sunrise.com ﬂ

The "Shared" setting allows the layout to be available for use by teachers who are not the owner of the
layout. However, only the owner or and administrator can edit or delete a layout.

Administrators will be able to choose another user (such as a teacher) as the owner of the layout.
Teachers will not be the owner of any layout they create and will not be able to change it.
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13.2 Cloning a Screen Layout

To make a copy of a layout, select the layout from the list then use the Clone button.

Select one or more locations where you'd like for the clone to be created.

Select locations to clone screen layout
Locations

C{ Select All None
A& NAME CODE
Adam's Street Middle School SAS
Eastside Elementary EES
Philips Elementary PES
Valley View High Schoal VHS
Westside Elementary WES

If the selected location already has a layout with the same name, the text "-Copy" will be appended to the
name of the new copy. Once a clone is made, they layout can be renamed and edited.

Note: When cloning a layout to a different location, any apps that are not in the location
apps list of the destination location will be excluded from the layout. It's a good idea to
check the destination location to be sure it has all desired apps before making the layout
clone.
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13.3 Editing iOS Screen Layouts

After creating a new, empty screen layout or cloning an existing one, you can select it from the layouts list
to change details, backgrounds, and home screens.

Layout details Background Home screens
Tip: Adding apps to screen layouts does not install the apps. Use app assignments to install apps. Learn more,

Home screen for:
Jones 2nd Period Layout

|} 13 3 4 +

Trash Screen #1 Screen #2 Screen #3 Add screen

13.3.1 Setting a background image for a Screen Layout

When creating or editing a screen layout, the Background tab can be used to select an image.
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Layout details = Background ' Home screens

Background for screen layout:
5th grade default

Backgrounds list is managed on Organization Settings/Backgrounds

Classic Car

v

Baby Groot SHEsS

Turbines

Lake at RMNP

4

N

Cat

Old Mercedes

Select an image from the list and click Save. To upload new images, use the Settings / Backgrounds area.

13.3.2 Adding Apps to Home Screens

Select a screen using the screen selector boxes at the bottom. The orange highlight will indicate the
currently selected screen. The number inside the box indicates the number of items on that screen.

(] 18 5 3 +

Trash Screen #1 Screen #2 Screen #3 Add screen

Click the Add items button.

From the Add to layout window, choose Location apps or Standard apps.
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| Add to layout X

Location apps | Standard apps

a All Y Select All None 1-10 of 21

& MNAME -

AP Exam Frep - Psychology, U.5. History, and more Questions to Know by Test
Da

Lay

Book Creator One
BrainPOF Featured Mowvie
Calcbot 2

Classroom

KBS

Geometry Pad

Location Apps tab: These are the app from your iOS Location Apps list.

When using the Location Apps list, use the filter next to the search box to limit the list to only those that are
assigned to a specific group or class. This makes it easier to find and select only the apps that you've
already installed onto a specific set of iPads.

Teacher iPads i

Note: The list of location apps will now only include apps that are assigned to device
groups that the user (i.e. teacher) has permissions to manage.

Standard Apps tab: These are built-in apps such as contacts, calendar, and Safari
Apps and links that are greyed out are already added to the current layout, so they cannot be selected.
You can use the star icon in the Favorites column to mark an app as a favorite. Later, you can click on the

Favorite column header to sort the list so that your favorites appear at the top of the list, easy to find or use
the "My favorites only" selector.
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& FAVORITE

When adding multiple apps, if you add more apps than the current screen can hold, the extras will
automatically flow to the next screen and be flagged with the "auto” symbol to show that they were auto-
assigned. Once you drag them to a new position, the indicator will disappear.

13.3.3 Alternate Method: Adding apps from App list

Rather than adding apps to layouts from the Screen Layouts area, you can add them directly from the iOS
location apps list using the Add to screen layouts button found at the top of the location apps list. This
can be handy if you are already working in the apps list area.

Choose one or more apps from the iOS Location apps list then click the Add to screen layouts button

i05 location apps  i0S blacklist apps ~ Android location apps ~ 0S X location apps
Q | All groups v | [ | My favorites only
select A_” e u m E O
; INSTALL LICENSE gg:gol— USED VPP | heyice
@ 4 NAME FAVORITE | coynT COUNT USER EIE:grESEES ASSIGNABLE | SOURCE
LICENSES
BrainPOP g Vpp’t
] Featured 5 1200 0 4 v ‘E;”:Q)a“'
Movie VEP 1
BrainPOP Ir. o
(] Movie of the 5 4000 0 4 v ?;nsﬂ)ary
Week VPP 1

Select one or more screen layouts where you want the selected apps to be placed

4

i0S screen layouts

Q |#*| My screen layouts only

& MAME DESCRIPTION
|| After School Layout

Jones Znd Period
Layout

Regular Class Layout

The advantage of adding apps with this method is that you can quickly add one or more apps to multiple
layouts at the same time.

113/188



SchoolMDM User's Guide

The disadvantage of adding apps to layouts with this method is that the apps are set to "auto” for screen
assignment. If you wish to add them to a specific home screen or place them in a folder on a home screen,
you will need to edit the screen layout from the Screen Layouts area. Later, you'll be able to identify the
apps set for "auto” by the symbol placed on the icon in the layouts area.

BrainPOP
Featured

13.3.4 Arranging items on home screens

Arranging items is simple with drag-and-drop. You can:

e Move items to a new position on the current screen. Other icons will be repositions to make room.

e Move items to a new screen by dragging to the screen indicator boxes at the bottom

13 6 3

Screen #1 Screen #2 Screen #3

Alternately, you can assign an item to a home screen or the dock by right-clicking the item and making
a selection from the pop-up menu.

Assign to:
Auto

Screen £1
Screen £2
Screen 3
Dock

e Remove items from a screen layout by dragging to the trash can
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iy

Trash

e Move items onto the dock by dragging and dropping onto the dock area at the bottom

N ——

e Move items into a folder by dragging and dropping onto the folder
13.3.5 Adding a Folder to a Home Screen

You can create folders on home screens that will hold apps and web links.

Select a screen using the screen selector boxes at the bottom. The orange highlight will indicate the
currently selected screen.

Ty 18 5 3 +

Trash Screen #1 Screen #2 Screen #3 Add screen

Click the Add folder button.

Add folder |

S e |

A new folder will be created on the current screen.

The 0 inside the folder indicates that there are no items currently in the folder.

Click the folder icon to display the folder editing window and give the folder an appropriate name, then click
Save.

Folder

' Math Practice |

Add apps and web links to the folder by dragging them from a screen and dropping them in the folder. The
number in the folder icon will indicate the number of items inside the folder.

You can move the folder to a new position on the current screen or move it to a different screen with drag-
and-drop.
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13.3.6 Adding, removing, and rearranging screens

To add a screen, click the Add Screen box.

+

Add screen

To remove a screen, remove all icons from the screen. The counter in the screen box will change to the
minus sign. Click to remove the screen.

Screen #3

To change the order of the screens, drag the screen box to a new location along the bottom.

| 13

2 +

Screen #2 Add screen

Trash Screen #1

13.3.7 Editing Screen Layouts with List View

In addition to the default, drag-and-drop, graphical editor for screen layouts, a list view is also available.
Switch between views with the button at the top.

List view provides a list that shows all apps assigned to all screens in the layout.

Layout details Background Home screens

E Home screen for:
Main Layout
Select: Al Mone u | More actions... v
Q 4 NAME SCREEN URL
Pig
‘$
J Book Creator Free Screen #1
BrainPOP Featured Movie Dock

BrainPOP Ir. Maovie of the Week Screen £2

An advantage of list view is that it can make it easier to perform bulk functions by selecting multiple apps.

For example, if you wanted to move a group of apps from Screen 1 to Screen 2, you could sort the list by
Screen so that all of the Screen 1 items are together, then select multiple items with the checkboxes and
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use "move to..." on the More actions menu.

Another example is for bulk deletion. You could do this by selecting multiple items and using the Remove
from layout button at the top.

To move items between screens in list view, select the items you wish to move, then select a function from
the "More actions..." selector.

Maore actions... b

Assign to Auto
Assign to Screen #1
Agsign to Screen #2
Assign to Screen #3
Assign to Dock

13.3.8 Applying Screen Layouts to Devices

Screen Layouts are applied to Device Groups and Classes from the Teacher Tools area. Refer to the
Teacher Tools section of this guide.

13.4 Activating a Screen Layout

To activate a screen layout on a group of devices, use the Activate function in Teacher Tools. Details are
provided in the Teacher Tools section of this guide.

Note that activating a layout does not automatically install apps onto devices. It simply shows or hides
ones that are already on the device. Apps are installed by assigning them from the Apps area. See the
App Management section of this guide for more information.

13.5 Scheduling Screen Layouts

Screen Layouts can be scheduled to automatically activate on one or more device groups from the Screen
Layouts / Schedule tab.

i0s Android | Schedule

CL My schedules only

Select: &ll None u ﬂ

£F NAME START TIME REPEATS A REPEAT EVERY | SCREER
J 4l
[] after school Layout 01/27/2017 04:00 PM Weekly M, T, W, Th, F pp

To add a scheduled screen layout activation:
Use the Add button

Complete the fields on the form and click Save. You can set the scheduled task to repeat daily, weekly,
weekdays, or monthly at a fixed time. Choose one or more device groups for the selected Profile to be
activated to.
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Schedule

Mame After schiool Layout

Description

Enabled

Shared L]

Screen layout |Jnnes After School Main Layout W

Start date Jan 27, 2017

Start time [04 oo ~[PM ]

Repeats [ Weekly w |
MEATEI WA ThA F[O sa[] su
[Jc2

Assigned groups 105 DEP Unassigned
[] mMr. Cusick Class Set

To delete a scheduled screen layout task:
Select the schedule(s) to delete and click the Delete button

To temporarily prevent a scheduled task from running:
Use the Disable button to disable a scheduled task and prevent it from running. Select the schedule(s)
then click the Disable button. Use the Enable button to re-enable the task later.

To force a scheduled task to run immediately:
The Run Now button will allow you to force a task to run immediately, even though it's not yet the
scheduled time. This will activate the configured profile on the configured device groups immediately.
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14 Classes

The Classes feature allows teachers to group devices into classes so that they can manage or monitor just
the tablets in the classroom at given time, even if those devices belong to different device groups.

A class can represent a group of devices or it can represent a group of students logged into shared iPads
that are in shared iPad Mode (introduced in iOS 9.3).

Another use for classes is to create a sort of "sub group" of devices for the purpose of assigning specific
apps. For example, you might create a "Special Ed" class and add the devices of the students who need a
specific app. Even though the students don't meet together as a "class" during the same period, the class
structure provides a place for you to assign the app to be installed.

Classes are secondary to Device Groups. That is, all tablets still belong to a Device Group, even if it's just
one large device group for the whole school. A typical scenario though might be to have one device group
for each grade.

Teachers can take control of a class from Teacher Tools performing functions like freezing screens, or
applying screen layouts.

Note that screen layouts and restrictions profiles for classes override layouts and restrictions applied to

device groups. When these items are applied to a class, they replace the ones applied to the group, but
only for the configured length of time, after which they go back to the layouts or restrictions applied to the

group.

Classes from Apple School Manager will automatically appear in Teacher Tools in SchooIMDM and do not
need to be imported or created manually. This chapter describes how to create manual classes.

14.1 Creating Manual Classes

To create a class

1. Choose a location from the selector and click Classes from the Location menu.

Adam's Street Middle School ¥

Screen layouts

2. Click the Add button.

If you want to make a copy of an existing class, that will include all the same devices already added,
use the Clone button.

A new class will be added to the class list with the same name as the copied class and the word "copy"
at the end. You can then add or remove devices from the copied class.

3. Enter a name for the class (description is optional), choose the type of devices for the class. Use the
"Add" button to add one or more teachers for the class. When finished, click Save.
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Class details

MName Moming Class A

Description

Type lios v |
Ju Alfred Mims

Teachers l

4. Your new profile will now appear in the Profiles list.

Classes
Select: 4l MNone + Add » Delete
F A NAME DESCRIPTION

O Advanced Math
(] English 1st Pd

O World Histary

Select: 4l MNone + Add » Delete

5. Continue with the next section to add devices to your class

14.2 Adding Devices to a Class

To add devices to a class

1. Click the class name from the class list table.
Class details = Class devices

Devices for class:

World History

Select: All None + Add devices X Remove from class
i 4 DEVICE ID DEVICE NAME CLASSES

Select: All None + Add devices X Remove from class

2. Click the Add devices button.

4+ Add devices

3. Use the checkboxes to choose the devices you wish to add to the class then click the Add devices
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button at the bottom of the window.
Add devices

All devices
Q, [ &l groups Y | Select: All Mone 1-6 of
4 DEVICE ID | DEVICE NAME | CLASSES STATUS LAST SYNC
O FSHO-U49T-F2IR 57 2nd Period, 3rd Period Cffline 09/29/2014
[ 28J6-QZY¥A-BTRS gﬂ"zgsm'th World History Class Offline 12/09/2014
B Java Joe ’ . .
[ 255K-4YYK-CE6E 33245 2nd Period, World History Class Offline 12/09/2014

Jeremy Jones

Notice that the Classes column indicates other classes that each device belongs to.

4. To find student devices faster, try searching for part of the student name in the search box. This
assumes that your device names include the student name.

Q

Narrow the device list by choosing a specific device group from the drop-down selector at the top.

All groups L

11th Grade Devices

14.3 Removing Devices from a Class

To remove devices from a class:

1. Choose a location from the selector and click Classes from the Location menu.

| Adam's Street Middle School ¥ |

EEE Screen layouts

! Classes
mm .

2. Click the name of the class to edit

Classes

Q
Select: Al one +sd

F 4 NAME DESCRIPTION

O Advanced Math

J English 1st Pd

O World History

Select: Al one +sd
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3. Put a checkmark in the box of the devices you wish to remove, then click the Remove from Class
button

Class details = Class devices

Devices for class:

1st Period

Select: Al MNone u

Q 4 DEVICE ID DEVICE NAME CLASSES

(N FSHO-U49T-FEIR 57 2nd Period, 3rd Period, 1st Period
|| 2816-QZYA-BTRS Sally Smith 54429 1st Period, World History Class

|| 25SK-4YYK-CEBE Java Joe 33245 2nd Period, 1st Period, World Hist

4GRI-192C-K3NT Jeremy Jones 81276 2nd Period, 1st Period, Warld Hist

14.4 Deleting a Class

To delete a class:

1. Choose Classes from the Manage Menu
2. Put a checkmark next to the class to delete.
3. Click the Delete button.

14.5 Viewing apps and files assigned to a Class
You can view which apps and files have been assigned to a given class from the Class Apps and Class

Files tabs. This area is for informational purposes only. To actually make assignments of apps and files,
use the Apps and Content areas of Control Tower.

Class details  Class devices  Class apps | Class files

Apps for class
Advanced Class

|Q| | || My favorites only

INSTA
4 NAME RESTRICTED | FAVORITE COUN
My
1
a Flash 0
+3 Cards
App

SAT 0
Flashcarc
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15 App Management

The Apps area of SchoolMDM provides functions for managing app details, licensing, remote installation of
apps to devices, and more. Access is provided from the main menu in the Manage section.

Adam's Street Middle School ¥
Screen layouts

Classes

Rinirlea

Note: The apps list is location specific. The apps in the location apps list can only be
assigned to groups and classes in the same location as the list. To assign an app to
groups in another location, the same app needs to be added separately to the location
apps list for that location.

15.1 i0S App Management

The iOS Location Apps List

The iOS location apps list represents school-managed apps. The list starts out empty. Each location
maintains its own list of apps and distributes those apps by assigning them to device groups and
classes within that location only.

After apps are added to the iOS location apps list, they can be assigned to devices, groups, or classes
in order to install the apps on those devices.

i0S location apps | i0S blacklist apps ~ Mac location apps
O\ All groups ¥ || All sources ¥ || All assignments A My favo
Select All None Iz] El E
USED VPP
et INSTALL LICENSE USED USER DEVICE
& 4 NAME FAVORITE | coynT COUNT LIceEnses | DEVICE ASSIGNAH
LICENSES
|'|J; b BrainPOP _ 0 1097 0 a
g i Featured Movie
Dol’:t-ur\'
Math Calculus 1 0 17 0 0
Calewilus 1 )
P; Flaﬁ'}nin ul £498 il il

Finding and Filtering the Apps list

Use all the standard table tools for sorting, resizing/rearrange columns, and customizing visible
columns (the gear icon) with the apps list. (See Working with Tables in Control Tower Interface
section of this guide)

Use the search box to find a specific app by typing all or part of the app name then pressing Enter.

[a]
.

Use the groups selector to filter the list to show only apps assigned to a specific device group.
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This is a convenient way to see a list of all apps assigned to a group to select multiple apps and
remove them all from the group at once.

Mot assigned to groups
Assigned to 10th Grade IPAD
Assigned to Sth Grade IPAD

Use the source filter to limit the list to only those apps from a specific source.

i0S location apps | i05 blacklist apps |~ Mac location apps

O\ All groups All sources

Select All Mons App Store

Main VPP

INSTALL LICEMSE USE

< 4 NAME FAVORITE | coynt COUNT LICE

Use the assignments filter to limit the list to show only apps assigned as "Force install" or only apps
assigned as "Self-service install".

cation apps

r || All sources

u Force install

Self-zervice install
USED VPP

INSTALL 4 USED USER
COUNT

Setting an app as a Favorite

Set an app as a favorite by clicking the star icon in the Favorite column.

FAVORITE

Device Assignable Column: This column will have a checkmark when the app developer has allowed
the app to be licensed to devices rather than just users. If an app is not device assignable, then a VPP
user license must be used, which requires an Apple ID on the device that has accepted the VPP
invitation. It's recommended to always user device assignable apps.

15.1.1 Adding iOS VPP Apps

Using VPP apps is the preferred method for app distribution for both free and paid apps. The reason is that
VPP apps can install silently in the background on the iPads without prompting the user to enter their Apple
ID and password for the App Store.

To add VPP apps to the iOS location apps list, you need to have already linked SchoolMDM to your VPP
account. If you have not done this, please refer to Setting Up Apple Volume Purchase Program in the
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Setting Up SchoolMDM section of this guide.

In order to add VPP apps into SchoolMDM, you must first purchase them through Apple's VPP site (even
free apps) at deploy.apple.com or school.apple.com.

To add VPP apps to your iOS School apps list:

1. Choose a location then select Apps from the Location menu.

Valley View High School ¥
Screen layouts

Classes

2. From the iOS location apps tab, click the Add app button.

i0S location apps | 05 blacklist apps |~ Mac location ap

Q All groups oun

Select All Mons

I.%T- A BHLALIE EAVOEBTTE INST'AI'I

3. If you have more than one VPP account, choose the account with the apps you wish to add from the
selector at the top.

VPP Apps | App Store

Q

Mote: VPP apps can take up| VHS Music Department

WHS Music Department A5 ¥

My favorites only

s list,

& NAME

®
[ ] Dots & Co: 4 Mew Puzzle Adventure
L]

The DATE column will show the date we first saw this app in your VPP account, making it easier to find
your newest apps. You may wish to sort by this column by clicking the column heading.

4. Make note of the Device Assignable column. If an app contains a checkmark in this column, the app
can be assigned directly to devices using device-based VPP app assignment, rather than assigning to
a VPP User. If you have not set up VPP Users for user-based assignment, then you should look for
apps that allow device-based assignment.
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VPP Apps = App Store
Q | VHS Music Department ASI ¥ | || My favorites only Select: all None 1-8
Mote: VPP apps can take up to 24 hours to appear in this list.
A NAME DEVICE ASSIGNABLE FAVORITE
- ene
[ ' FY ] Dots & Co: A New Puzzle Adventure v
e e
O Dragon Dictation v %
DRAGOM
O "' Free Graphing Calculator '
O Khan Academy: you can learn anything '

A "source" filter at the top allow you to filter the list to show only apps added from a specific VPP
account (useful when you have more than one) or from the App Store.

i0S location apps | 05 blacklist apps = Mac location apps

|| All sources
All zources

B App Store
Main VPP

INSTALL LICEMSE USE
COUNT COUNT LICE

2§ | Al groups
Select All Nones

+ Adda

¥ A NAME FAVORITE

Use the checkboxes to select the apps you would like to add.

Use the Add to current location button at the bottom of the window to add the app to the current
location list, or the Add to multiple locations button to choose more than one location for adding the

app.

+ dd to muliple ocaiors

When using the button for multiple locations, a list of locations that the current user has permissions to
will be displayed.

The app(s) will be added to the iOS location apps list. The Source column will indicate the VPP
account of the app.
USED SCHOOL | USED VPP DEVICE

G NAME ¥ FAVORITE Icgﬂ#" IEB:LIIE:'?E SER DEVICE | pcc cmapp SOURCE
LICENSES LICENSES
(] {X} Algebra Genie 0 60 0 a v [;.::fncTz:';P

126 /188



SchoolMDM User's Guide

TIP: It's possible to add the same app from multiple VPP accounts. This is useful for paid
apps where some licenses are purchased from a specific fund under a specific VPP
account. By adding the app from each VPP account, you can then choose a specific
device group or class for each set of licenses. For example, if a paid app was
purchased out of Title | funds, and you have a separate VPP account for Title I, you can
assign those licenses to a class that contains the devices of the Title | students. This
guarantees that apps purchased with those funds are only used by those students.
When adding an app from multiple VPP accounts, the app will show up multiple times in
the iOS location apps list, where the source column can be used to identify the source
account.

TIP: You can configure SchoolMDM so that apps from any individual VPP account will
automatically get added to the iOS Location Apps list for any location. To do this,
configure the Auto-Add setting on the VPP account as described in the section:
Configuring Apple VPP Accounts in SchoolMDM.

15.1.2 Hiding old VPP apps by archiving

Have you ever been annoyed that every app, free or paid, that you've ever ordered on your VPP account
continues to appear on your VPP account forever? We have certainly heard your suggestions on this

one! We can't help you clear them from your Apple account, but we CAN help you hide them from showing
up in the VPP Apps list in SchoolMDM.

When adding apps to the location apps list, you have a choice to mark apps as "Archived" by clicking the
icon in the Archived column. By default, the apps list won't show archived items. Use the "Show archived
apps" any time you want to display the archived items or the column for switching one.

VPP Apps | App Store

O\ Beta ASM VPP ¥ | |# Show archived apps 1-7 of 7

Select: All Mone  Mote: VPP apps can take up to 22 TTOOTe 0 oD ar e

NAME ¥ DATE DEVICE ASSIGNABLEY| ARCHIVED

—
i <~

m Physics! 05/23/2017

‘_V_;_
I P 4 I Mathway - Math Problem Solver 05/23/2017
MathPapa - Algebra Calculator & Equation Solver App 05/23/2017

15.1.3 Adding iOS Apps from the App Store

You can add apps to the iOS location apps list from the App Store, then assign them to device groups or
classes for installation. Apps assigned from the App Store will install using the Apple ID on each iPad by
prompting the user for the App Store password for that device. If you wish to install silently and avoid the
prompt, you'll need to install VPP (Volume Purchase Program) apps instead. Only use the App Store tab if
you want apps to originate from the user's own Apple account (through their Apple ID) rather than the
organization's VPP account.

Tip: iPad users that have iOS version 8.3 and above can avoid being prompted for their
password for free apps by changing a setting in Settings / iTunes & App Store /
Password Settings / Free Downloads / Require Password.

Note: It's almost always preferred to use VPP Apps and Device-Based App Assignment,
rather than adding apps from the App Store.
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1. Choose a location then select Apps from the Location menu.

| Valley View High School v

Classes

mm APPs

EE Screen layouts

2. From the iOS location apps tab, click the Add app button.

i0S location apps

Q

Select All MNone

i0S blacklist apps

Mac location ap

| All groups

3. Choose the App Store tab in the pop-up window then enter a search term in the search box to search
the Apple App Store.

Q trig

-

A
€

VPP Apps  App Store

Free only

NAME

Caiculator +
2.2.6
Free

Symbolab - Calculator with
steps

3.2.0

Free

Trig Func - Check the visual
trig functions!

3.0

Free

Math Ref Free
3.0.9
Free

1-29 of 29

DESCRIPTION

Award winning calculator app for iPad and iPhone with no ads. Designed with
simplicity, usability and beauty in mind!

FEATURES:

= Free scientific calculator

- NO ads! Yes completely without ads. NO annoying popups!

- Apple Watch support

- Elegant & Intuitive interface

= Supports handwriting

Your private math tutor, solves any math problem with steps! (Steps require a
one-time in-app purchase.) Symbolab calculator solves: Algebra Equations
Integrals Limits Derivatives Functions & Graphing Trig y Series ODE
Laplace Transform Matrices & Vectors Get free solution to any problem.
Upgrade to see step by step solution.

Do you know trigonometric functions? Or want to learn it? Normally it's
complicated a little, but if you use this app, it will help you to more easily
understand!

Alzo it easy/quick to confirm values of trig functions, 5o this is really useful for
students, teachers, developers and etc.

- F“tum -

- Visual trig functions!

- Comfortable moving for calculations!

More...

Math Ref Free is a free version of the award winning education app Math Ref.
This app gives you just a sample (over 700) of the over 1,400 heipful
formulas, figures, tips, and ples that are inciuded in the full version of
Math Ref. So, if you're a student, teacher, or need math for work and want to
try before you buy, this app is for you.

*Let us know what we can do to be a 5 star app! Email us at
infamhannauman fam*

TIP: To limit the search to show only free apps, check the box "Free apps only"

4. Put a checkmark in the box of any app you wish to add.
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5. Use the Add to current location button at the bottom of the window to add the app to the current
location list, or the Add app to multiple locations button to choose more than one location for adding
the app.

When using the button for multiple locations, a list of locations that the current user has permissions to
will be displayed.

6. The app will be added to your iOS location apps list. The Source column will indicate "App Store".

INSTALL LICENSE AVAILABLE VPP

-

ik A MAME FAVORITE COUNT COUNT LICENSES VERSION SOURCE
ﬁ Chess Fres ] 0 0 App Store
| —

15.1.4 Installing iOS apps by assigning to groups, classes, or devices

Apps are installed by assigning them to a device group, class, or individual device.

VPP apps and App Store app assignments are possible. Only VPP app assignments install silently in the
background without prompting for the Apple ID password is the VPP method. App Store assignments, on
the other hand, will prompt the user for their Apple ID and install the app from their personal App Store
account.

TWO METHODS OF ASSIGNING APPS

Device-based app assignment: with iOS 9 and above, apps can be assigned directly to
devices, rather than to users. This makes it possible to assign apps to devices even if
they don't have an Apple ID configured on the device. This newer method is the
recommended method of distributing VPP apps because is saves the complexity of the
VPP user invitation system.

User-based app assignment: this method requires that each device have an Apple ID
configured and the owner of the ID must accept an invitation to accept apps from the
organization and associate their Apple ID. This also requires you to assign a VPP User
to each devices so that when an app is assigned for installation, SchoolMDM will know
which users to assign the app to. This older method requires more setup and is more
complicated than device-based assignment. See the setup section of this guide for
instructions on setting up VPP users and invitations.

Follow these steps to assign an app:

1. Select the checkbox beside the app(s) you wish to distribute, then click the Assign button

i0S location apps | 105 blacklist apps | Mac location apps

":‘\ All groups ¥ | Al sources aments v My
Select All Mone E

USED VPP
DEVICE
LICEMNSES

BrainPOP
J Featured Movie 0 1097 0 0

2. Choose Force install or Self-service install for the installation method you'd like to use. Force installed
apps will install without any choice by the user. Self-service installed apps will be made available for
users to optionally install from the Resource Locker app on their device. These installation types are
described in more detail in the next section of this guide.

INSTALL LICEMNSE USED USER
COUNT COUNT LICENSES

DEVIC

o3 A NAME FAVORITE ASSIG




Assign apps to groups or classes

* Force install Self-service install

Groups  Classes  ASM classes  Devices
o
%

& GROUP NAME

11th Grade iPads

Sth Grade iPads

1% NIED Llnsseianad

3. Choose the tab for Device groups, Classes, ASM Classes, or Devices then make your selection and
click Assign button at the bottom of the window.

4. The Assigned To column will update to show the name of the newly assigned groups and/or classes.
The (F) or (S) next to each group indicates the installation type of Forced or Self-service.

ASSIGNED TO

Groups: 9th Grade iPads
(5)

Groups: 11th Grade
iPads (F), 9th Grade
iPads (5),

Classes: Manual Class
=1 (F),

Devices: flag (F)

Device-based licensing is the default: The app will be assigned using a device-based license as long as
e the app is Device Assignable and
e the device is in a Device Group that is not configured for "Disable device-based VPP app installation”

For non-VPP apps (those added from the App Store) if the user is prompted for the password and cancels
the request, the app will not install. You can attempt to send it again by pushing the app to the device from
the missing apps list on the Status page.

15.1.5 Self-Service iOS app installation

When assigning apps to groups and classes for installation (see above section), there is a choice for
Forced installation or Self-service installation.

Forced Installation
When apps are set for Forced installation, SchooIMDM immediately assigns the app license to the
appropriate devices through Apple (for VPP apps), or sends the app installation command to the device
(for App Store apps). Apple will then automatically install the app to the device. Users do not have a
choice on installation and are unable to remove the app from their devices once installed.

Self-service Installation
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Nearpod Added at 07/24/17
Nearpod LLC 60.19Mb
Version: 8.68.5
App Description
Nearpod is a must have appication for teachers and schooks that have access
10 3 set of iPads, IPods, iIPhones or Macs for their classes

What's Nearpod?

The Nearpod platform enables teachers, schools and districts, 10 use their
Pads to manage content on students’ Pads, Phones, iPods or Macs. it
seamiessly combnes interactive presentation, collaboration, and real-time
assessment tooks INt0 One integrated solution.

What Teachers Are Saying About Nearpod.

"My students love using the Nearpod app! it allows me 10 assess my students
using polis, multiple choice questions, and open ended questions.” - Natasha,
Spanish Teacher - New York

"1 am now able to engage all students during my lessons. There are many parts
to Nearpod, but the one that creates active learners in my classroom is Draw it
This feature allows my students 10 terally draw on ary siide | push out to their

iPads. ~ - Daniel, Teacher & Tech Specialist - New Jersey,

"Nearpod is 8 powerful tool! My students iove it and it gives me sO much
fecbaty in and out of the classroom, | was using Nearpod in my AP Baology
class and one of my students arrived te due to a dentist appointment. Just as
he walked in the door | asked a question and he answered 4. Alter seong the
astonished look on my face he explained that another classmate had texted
hm the peesentation PIN and he had been following along the entire period 50
b hadnst soiccad anahapat e e Ol Dot e

When apps are set for Self-service installation, SchooIMDM does not assign app licenses to any
devices, nor begin any installation process. Instead, the app will be shown to the user in the TechPilot
Locker app on their device. From Locker, the user can install or uninstall the self-service apps
assigned to them.

When a user selects an app to install in Locker, the process of assigning the license and initiating the
installation begins. It's at this time that the license actually gets used.

When the user uninstalls the app through Locker, the app is uninstalled and the VPP license is
returned to the organization so that it can be used elsewhere. This means that it's possible to have
more devices with a self-service app assigned than there are licenses available. If enough users
choose to install the app that all licenses are used, the installation will fail for additional users until
someone uninstalls the app, which releases the license.

If the self-service app is an App Store app, rather than a VPP app, then licensing is NOT taken from
the organization's VPP account, but rather, the app will install through the user's own Apple ID account
on the device. The user will be prompted for their App Store password and will need to pay for the app
if it is a paid app. The app will show in the user's purchase history.

15.1.6 Removing apps from the iOS location apps list

To remove an app from the iOS school apps list, select the app(s) from the list and click the "Remove app"
button.

{
¥

If an app is assigned to a device, group or class, it will not be deleted from the list until it has been
unassigned from the device, group(s) or class(es).

15.1.7 App Details
Click any app from the iOS school apps list to display the App Details page
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App details  Devices with installed app  Other Locations

z_ AP Exam Prep - Psychology, U.S. History, and more Questions to Know by Test Day

APP INFD ASSIGNED GROUPS
Bundle ID com.gwhizmobile.mcgrawapS00qtk # 11th Grade iPads

Size 11.68 MB # CART 1

Default display name AP Exam Frep - Psychology, U.5. History, and more Questions to Know by Test Day

License count 100 ASSIGNED CLASSES
Install count, Organization 4 ¥ AP giology Students
Install count, This Location 2 #| Basic Math

Source VFP: Main District VPP

Current version in App Store 2.2 ASSIGNED ASM CLASSES

i = # Intro to Algebra-Section 2
APP SETTINGS

Allow Autonomous Single App Mode (ASAM)
Disable app notifications

DISABLE ASSIGN/UMNASSIGN BY

Teacher L4
Technician

Location admin

= E3

You can also assign or unassign the app from device groups and classes from the details tab.
Autonomous Single App Mode (ASAM)

ASAM is an iOS feature that allows an app to put itself into Single App Mode. When in Single App Mode,
other apps are prevented from running, effectively locking the user into that single app.

What's the purpose of ASAM?

ASAM is most often used for test-taking apps in a school environment. For a device to be secure during
testing, the student needs to be prevented from accessing things like the web browser or other apps.

Can | use ASAM with any app?

No. An application's developer must specifically built this feature into their app. Apps such as Pearson's
TestNav are designed for this.

How is ASAM started?

When an app that is designed to use ASAM is launched by the user, it should send a request to iOS to
enter ASAM mode, then enter it immediately. However, this only works if the MDM has configured iOS to
allow that specific app to use ASAM.

What's the difference between ASAM and App Lock that's available in SchoolIMDM?

App Lock does, indeed, put an app into Single App Mode, similar to what happens with ASAM. Actually,
App Lock in SchoolMDM will do this for any app, so the app doesn't have to be specifically designed for it.
The difference between App Lock and ASAM is that App Lock is initiated by the teacher through
SchoolMDM and the app is automatically launched on the selected student devices. It will remain locked
until the teacher releases it. ASAM on the other hand, is initiated by the app itself, as soon as the student
launches it. An administrator can enable ASAM for a given app and then any time the student starts the
app, it will use ASAM, without the teacher having to do anything. Also, as of iOS 9.3.2, ASAM will no
longer require an iPad to be in Supervised mode, whereas Screen Lock does.

How do | set an app for ASAM in SchoolMDM?
Two things have to be configured to use ASAM. Here's how:

1. The app has to be enabled for ASAM in App Details. Choose the app from the iOS School Apps list and
put a check in the box for "Allow Autonomous Single App Mode (ASAM)."
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App details - Main | Devices with installed app

@ TestNav

Bundle IC» com.pearsoned. TestMav
Size 3.61 MB

Default display name TestMav

License count 0

Install count 0

Allowy Autonomous Single App Mode [ASAN

2. The Restrictions Profile that's applied to the device(s) should have the setting enabled for for "Allow
Autonomous Single App Mode (ASAM)" enabled. Be sure this setting is selected and the restriction profile
applied to the correct device group or class.

APPS, MUSIC, BODKS

Allow Tunes

Force iTunes store password entry
Allow Music service

Allow iTunes Radio

Allow iBookstore

Allow iBookstore erotica

Allow explicit music & video

Allow unauthorized app sources

= e
Allow Autonomous Single App Mode (ASAM) € [+ 1
% 7

Allow app removal

Allow in-app purchases

IMPORTANT NOTE! In late-2016 Apple introduced a replacement for ASAM called
Automatic Assessment Configuration, or AAC. One difference between the two is that
the developer's app can put itself into AAC without any setting from an MDM. Apple is
working on getting all major test vendors to switch to AAC. We continue to offer ASAM
features for those apps that don't switch. You can learn more on Apple's web site:
https://support.apple.com/en-us/HT204775.

Disabling App Notifications

Use the Disable app notificaitons setting to prevent this app from displaying notifications on the device.

APP SETTINGS
Allow Autonomous Single App Mode (ASAM)
Disable app notifications

The setting will only take effect on devices that belong to a group that has the setting for "Apply per-app
notification settings" enabled in Device group details.
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Device group details | Devices Assigned apps = Access rights

Group name 10th Grade iPads
Description

Location (can't be changed after creation) & Valley High School
Auto-sync apps and content Cd

Require VPP license during VWPP app installation L

Disable device-based VPP licensing ©
Location enabled

Show in Teacher Tools L

Apply per-app notification settings o

nrallment prafile 1ck to download

Disabling app installation for specific roles

The settings for DISABLE ASSIGN/UNASSIGN BY all you to choose which roles are permitted to assign or
unassign this app. This means that even if your system settings grant app installation permissions to users
in a certain role, this app will be excluded for them. A typical use for this features is when teachers are
granted permissions to install apps, but you want to restrict them from installing a certain paid app so that
they don't do so accidentally and use up a paid license that was purchased only for a specific department
or teacher. By disabling assign/unassign from teachers, only a technician or admin will be able to install
the app, assuring it gets installed only to the proper devices.

DISABLE ASSIGHN/UNASSIGN BY €
Teacher L
Technician

Location admin

If an app has been disabled for a specific role that otherwise has installation permissions, the app will still
show up in the iOS school apps list for the user, but it will be ghosted out and unable to be selected for
assignment.

ik A NAME

GoSkyWatch Planetarium for
iPad - Astronomy Guide to the
Might Sky

Mathway - Math Problem Solver

Science Glossary

15.1.8 Updating iOS apps

Apps with available updates will be indicated in Status on the missing apps list for a given device.
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Missing items for Brown Mini
Missing items assigned to device group: Adam 6th Grade

| ilclaf.sronm

E !Amaznn Kindle

Clicking the "Upgrade" button will cause the app to be updated.
You can also update an app on all devices where the app is installed from the App details page for the

app. This function downloads and installs the latest version even if a device is already current. If the device
has local app data stored on the device, it will be retained.

App details | Managed app configuration =~ Devices with installed app = Other loc:

P ClassDojo
<

APP INFO AS
Bundle ID com. ClassDojo

Size 140,85 MB

Default display name ClassDojo

License count 400

Install count, Organization Z

Install count, This Location 2

Source WPP: Main VPP (non-25M applecorp)

Current version in App Store 4.31.0

APP SETTINGS

Allow Autonomous Single App Mode (ASAM)
Enable auto update

Disable app notifications

DISABLE ASSIGM/UMASSIGN BY
Teacher

Technician

Location admin

When using the update function from app details, you can choose to push out the app to all devices in the
organization where the app is installed, or limit the installation to just devices in a specific location or device
group. Be aware of bandwidth limitations when using this function with a large group of devices.
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Algebra 1 Practice & Prep (34.29 MB)
(%) Entire organization
) Devices in location Adam Street Middle School v

) Devices in group 11th Grade iPads v

A command to download and install the latest version of this app will be sent to all
devices where this app i1s assigned in the organization or the selected location or group.
The download and installation will accur on all matching devices, even those that already
have the latest version. Be aware of any bandwidth considerations when updating a large
app on many devices,

Automatic App Updates

An app can be set to automatically update any time an update is available. To set auto-update, use the
setting "Enable auto update" on the App details tab.

App details | Managed app configuration  Devices with installed app  Othe

Calculator +

']
APP INFO ASSIGNE
Bundle ID com.yourcompany.Solve (i Adar
Size 11.24 MB
Default display name Calculator +
License count 50
Install count, Qrganization Z
Install count, This Location Z
Source WPP: Adam’s VPP
Current version in &pp Store 2.3.9
APP SETTINGS
gl LRI

Enable auto update
Li=able app nonncatons

DISABLE ASSIGN/UNASSIGN BY ©

Teacher (]
Technician [
Location admin I

When enabling auto-update, you will be prompted as to whether you want to turn on auto update for just
the current location, or for all locations. When selecting "all locations" the system will enable or disable
auto-update for other locations that have the app in the location apps list.
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Warning

Would vou like to turn on auto-update for this location or for all locations?

IMPORTANT! Use auto-update selectively and with caution! Some apps have
frequent updates and/or are very large in size. Setting too many large apps for auto-
update could cause bandwidth problems, particularly in school environments where
many devices often connect to the same WIFi access point. We recommend that you
DO NOT attempt to turn on auto-update for all apps.

15.1.9 Finding all devices where an app is installed

To find out all devices with a particular app installed, click the app from the iOS location apps list and then
switch to the Devices with app installed tab. This shows devices from the current location.

App details | Devices with installed app | Other Locations
ﬁ ClassDojo
=t

Only devices from current location are shown

Select: All Mone E
:g} & SFRIAL MNO. DEVICE NAME VERSION GROUP NAME
DMPMPBRCFAYH Tangerine Dream 4.6.6 Mr. Cusick 6th Grade

You can use the Uninstall button to remove an app from a device. However, if the app is assigned to the
device group or class that the device belongs to, and auto-sync is turned on, the app will automatically
reinstall during the next sync.

To find out which other locations have devices that are using licenses for the app, switch to the Other
Locations tab. Only locations that the user has access to manage will be shown in the list. The Device
Count column indicates the number of devices in that location that have the app installed.

App details =~ Devices with installed app = Other Locations

ﬁ ClassDojo
&

Q

Select: All Mone 1-3 of 3

DEVICE

DEVICE GROUP CLASS COUNT

i} 4 LOCATION

Fhilips Elementary
Fhilips Elementary
Valley High School

Pasqua - Shared
Mr. Pasqua - i0S

oth Grade iPads

15.1.10 Finding apps assigned to a group or class

Find assigned apps assigned to a group by filtering the apps list

Select a location then choose Apps from the Location menu. At the top of the Apps list, use the group
selector to choose a single device group.
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Now the apps list will show only apps assigned to the selected device group

All groups YA
All groups

Mot assigned to groups

Assigned to 11th Grade iPads

Assigned to 9th Grade iPads
szigned fo (05 DEP Unassi

Find assigned apps assigned to a group from Device Group Details

Choose Device Groups from the Organization menu, then click on the device group to check. Switch
to the Assigned Apps tab

Device group details Devices Group location  Assigned apps | Access rights

Assigned apps for group
8th Grade IPAD

LY |
A NAME VERSIOMN
,.'s,{b.-"--- ACT Algebra
Alpcbin_J

Algebra Genie

Algebra Solver

Find apps assigned to a class

From the Classes menu, click a class name to display the Class details page, then switch to the
Class apps tab.
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Class details  Class devices Class apps  Class files

Apps for class

Pasqua - 1st Pd Math

|Q | [] My favorites only

& MAMI RESTRICTED | FAVORITE

ACT
Alagebra

Alagebra . 1
Solver

Algebra
Touch

15.1.11 Pushing apps from status report

If SchoolMDM was unable to install an app to a device to which it was assigned, it will show on the missing
apps list on the Device Status tab of the Status area.

Choose Status from the main menu.

Status

Check the Status column for missing apps.

Device status | Group status = Class status

Current profile (& Refresh
none
1-3 of 3 &< |2 ]»

=N || sth Grade IPAD v
O 4 SERIAL NO. DEVICE NAME STATUS

F7PM1FUBFPE4 mini blue 2 o

FEQP303EFCMS iPad FEQP303EFCMS 1 app(s]

missing (show)
F8QP404AFCMS iPad Red case =

Click "show" in the status column, then click the Push button next to the app to install.
Missing items for iPad FBQP303EFCM5

Missing items assigned to Device Group: 9th Grade IPAD
m 1st Grade Math: Splash Math Worksheets App for Num

15.1.12 Uninstalling i0S apps

Apps can be uninstalled from devices if they are "Managed Apps." These are apps that were originally
installed from SchoolMDM. This would include VPP apps as well as App Store Apps (with a source of App
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Store or Device). All managed apps are automatically removed from a device if the device is unenrolled
(removed) from SchoolMDM, deleting the MDM profile from the device.

To remove an app from a group of devices, simply unassign the app from the device, group or class. To do
this, select the app(s) from the iOS School Apps list and click the Unassign button.

i0S location apps | i0S blacklist apps ~ Mac location apps

Q |;3.II groups A | All sources ¥ || All assignmegis v | My
Select All Mone n E @

USED VPP
INSTALL LICENSE USED USER DEUIC:
._(} 4 NAME FAVORITE DEVICE
COUNT COUNT LICENSES LICENSES ASSIG

0 Eu BranPOP 0 1057 0 0 o

On the pop-up window, select the appropriate tab and click the Unassign button at the bottom of the
window.

Device groups

Q

Classes  ASM classes  Devices

& GROUP NAME DES

| | 7th Grade iPads

%

Another way to unassign an app from a group is from the App Details tab. Simply click the trash can icon
next to the device, class, or groups where the app should be unassigned and removed.

App details | Managed app configuration

Adobe Acrobat Reader

Devices with installed app  Other locations

APP INFO ASSIGNED GROUPS
Bundle ID com.adobe. Adobe-Feader Library iPads (F)
Size 84.55 MB - . .

Default display name Adobe Acrobat Reader — Music - i0S (F)
License count 100 i Pasqua - Shared (F)
Install count, Organization 2

Install count, This Location 2

Source WPP: Phillips Elementary

Current version in App Store 13.01.15

You can also manually remove a single app from a single device from the Device Details area by accessing
the Installed Apps tab. Select a managed app from the device and click the Uninstall button.
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Device details = Installed apps

Installed apps for device

Blue 1-18 of 18
Select: All Mone
.'E;I- 4 NAME VERSION SI1ZE STATUS

Ld . Ace the SAT 4.21 MB Managed

Note, however, that if the app is still assigned to the device by way of a device, group or lass assignment
and is set for auto-sync, the app will reinstall during the next device sync. Removing a device in this
manner is usually only done in special circumstances.

15.1.13 Blacklisting i0OS Apps

Apps can be blacklisted in order to prevent them from showing or running on a device. SchoolMDM allows
blacklist app assignments to apply only to specific device groups or classes.

Blacklisting iOS apps was introduced in iOS 9.3 and is available only on supervised devices.

Note that the Screen Layouts feature also functions as a type of blacklist because it automatically hides
(and thus blacklists) all apps that are not part of the layout. Screen Layouts is the preferred method for
teachers to prevent students from accessing certain apps, whereas app blacklisting would be more
commonly used for administrators to prevent apps from running. In most cases, teachers would not have
access to the app management area, and thus would not use the blacklist feature.

To blacklist an app:

1. Choose a location then select Apps from the Location menu.

Valley View High Scheol ¥
Screen layouts

Classes

2. Switch to the iOS blacklist app

i0S location apps | 10S blacklist apps |~ Mac location apps

Select All Mone @
F 4 NAME BUNDLE ID

Big Fish Casino: Slots & Games com.bigfishgames. bfcasinounivers
F‘oké_mu:un =0 u:-::-rn.nianticlahs.EnkemongD l

3. Click the Add app button
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4. There are four ways to find or enter the app you wish to blacklist. Choose the tab for the option you'd
like to use.

App Store | Standard apps  App Store URL  Bundle ID

Q Free only Select: All Mone

App Store: Search the app store to find the app you wish to blacklist

Standard Apps: Choose from the standard apps like calendar, clock, camera, contacts, etc.
App Store URL: If you have the URL of the app from iTunes, enter it on this tab

Bundle ID: If you have the Bundle ID of the app, enter it on this tab

You can add the app to the blacklist for the current location or multiple locations by choosing the
appropriate button at the bottom.

Regardless of which method you choose, the result it the same. The app will be added to the table of
blacklisted apps, but they are not blacklisted on any devices just yet. The remaining step is to assign
the blacklisted app to a device group or class.

5. Click the Assign button at the top of the blacklisted apps list

6. Choose one or more device groups or classes.

Device groups | Classes

C’\ Select: 4l Mone

& GROUP MAME
1-CART 1

ict Grade

7. The Device Groups (or classes) column will immediately show the assignment and it will take effect
immediately. If the blacklisted apps are already on home screens of iPads, they will disappear.

DEVICE GROUPS CLASSES
1st Grade

1 - CART 1, 1st Grade, Ms. Johnson

Blacklisted apps will be unable to run on all tablets where the assignment is in effect.

15.2 Mac App Management

The Mac Location Apps List
The Mac location apps list represents school-managed apps. The list starts out empty. Each location
maintains its own list of apps and distributes those apps by assigning them to device groups and
classes within that location only.

SchoolMDM can manage and distribute two types of apps:

1. VPP Apps: These are App Store apps purchased through one of the VPP (Volume Purchase
Program) accounts for the organization
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2. Package Apps: These are non-App Store apps that are packaged by the administrator by pulling the
necessary files from an existing Mac where the app is currently installed and uploading the package to
Control Tower for distribution.

After apps are added to the Mac location apps list, they can be assigned to groups or classes in order

to install the apps on those devices.
i0S location apps | i05 blacklist apps ~ Mac location apps

a, Al groups All sources | My favorites only oL
Select: All Mone n El 1-50f 5
USED USED VPP
F INSTALL LICENSE DEVICE ASM
@ 4 NAME FAV USER DEVICE SOURCE DEVICE GROUPS| CLASSES
COUNT COUNT LICENSES LICENSES ASSIGNABLE CLASSES
VPP:
— Main Computer Lab
2048 2048 Tile! 0 15 0 0 v DimieE )
VPP
E / CalcMadeEasy VPP:
— Free - Scientific vl Main Computer Lab

Calculator + L = b g District (F)
AL0D

Finding and Filtering the Apps list

Use all the standard table tools for sorting, resizing/rearrange columns, and customizing visible
columns (the gear icon) with the apps list. (See Working with Tables in Control Tower Interface
section of this guide)

Use the search box to find a specific app by typing all or part of the app name then pressing Enter.

Q

Use the groups selector to filter the list to show only apps assigned to a specific device group. This
is a convenient way to see a list of all apps assigned to a group to select multiple apps and remove
them all from the group at once.

iOS blacklist apps Mac location app

v All groups
' Upgrade available
Not assigned to groups
Assigned to Computer Lab
Assigned to Mac DEP Unassigned

NAms AL

v

Use the source filter to limit the list to only those apps from a specific source.

Mac location apps

v All sources v
| -;-{3 App Store E
&S Adam's VPP i
| Main District VPP
INSTAl Title1-VPP

Setting an app as a Favorite
Set an app as a favorite by clicking the star icon in the Favorite column.
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To add Mac VPP apps for distribution you need to have already linked SchoolMDM to your VPP account. If
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FAVORITE

Device Assignable Column: This column will have a checkmark when the app developer has allowed

the app to be licensed to devices rather than just users. If an app is not device assignable, then a VPP

user license must be used, which requires an Apple ID on the device that has accepted the VPP
invitation. It's recommended to always user device assignable apps.

15.2.1 Adding Mac VPP Apps

you have not done this, please refer to Setting Up Apple Volume Purchase Program in the Setting Up
SchoolMDM section of this guide.

To add VPP apps to your Mac School apps list:

1.

Choose a location then select Apps from the Location menu.

Valley View High School ¥
=22 Screen layouts

Classes
== Apps
From the Mac location apps tab, click the Add app button.
i0S location apps  i05 blacklist apps  Mac location apps

Q All groups All sources | My favarites only
Select: All Mone EI
e

Use the VPP Apps tab. If you have more than one VPP account, choose the account with the apps
you wish to add from the selector at the top.

VPP Apps = App Storg

Q

Select: All Mone

Adams Street M3 VPP
v Main District VPP
Title1-vPP

O, vrr apps canr tanc up e L8

Include my device || Show archived apps 1-3 0of 3

jours to appear in this list.

NAME ¥ DATE DEVICE ASSIGNABLE

-
‘2+ =3

‘ @ iMass 02/20/2017 '
. T

Color by Mumbers - Animals - Free 02/20/2017 v

The DATE column will show the date we first saw this app in your VPP account, making it easier to find

your newest apps. You may wish to sort by this column by clicking the column heading.
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4. Make note of the Device Assignable column. If an app contains a checkmark in this column, the app
can be assigned directly to devices using device-based VPP app assignment, rather than assigning to
a VPP User.

5. Use the checkboxes to select the apps you would like to add.

6. Use the Add to current location button at the bottom of the window to add the app to the current
location list, or the Add to multiple locations button to choose more than one location for adding the

app.

When using the button for multiple locations, a list of locations that the current user has permissions to
will be displayed. Select the desired locations and use the Add button at the bottom of the window.

Select locations

Locations

Q
& MAME CODE

~| Adam's Street Middle School ASMS
Big Bend Middle School BBEMS
Eastside Elementary EES
Philips Elementary PES
Valley High Scheol VHS
Westside Elementary WES

7. The app(s) will be added to the Mac location apps list for the location or locations selected . The
Source column will indicate the VPP account of the app.

USED SCHOOL | USED VPP

INSTALL | LICENSE DEVICE

-
@ NAME v FAVORITE| count | count | SRR DreeNGEs | ASSIGNABLE SOURCE

. ; WPP: Main

Algebra Genie 0 60 o o District VPP

TIP: It's possible to add the same app from multiple VPP accounts. This is useful for
paid apps where some licenses are purchased from a specific fund under a specific VPP
account. By adding the app from each VPP account, you can then choose a specific
device group or class for each set of licenses. For example, if a paid app was
purchased out of Title | funds, and you have a separate VPP account for Title I, you can
assign those licenses to a class that contains the devices of the Title | students. This
guarantees that apps purchased with those funds are only used by those students.
When adding an app from multiple VPP accounts, the app will show up multiple times in
the Mac location apps list, where the source column can be used to identify the source
account.

TIP: You can configure SchoolMDM so that apps from any individual VPP account will
automatically get added to the Mac Location Apps list for any location. To do this,
configure the Auto-Add setting on the VPP account as described in the section:
Configuring Apple VPP Accounts in SchoolMDM.

15.2.2 Hiding old Mac VPP apps by archiving

Have you ever been annoyed that every app, free or paid, that you've ever ordered on your VPP account
continues to appear on your VPP account forever? We have certainly heard your suggestions on this
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one! We can't help you clear them from your Apple account, but we CAN help you hide them from showing

up in the VPP Apps list in SchoolMDM.

When adding apps to the location apps list, you have a choice to mark apps as "Archived" by clicking the
icon in the Archived column. By default, the apps list won't show archived items. Use the "Show archived

apps" any time you want to display the archived items or the column for switching one.

VPP Apps | App Store

Q Beta ASM VPP ¥ | |# Show archived apps

Select: All Mone  Mote: VPP apps can take up to 20T e L D T T e —

NAME ¥ DATE
EE—

Physics! 05/23/2017

m Mathway - Math Problem Solver 05/23/2017

MathPapa - Algebra Calculator & Equation Solver App 05/23/2017

1-7 of 7

DEVICE ASSIGNABLEY| ARCHIVED

15.2.3 Adding Apps from the App Store

You can add apps to the Mac location apps list from the App Store, then assign them to device groups or
classes for installation. Apps assigned from the App Store will install using the Apple ID on each iPad by
prompting the user for the App Store password for that device. If you wish to install silently and avoid the
prompt, you'll need to install VPP (Volume Purchase Program) apps instead. Only use the App Store tab if

you want apps to originate from the user's own Apple account (through their Apple ID) rather than the

organization's VPP account.

rather than adding apps from the App Store.

Note: It's almost always preferred to use VPP Apps and Device-Based App Assignment,

1. Choose a location then select Apps from the Location menu.

Valley View High School ¥
Screen layouts

Classes

2. From the Mac location apps tab, click the Add app button.

3. Choose the App Store tab in the pop-up window then enter a search term in the search box to search

the Apple App Store.
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FlashToPass Free Math Flash
Cards

1.1

Free

Lola‘s Math Train FREE - Fun
with Numbers!

1.6.3

Free

Fun Math Games
1.3.0
Free

Ultimate Math Tutor
1.0

1-30 of 30

DESCRIPTION

FlashToPass Free is an casy-to-use, clegant program designed to facilitate
mastering the basic math facts studied in Elementary School.

Features:

-Captivating sound cffects and animations!

Join Lola on her journey as she makes her way through a fun filled
cenvironment of bright colors, interactive characters and creative problem
solving to get all of her friends to a party! Specifically designed for children 3-
7 years old, Lola’s Math Train encourages children to learn key skills like
adding, subtracting and puzzie solving all while having fun!

What do professionals say about Lola’s Math Train?
It's jeanette.com: "By far the best app you could let your children between
the ages of 3-6 play with.”

=== SALE! 33% OFF to unlock all games (US$14.99 <> US$9.99) ===

Fun Math Games offers more than 95 educational mini-games for children to
build and sharpen their Math skills — and become confident in Math! They are
suitable for children of different ages. Friends and families can also play and
compete with each other for fun)

TOPICS COVERED:

= Numbers: Ten frames, counting, rounding numbers, etc.

More...

Master Math, Physics, Chemistry, Engineering, and more with our step-by-step
video tutorial courses!

Our co have helped th ds of students master these subjects around
the world and now you can download and view them on-the-go.

SUBJECTS COVERED:
Racic Math

TIP: To limit the search to show only free apps, check the box "Free apps only"

Put a checkmark in the box of any app you wish to add.

Use the Add to current location button at the bottom of the window to add the app to the current
location list, or the Add app to multiple locations button to choose more than one location for adding

the app.

+ dd to muliple ocaiors

When using the button for multiple locations, a list of locations that the current user has permissions to
will be displayed. Select the desired locations and use the Add button at the bottom of the window.

Select locations

Locations

A& MAME

CODE

|| Adam's Street Middle Schoal

ASMS

|| Big Bend Middle School

BEMS

| | Eastside Elementary

EES

|| Philips Elementary

[ walley High School

|| ‘Westside Elementary
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6. The app will be added to your Mac location apps list. The Source column will indicate "App Store".

15.2.4 Adding Mac Packaged Apps

Mac software that does not originate from the Mac App Store or VPP can be distributed as a Mac package.
A package is created from a Mac where the software is already installed. The package is then uploaded
into Control Tower where it can be distributed to other devices through the normal assignment method.

SchoolMDM supports unsigned, bundle-style packages, not raw packages.

IMPORTANT! SchoolMDM only supports UNSIGNED package files. The package must
be in PKG format (DMG and raw files are not supported)

Files of up to 600 MB may be uploaded. Keep in mind, however, that installation through SchoolMDM
means that the each Mac has to download the application before installation. Due to bandwidth limitations,
your organization might be better served by distributing large apps using a method utilizing the local
network, rather than a cloud service. A popular free solution for distributing files locally is Munki.

There are various software programs on the market for creating Mac package files. One free option is a
program is simply named "Packages”, available here: http://s.sudre.free.fr/Software/Packages/about.html.
Look for a video and KB article on the TechPilot support site on creating package files with the Packages

app.

The goal is to create a PKG file, ready to upload into SchooIMDM. SchoolMDM will distribute packages
that are "unsigned." If your packaging software provides options for signed or unsigned, be sure to choose
unsigned.

1. Choose a location then select Apps from the Location menu.

Valley View High School ¥
Screen layouts

Classes

2. From the Mac location apps tab, click the Add app button.
i0S |location apps  i05 blacklist apps  Mac location apps

Q All groups All sources a | My favarites only

Select: All None E E

3. Select the Upload tab at the top, then use the Choose file button to find and select the package file to
upload.

VPP Apps  App Store  Upload

4. Use the Add to current location button at the bottom of the window to add the app to the current
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location list, or the Add to multiple locations button to choose more than one location for adding the
app.

When using the button for multiple locations, a list of locations that the current user has permissions to
will be displayed. Select the desired locations and use the Add button at the bottom of the window.

Select locations

Locations

O\
& MAME CODE
Adam's Street Middle School ASMS
Big Bend Middle School BBMS
Eastside Elementary EES
Philips Elementary PES
Valley High School VHS
Westside Elementary WES

5. The app(s) will be added to the Mac location apps list for the location or locations selected .

15.2.5 Installing Mac apps by assigning groups, classes, or devices

To distribute apps to Mac OS computers, first add the app to the Mac location apps list using one of the
methods above in this chapter.

Apps are distributed to devices when you assign the apps to a device group, class, or individual device.

TWO METHODS OF ASSIGNING APPS

Device-based app assignment: macOS allows apps to be assigned directly to devices,
rather than to users. This makes it possible to assign apps to devices even if they don't
have an Apple ID configured on the device. This newer method is the recommended
method of distributing VPP apps. By default SchoolMDM will always use device-based
assignment if it is supported by the app and the OS.

User-based app assignment: this method requires that each device have an Apple ID
configured. This also requires you to assign a VPP User to each devices so that when

an app is assigned to a device, SchoolMDM will know which users to assign the app to.
When you distribute an app with this method, the app comes from the user's own Apple
account rather than the organization's VPP account.

1. Select the checkbox beside the app(s) you wish to distribute, then click the Assign button
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i0S location apps  I0S blacklist apps = Mac location apps

a, All groups All sources M ites only

Select: All None u J

Q NAME ¥ F INSTALL LICENSE USED USER g:a?c:FF DEVICE
COUNT COUNT LICENSES LICENSES ASSIGMABLE

CalcMadeEasy
Free -
Scientific
Calculator

+ Auto

Notes

Cell
Imaging

2. Choose the tab for Device groups, Classes, ASM Classes, or Devices then make your selection and
click Assign button at the bottom of the window.

Assign apps to groups or classes

® Force install ) Self-zervice install

Groups | Classes =~ Devices

Q

4 GROUP NAME
|| Mac DEP Unassigned

|| Teacher Machooks

3. The Assigned To column will change to show the name of the new assignments. Force installed apps
will be marked with "(F)" and self-service apps with "(S)."

ASSIGNED TO

Groups: Teacher Machooks (F)

After a short delay, the app(s) should begin to install on the devices.

15.2.6 Removing apps from the Mac location apps list

To remove an app from the Mac location apps list, select the app(s) from the list and click the "Remove
app" button.

An app can't be removed if it's currently assigned to a device, group or class.

15.2.7 App Details
Click any app from the Mac school apps list to display the App Details page
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App detalls  Devices with installed app  Other Locations

@ Cell Imaging

APP INFO ASSIGNED GROUPS
Bundle 1D com.invitragen. protocols. macapp Teacher Macbooks (F)
Size Z1.15 MB
Default display name Cell Imaging ASSIGMED CLASSES
4
| — s B Smith Afternoon Class (F)
Install count, Grganization L]
Install count, This Location L]
Source VPP Main District VPP
Current version in App Store 1.0

APP SETTINGS
Allow Autonomous Single App Mode (ASAM)
Disable app notifications © =

DISABLE ASSIGN/UNASSIGN BY ©
Teacher

Technician

Lacation admiin

v Save E_-.'__.._' n to groups _5'.1'_:_'.__.] L=l E-...‘-']

You can also assign or unassign the app from device groups and classes from the details tab.

Disabling App Notifications

Use the Disable app notificaitons setting to prevent this app from displaying notifications on the device.

APP SETTINGS
Allow Autonomous Single App Mode (ASAM) |
Disable app notifications & [

The setting will only take effect on devices that belong to a group that has the setting for "Apply per-app
notification settings" enabled in Device group details.

Device group details | Devices Assigned apps = Access rights

Group name 10th Grade iPads
Description

Location (can't be changed after creation) & |‘-J.3II&*,-' High Schoaol
Auto-sync apps and content [

Require VPP license during VPP app installation ||

Disable device-based VPP licensing @ (]
Location enabled (]
Show in Teacher Tools ||

Apply per-app notification settings

Disabling app installation for specific roles

The settings for DISABLE ASSIGN/UNASSIGN BY all you to choose which roles are permitted to assign or
unassign this app. This means that even if your system settings grant app installation permissions to users
in a certain role, this app will be excluded for them. A typical use for this features is when teachers are
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granted permissions to install apps, but you want to restrict them from installing a certain paid app so that
they don't do so accidentally and use up a paid license that was purchased only for a specific department
or teacher. By disabling assign/unassign from teachers, only a technician or admin will be able to install
the app, assuring it gets installed only to the proper devices.

DISABLE ASSIGM/UNASSIGN BY @

Teacher L
Technician

Location admin

If an app has been disabled for a specific role that otherwise has installation permissions, the app will still
show up in the iOS school apps list for the user, but it will be ghosted out and unable to be selected for
assignment.

ik A NAME

GoSkyWatch Planetarium for
iPad - Astronomy Guide to the
Might Sky

Mathway - Math Problem Solver

Science Glossary

15.2.8 Finding all devices where an app is installed

To find out all devices with a particular app installed, click the app from the Mac location apps list and then
switch to the Devices with app installed tab. This shows devices from the current location.

App details | Devices with installed app | Other Locations

@ Cell Imaging

Only devices from current location are shown

Q

Select: All Mone

To find out which other locations have devices that are using licenses for the app, switch to the Other
Locations tab. Only locations that the user has access to manage will be shown in the list. The Device
Count column indicates the number of devices in that location that have the app installed.
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App details Devices with installed app | Other Locations

@ Cell Imaging

Q

Select: All Mone

15.2.9 Finding apps assigned to a group or class

Find assigned apps assigned to a group by filtering the location apps list

Select a location then choose Apps from the Location menu. At the top of the Apps list, use the group
selector to choose a single device group.

Now the apps list will show only apps assigned to the selected device group

iOS location apps iOS blacklist apps Mac location a

Q v All groups |

| Upgrade available '
Not assigned to groups

1 Assigned to Teacher Macbooks

["INsTALL | LIC

Select: All None

|

Find assigned apps assigned to a group from Device Group Details

Choose Devices from the Organization menu, then click on the device group to check. Switch to the
Assigned Apps tab

Device group details Dewvices Assigned apps  Access rights

Assigned apps far group
Music Macs

a

Find apps assigned to a class

From the Classes menu, click a class name to display the Class details page, then switch to the
Class apps tab.
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Class details  Class devices Class apps  Class files

Apps for class

Pasqua - 1st Pd Math

|Q | [] My favorites only

'y NAM* RESTRICTED | FAVORITE

ACT
Alagebra

Alagebra
Solver i\{ 1

Algebra
Touch
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16 Book Management

The Books area of SchoolMDM provides functions for managing Apple iBooks.

Valley View High School ¥
Screen layouts
Classes

Apps

Note: The books list is location specific. The books in the location apps list can only be
assigned to groups and classes in the same location as the list. To assign a book to
groups in another location, the same book needs to be added separately to the location
books list for that location.

16.1 Adding iBooks from VPP

To add VPP iBooks to the location books list, you need to have already linked SchoolMDM to your VPP
account. If you have not done this, please refer to Setting Up Apple Volume Purchase Program in the
Setting Up SchoolMDM section of this guide.

In order to add VPP iBooks into SchoolMDM, you must first purchase them through Apple's VPP site
directly or through your Apple School Manager account.

IMPORTANT: THERE IS NO DEVICE-BASED ASSIGNMENT WITH BOOKS LIKE
THERE IS FOR APPS. To distribute iBooks, each device must have an Apple ID
configured on the device and the user must accept an invitation to receive VPP items
from your organization. Please see the section Setting Up Apple Volume Purchase
Program for all of the necessary steps.

To add VPP book to the location books list:

1. Choose a location from the selector then choose Books from the main menu.

Valley View High Scheol v
Screen layouts
Classes

Apps

2. From the Location books tab, click the Add book button.
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Location books

Il Hone
USED
e INSTALL LICENSE SCHOOL
¥ A NAME AUTHOR COUNT COUNT USER SOURCE
LICENSES
. WPP: Main
o Fractions Eg;” 0 38 0 District
PP

3. The VPP Books tab will list books that are currently available from the selected VPP account that are
not already in the School books list.

WPP Books | App Store

Q [ Main VPP account ¥ | Select: All None
4 MAME AUTHOR
)] Global History & Geography Regents Review Sean Carrig & Gus Egan
| E==m==

How to Fold an Origami Butterfly Jason Milner

4. Use the VPP account selector to choose a VPP account if you have more than one configured for your
school.

VPP Bocks | App Store

C{ Main VPP account b
Main VPP account

5. Use the checkboxes to select the book(s) you would like to add.

6. Use the Add to current location button at the bottom of the window to add the book(s) to the current
location list, or the Add to multiple locations button to choose more than one location for adding the
book.

+ dd to mutiple ocaors

When using the button for multiple locations, a list of locations that the current user has permissions to
will be displayed.

7. The book(s) will be added to your School books list. The Source column will indicate "Apple VPP" with
the VPP account name listed in parentheses.

USED VPP
o'} NAME AUTHOR E':)%Trﬂ"‘ IE}:;:LF:'? E | user ¥ SOURCE
LICENSES
== Libby
— " Elementary Apple VPP (Main
(] .
- m Ecalogy Sixth Grade 0 25 v %PP account)
== | Class
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16.2 Adding iBooks from the App Store

1. Choose a location from the selector then choose Books from the main menu.

Valley View High School ¥

=S Screen layouts
Classes
Apps

Books

2. From the Location books tab, click the Add book button.

Location books
Select: All Mone E
——
USED
INSTALL LICEMNSE SCHOOL
\(} & MNAME AUTHOR COUNT COUNT USER SOURCE
LICENSES
; WPP: Main
 E Fractions P5v1E::ftT1rl 0 38 0 District
PP

3. Choose the App Store tab in the pop-up window then enter a search term in the search box to search
the Apple App Store.

VPP Books =~ App Store
_O\I'rt&rature | ] Free only Select: All Mone
MNAME DESCRIPTION
Adversaries at first in the endless
= Pride and Prejudice they soon develop a arudaging re
- E Free romance when each comes to ap
— beneath the veneer of their prop

TIP: To limit the search to show only free books, check the box "Free only"
4. Put a checkmark in the box of any book you wish to add.

5. Use the Add to current location button at the bottom of the window to add the book to the current
location list, or the Add to multiple locations button to choose more than one location for adding the
book.

When using the button for multiple locations, a list of locations that the current user has permissions to
will be displayed.

6. The book will be added to your School books list. The Source column will indicate "App Store".
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USED VPP
I3 NAME AUTHOR é':)?_lTNA‘:_L tgiﬁ:"'f E | user A SOURCE
LICENSES
@ CK-12 Middle School ko132
()] Math - Grade 6, Foundation 1] 1] 0 App Store
1 Wolume 1 Of 2

16.3 Distributing books by assigning to groups or classes

1. Select the checkbox beside the book(s) you wish to distribute, then click the Assign button

Selct: Al None G~ fsin

USED VPP | USED VPP

o cavorrre | NSTALL | LIcoveE | L2 DR bevice
LICENSES LICENSES
7 {X} 1 60 0 3 v

2. On the pop-up window, choose the tab for Device groups or Classes, then make your selection and
click Assign button at the bottom of the window.

Device groups | Classes = ASM classes

& GROUPF MAME
[ 1oth Grade iPads
[ 11th Grade iPads

CART 1

3.

4. The Device Group column will change to show the name of the newly assigned groups and/or classes.

DEVICE
GROUPS

Sth Grade
IFAD

After a short delay, the book(s) should begin to install on the iPads.

For non-VPP books (those added from the App Store) if the user is prompted for the password and cancels
the request, the app will not install. You can attempt to send it again by pushing the app to the device from
the missing apps list on the Status page.

16.4 Book details

Click any book from the School books list to display the book details.
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Book details - Main | Devices with installed book

% CK-12 Middle School Math - Gr
Fasl

Author CK-12 Foundation
License count 0

Install count 0
Source App Store

|| 7th Grade iPad
Assigned groups || 8th Grade iPad

|| Teacher iPads

Assigned classes || Advanced Class

You can also assign or unassign a book from device groups and classes from the Book details tab.

16.5 Removing books from the School books list

To remove a book from the School books list, select the book(s) from the list and click the "Remove book"
button.

Books that are currently assigned to devices cannot be removed from the list.

16.6 Finding all devices where a book is installed

To find out all devices with a particular book installed, click the book from the School books list and then
switch to the Devices with book installed tab.

Book details | Devices with installed book

BLEL Y Ecﬂlﬂg?

Select: Al Mone u

Q & SERIAL MNO. DEVICE NAME GROUF NAME
|| FEBQP303EFCMS Brn gth Grade iPad

You can use the Uninstall button to remove book from a device. However, if the book is assigned to the
device by way of device, group, or class assignments, and auto-sync is turned on, the book will
automatically reinstall during the next sync.
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17 Web Links and Web Collections

The Web Links area allows users to create links to web sites that will be used in various areas of Control
Tower.

Administrators can control who has access to create Web Links by using the "Manage Web Links" setting
in Organization/Settings/Permissions.

Web Links are accessed from the Location menu.

Valley View High School ¥

=S Screen layouts
Classes
Apps

Books

N

Web links

Existing Web Links will show in the table. Create and Delete buttons are provided for adding new web
links or deleting existing ones.

Web links  Custom blacklist

Q My web links only
Select All Mone + ﬂ : @ E]
'-'j & MNAME OWNER URL DESCRIPTION DATE

Cool Math Games Jarrett@tabpilot.com mathga 12114,

E::;:I:il::dm johnadmin@valley.com  https:/fwww.britannica.c: 06/284
GA Virtyal johnadmin@valley.com  http://gavirtualschool.org 05/184
General Reference johnadmin@valley.com 4 sites 04/28,

Sites

Note: Web Links are location-specific. They can only be used in the same location
where they were uploaded. To use a web link in another location, it must be created in
the web link list for that location.
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17.1 Creating Web Links

Choose a location from the selector then select Web links from the Location menu

“alley View High School b
Screen layouts
Classes
Apps

Books

Click the Create button

|+ Create

Fill in the fields and click Save. Only the URL field is required, but we recommend you also enter a Name.
If no name is entered, then the URL will be used for the name and appear in places that would otherwise
show the name.

Web link details

WEE LINK DETAILS

MName Georgia Virtual Schoaol
URL hitp-/igavirtualschool.org/
Descnption GA Virual School Login Page

17.2 Creating Web Collections

A Web Collection is a group of web links that can be used in various functions such as Site Lock with a
single click. We links can be long to multiple collections.

To create a Web Collection
1. Select one ore more web links from the list
2. Click the Create Collection button

3. Enter aname for the collection and an optional description

Create collection ) 4

Collection name Math Praclice Sites

Descnption
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4. The Web Collection will now appear in the web links list, represented with a folder icon and the number
of sites in the collection

17.3 Editing Web Collections

Click a Web Collection from the list to edit. Change the name or description from the Collection details
tab.

Web links = Math Practice Sites
Collection details | Web links

Mame Math Praclice Sites

Description

Add or remove web links from the collection from the Web links tab.
Web links = Math Practice Sites

Collection details | Web links

Select All MNone 4 Add web links to collection » Remove from collection
F & URL DESCRIPTION
[ http://www.coolmathgames.com/

[ http://www.crayela.com/for-educators.aspx

When adding additional sites to a collection, you can enter a new site manually, or choose from existing
web links.

Add web links to collection

i® add new web link to the collection

URL hitp://moremath.com

Mame | More Math Games

! Select one or more existing links

Q [] My web links onl

& MNAME OWN

17.4 Deleting Web Links

You can only delete web links that you have created. To do this, go to the Web Links list, put a checkmark
beside the link you wish to delete, then click the Delete button.
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The OWNER column will help you identify the user who created the Web Link. When a Web Link is
deleted, it will also be removed from any profiles it was assigned to.

17.5 Using Web Links with iOS

There are several ways to use Web Links on iOS.
TechPilot Locker

Web Links can be made available on student devices in the TechPilot Locker app. Use the Assign
button to assign a link to a group, class, or device.

Once assigned, the link will appear in the Links section of TechPilot Locker.

Slte Lock (from Teacher Tools)
Teachers can use Slte Lock from Teacher Tools to automatically launch Safari on student iPads,
restrict Safari to a single web site or several web sites selected from the list and lock the student into
Safari, preventing them from using anything else on the iPad.

Restricting Safari to a list of sites through the restriction profile
It's possible to use Web Links for the purpose of restricting students from browsing to any sites except
those in a list. To do this, choose a restriction profile to edit, and do the following:

1. Use the Profile Restrictions tab to enable the setting "Restrict web sites to profile
links only"
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SAFARI
Allow Safari € +
Allow Safari autofill L

Allow Safari popups

_ =
I Restrict web sites to profile links only [« -~ I

2. Use the Profile Web Links tab to add web sites to the restriction profile

Profile details = Restrictions = Profile web links

3. Assign the profile to the group or class

This is similar to selecting multiple sites in Slte Lock except that this method does not lock the student
into Safari. Instead, the student can use other apps on the iPad as normal, but are just restricted to

these sites when they open Safari.

Students can access the selected sites from Safari by going to Bookmarks/Allowed Sites.
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18 Content / Files

The Content feature allows files to be pushed out to devices. Access the content area by selecting a
location then choosing Content under the Location menu.

“alley View High School ¥
Screen layouts
Classes
Apps
Books

Web links

Files are sent to the TechPilot Locker app on the iPad. From File Locker, students can view most common
file types using the built-in viewer, or send them to a different application on the iPad for viewing.

uckfnn pat

THE ADVENTURI

HUCKLEBERRY -

BY
MARK TWAI

— .-.q.c.;u.-up—.y..&a'
T —

e
i'[_
X

The Files tab shows a table with uploaded content. The "My uploads only" option allows the table to be
filtered to show only files uploaded by the current user. Only the owner of a file or an administrator can
delete a file.
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Files
C‘\ My uploads only
Select: All Mone m 1-11 of 11
% ¥ NAME FOLI OWNER DESCRIPTION | SHARED SIZE DATE DEVICE
- GROUPS
banner-resize.jpg beth@sunrise.com Ph_oi_:o for 34 Mo 61.96 kB 05/03/2013
project
ClassicsCollection.epub Jarrett@tabpilot.com Mo 79.26 kB 01/03/2015
ath Grade
HuckFinn.pdf susan@sunrise.com E-Book Mo 808.68 kB 06/17/2013 IP&D, 8th
Grade IPAD

Note: Files are location-specific. They can only be assigned to groups and classes in
the same location where they were uploaded.

18.1 Uploading Files

1. From the Files tab, click the Add button.

2. Click the Choose Files button

File details

Files

For 105, files will be delivered to the File Locker app.

Shared
Description

Auto-delete date

3. Browse your computer for the file or files you wish to upload, then click Open. The filename(s) will
appear in the File box.

Tip: You can select multiple files by holding down the CTRL key (Windows) or Command
key (Mac) during file selection.

4. Shared: select this checkbox if you would like for your file to be available to other teachers in the Files
list. Administrators will see all files whether this checkbox is checked or not.

5. Type an optional note or description

6. Auto-delete date: If you set a date in this field, the file will automatically be deleted from Control Tower
on that date. This will also cause the file to be removed from assigned devices. Using Auto-delete is a
good way to keep both Control Tower and the tablets clean when it's known that a file will only be
needed for a specific amount of time. When you set a date in the Auto-delete Date field, a warning box
will be shown.
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This file will autornatically be removed from devices and deleted
from Control Tower on 07/15/2015. If vou only wish to remove
the file from devices, leave this date blank and use the
assignment expiration date instead.

7. Click Upload. Wait while the file uploads. Some browsers, such as Google Chrome, will display a
progress indicator while uploading. Other browsers, such as IE, will not. When the upload is complete,
Control Tower will return to the file list screen.

IUpIDading (45%)... I

18.2 Pushing files to devices with Assign

Assign files to device groups or classes to install them on the devices. When an assignment is made, the
file(s) will be pushed to the devices as long as auto-sync is turned on for the group to which the devices
belong. You can use check the Status area for any files that need to be installed and manually push them
from there too.

To push files to devices, select the file(s) and use the Assign button.

From the assignment window, select the groups you wish to assign the file(s) to. Use the tabs at the top to
select from groups or classes.

Assign file(s) to group(s) or class(es)

Device groups || Classes

Assignment Expires:

® Mever

In 90 | Days Onm | 7/26/18

Q

& GROUP MAME [
11th Grade iPads

Sth Grade iPads

Assignment Expires: You can choose to automatically remove the file(s) from the devices after a certain
number of days or on a specific date. This helps keep the devices clean from files that are no longer
needed without requiring you to remove the files later. Use the Assignment Expires area to choose a
date or number of days.

You can also assign files to groups and classes from the file details page using the Add button for the
group or class.

167 /188



SchoolMDM User's Guide

File details = Devices with uploaded file

Mame HuckFinn.pdf

For 105, files will be delivered to the File Locker app.

Qwner admin@tabpilot.com
Size 308.58 kB

Date 12/05/2016 08:22 AM
Shared L

Description

Auto-delete date €

ASSIGNED GROUPS

r_ .

de iPads  Assignment Expires: % Never In 80 Days On  T7/26

ASSIGNED CLASSES

hool class  Assignment Expires: ® MNever In | 90 Days On  T/2

Tablets in the selected groups will show an indication on the Status screen
if this file 1s missing. If auto-sync 1z enabled for the group, the file will
automatically download to the device.

After assigning a file to a group, the Device Groups or Classes column will indicate the assignment. The
date in parentheses is the date that the assignment will expire and the file will be removed from the
devices.

DEVICE
v
GROUPS CLASSES
lohn's 1st
Period
(10/02/2015)

If devices are not in a group set for auto-sync, or for some reason do not receive the file, you can check the
Device status tab of the Status area for the missing files and use the "show" button to view missing files
and push them manually.
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Device status | Group status ~ Class status

Current profile, applied by office@tabpilot.com at 05/05/2015 05:12 PM
iOS Full Restrictions

Q | &th Grade IPAD v |
SERIAL NO. | 4 DEVICE NAME | STATUS
F7PM1FUBFPE4 Blue 2 app(s) missing, 4 file{s) missing (zhow)
FEQPS03EFCMS Brown Pending activation
FEQP404AFCMS red 2 app(s) missing, 4 file{s) missing (show)

18.3 Removing files from devices

To remove files from devices, simply unassign the file(s) from the device group or class.

Select one or more files and use the Unassign button.

Files | Devices

El [ My uploads only

Sdects A N o Ja
'la' NAME FOLDER | DWNER | DESCRIPTION | SHARE
= Tales From | david@sunrise.com Mo

Dickens.epub

You can also unassign a single file from the file details view by clicking the trash can icon next to a group or
class.
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File details = Devices with uploaded file

Mame HuckFinn.pdf

For 105, files will be delivered to the File Locker app.

Qwner admin@tabpilot.com
Size 308.58 kB

Date 12/05/2016 08:2Z AM
Shared (]

Description

Auto-delete date €

IGHNED GROUPS
Grade iPads  Assignment Expires: ® Never ) In

90  Days On | 7.

ASSIGNED CLASSES
'E[ After school class  Assignment Expires: (® Never ( In
+ Add

90  Days On | T

Tablets in the selected groups will show an indication on the Status screen
if this file 1s missing. If auto-sync 1z enabled for the group, the file will

automatically download to the device.

After unassigning a file from a group or class, the Device Groups column will change accordingly.

DEVICE GROUPS

CART B, CART A

Files will be removed from all devices in the group or class as long as auto-sync is enabled for the group.

18.4 Verifying which devices have a file

To find out which devices have a particular file installed, click on the file line from the files list, then choose

the tab "Devices with uploaded file".
File details Devices with uploaded file

Devices with uploaded file
AnneofGreenGables.epub

Q l

Select: All None

¢ A DEVICEID

| DEVICE NAME

GROUP NAME

U WKQE-YUS7-HBUW 1004a CART A
U 2Y42-NBRN-FTDN V4-DEMO CART A
CART A

O PAIP-K3PU-UUBW v

Select: All None
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18.5 Deleting files from Control Tower

To delete a file from Control Tower, put a checkmark in the box next to the file(s) then click the Delete
button.

Files | Devices

Q My uploads only

Select: 4l Mone

:g} MAME FOLDER OWNER

Tales From

Dickens. epub david@sunrise.com

Administrators can delete any file. Teachers will only be able to delete files that they have uploaded. The
Owner column indicates the user who uploaded the file.

Note: Deleting a file from Control Tower unassigns it from all device groups. If auto-sync
is turned on, this will also result in automatic removal of the file from all devices too.

Note that files that have been configured with an Auto-Delete date will be removed from Control Tower and
all installed devices automatically on the configured date.
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19 Settings

The settings menu provides access to system-wide settings that apply to the entire organization.

19.1 System Settings
System settings contains some organization-wide settings

System  App requests Permissions Apple VPP Apple DEP  Chrome settings

GENERAL SETTINGS

Time zone (GMT-04:00) AmericaNew_York L
Apple App Store country United States r
WPP account Educational T
Enable &pple Classroom App Cd

Open Web Links in TechPilot Locker in Chrome

Re-enroll Apple devices into previous device group L

Us2 VPP for TechPilot apps L

Exclude Teacher Tools for outside IP address ranges
Enable Parent portal

Custom device field name 1 Custom 1
Custom device field name 2 Custom 2
Custom device field name 3 Custom 3

Apple App Store country: This setting is used when adding apps to a location apps list with App Store as
the source. Note that it's recommended to use VPP apps instead of App Store apps in most cases

VPP account: Choose "Educational” or "Corporate” based on the type of account your organization uses.

Enable Apple Classroom App: This setting is enabled by default. If your organization does not use the
Apple Classroom App, you can disable this setting to prevent class roster information from being pushed to
devices when classes are added or edited, thus saving some bandwidth.

Open Web Links in TechPilot Locker in Chrome: When enabled, this setting will cause web links
selected by students in TechPilot Locker to open in the Chrome browser on the iPad rather than Safari. If
Chrome is not installed on the device, the link will open in Safari.

Re-enroll Apple devices into previous device group: When this setting is disabled, devices that are
reset will enroll to the device group current configured in Apple DEP settings as the default group for the
corresponding OS. When this setting is enabled, devices that are reset but current enrolled in TechPilot
will re-enroll back into the same group where they were previously enrolled rather than the default in DEP
settings.

Exclude Teacher Tools for outside IP address ranges: Use this setting to allow SchoolMDM to
automatically exclude devices that are outside of the school's network from being controlled by teacher
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tools. The IP address or range can be configured on the IP Ranges tab in Settings.

Enable Parent portal: Check this box if you wish to enable Parent Portal for your organization. Parent

portal will then be accessible by parents at parent.techpilotlabs.com.
Custom device fields: Enter names for up to 3 custom fields that will appear in device detalils.

19.2 Permissions

Use the permissions are to choose functions that are available for users of each role.

Tip: Keep It Simple! It is highly recommended that permissions for features that are not
utilized by the school be removed. In most cases, this will remove menus and buttons for
those features so the interface will be simpler and easier for your users.

System  App requests = Permissions = Apple VPP Apple DEP | Backgrounds =~ Org. whitelist ~ Org. blal
TEACHER TECHNICIAN LOCATION ADMIN ORGANIZATION AD
GEMNERAL
Access dashboard ' v v
Manage device groups ' i v
Manage VPP accounts o
Manage users Cd b o
Change user passwords ' ' i "
Locate devices Ld L
PROFILES
Manage network profiles + v
Manage restnictions profiles Ld b v
TEACHER TOOLS
Screen lock Ld r'd r v
App lock ' ' i "
Site lock rd o i v
AirPlay I'd i + v
Clear passcode Ld r'd b v
Apply screen layouts ' ' i v
SETTINGS
Manage custom backgrounds td ' i v
Manage organization blacklist and whitelist Cd Cd b v
MAMNAGE APPS
Manage apps Ld U ' "
Add/Remove location apps Ld b v
Assign/Unassign apps from classes Ld Ld b v
Assign/Unassign apps from groups td ' i v
Manage 105 blacklist apps L
Add location apps using Apple 4pp Store L
Manage app settings ' i v
APP REQUESTS
Create app reguest L L v .
Manage app request status Ld ' "
MANAGE
Manage screen layouts Ld Ld ' "
b=caascomsanlaunute of other uoene oL ot —~

19.3 Backgrounds

Use the Backgrounds tab to upload images that can be used in Screen Layouts.
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System = App requests | Permissions Apple VPP Apple DEP | Backgrounds | Org. whit
Select All Nons X Delete
o 3 A NAME OWNER

O

1488499 102011235855871119_161582235%1_n.Jpg adamsuper@tabpilot.com

192%mercedesgazellereplicallll.jpg

adamsuper@tabpilot.com

19.4 Organization whitelist and blacklist

The Black/whitelist tab allows sites to be configured for blacklisting and whitelisting.

System  App requests  Permissions Apple VPP Apple DEP  Chrome settings Schoology Backgrounds Packages  Black/whitelist
Q & v

Select All None + Add Delete @& Import

i} a ALLOw | URL | NOTES

(] 0 twitter.com

(] facebook.com

] survivio.io

(] proxfree.com
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20 Teacher Tools

Teacher Tools offers classroom management features. Teachers can manage devices in the classroom

either by group or by class.

20.1 Teacher Tools for iOS

Teacher Tools is accessed from the main menu

[ Adam's Street Middle School

>

Screen layouts
Claszes

Apps

Books

<y [ 28

Web links
Content

& Teacher tools

To choose devices to manage in Teacher Tools, use Selection to choose a device group or a class.
Teachers will only see classes for which they are the owner.

Teacher tools

Q

Selection

~ 6th Grade

Select: All None

Black Air2 64
i) 100%
04/28/16 065:48 PM

V)

B | oot | none °
Tafyik none v Activate
Black Mini 4 Map Mini
([ 97% (iiih 100
04/28/16 06:48 PM 04/28/16

The selection box will show all device groups and internal classes that the user has permissions to see. It
will also show all ASM classes. The search box can be used to help locate a class or group quickly. Since
all ASM classes are shown, it can be helpful to type the first few letters of the instructor's name to limit the

list to only that instructor's classes.

Mr. Cusick Class Set

50

ASM classes

Sophia Kwon, Intro to Algebra-Section 3

Sophia Kwon, Intro to Algebra-Section 4

Information for each iPad will be displayed: Name, Battery Level, Charging Status and the date and time of

the last device sync.
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Functions can be performed on one or more devices by clicking to select the device(s), then using the
appropriate button (Screen lock, App lock, etc.). You can also perform a function on a single iPad by right-
clicking on the iPad image for a pop-up menu of functions:

Black Air2 64 Screen lock
o
100%: App lock
04/28/16 10:43 AM
AirPlay
Stop AirPlay

Clear passcode

If an iPad is not in Supervised mode, it will appear with a warning symbol. Hovering over the device will
display a message to let you know that Screen Lock, App Lock, and Site Lock will not be available for the
device.

Teacher Tools are also available for use on teacher iPads by using the TechPilot Teacher Tools app for
iOS.

v

M Omsic-ios ©none i None
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20.1.1 Activating a Screen Layout

Activating a Layout for a Group

1. Select a group from the Selection box
2. Select a layout from the Screen Layout box
3. Click the Activate button.

Selecticn Advanced Math (johné @ Isacyrsjp Main 11th Grade Layout a ﬂ

Activating a Layout for a Class

When activating to a class instead of a device group, you will also be prompted for the length of time, or

ending date and time for the activation to remain active. You may enter either of these values (length or

date/time) and the other will adjust accordingly. Alternately, you can set the activation so that it does not
expire by using the setting for "Does not expire".

At the expiration of the configured time, the devices will return to the layout assigned to the group they
belong to, if one is configured.

Activation

Activate layout profile (Green) After School for class Afternoon Classes?
Current school time 7720416 3:03 PM

Length {in minutas) G0

End date 7120016

End time o« Bos @ev B

Does not expire

The default class length is 60 minutes, but this can be changed as a school-wide setting by going to
Settings / System and changing "Default class duration”.

It's possible to end an activated layout early. You can do this from the Status area by going to the Status
area from the main menu

Status

then switch to the Class Status tab, choose the class with the applied layout and use the End restriction
profile button.

Note that layouts can only be applied to the entire group or class, and not to individual devices. If there is a
need to apply a layout to specific devices, you can create a "class" with only the necessary devices and
apply the layout to the new class.

Removing a Layout
To remove a layout, select "No layout - all apps" then click Activate

Screen layout | Mo layout - all apps \a

20.1.2 Screen Lock

Screen Lock allows the teacher to freeze student screens and display a custom message. Students will be
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unable to use the devices until the screen is unlocked. Devices can be put into screen lock or released as
an entire group or individually.

To lock student screens:
Select one or more iPads and click the Screen Lock button, or right-click an iPad and choose Screen

Lock. Enter a custom message and click the Lock Screen button. Your custom message will be
remembered for the next time.

Lock screen

Heads Up! Eyes to the front of the room please...

The lock screen message will be displayed on the selected iPad(s) and the home button and power
button will be unresponsive until the device is released from screen lock.
To unlock student screens:

Select one or more iPads and click the Release button.

or right-click an individual iPad and choose Release.

The iPad screen will change to show the TechPilot Locker screen with a message that the device has
been unlocked. The student can then use the home button and return to other apps.

20.1.3 App Lock

App Lock allows a teacher to select a single app that will automatically open on all selected iPads and be
locked as the active app until released. The home key will not function for exiting the app.

To use App Lock, select one or more iPads then click the App Lock button.

or right-click an individual iPad and choose App lock.

A pop-up window will be displayed showing a list of available apps that can be used for App Lock.
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Select app for app lock
School apps  Device apps  Standard apps

O\ My favorites only

4

. Calculus Intro
@ Civil War Lite: History Challenge

o
@ ClassDojo

The School Apps tab will show apps that have been added to the school app list for devices that are in
groups the current user has permissions to manage. In general, these are apps that were distributed to
multiple devices.

& NAME

Anatormy and Physiology, Biology, Bioc

The Device Apps tab shows apps that are installed directly on individual iPads. This list would include any
app on the device whether it was installed through SchooIMDM or manually installed by the iPad user
through the App Store.

The Standard Apps tab shows apps that are part of iOS such as Calendar, Clock, Maps, etc.

When you click an app, it will automatically launch on the selected device(s). The iPad will be locked into
that app until you release it. The home button and power button on the iPad will be disabled.

When an iPad enters App Lock mode, the device icon in Teacher Tools will change to show the App Lock
indicator in the bottom right corner and the icon for the app on the device.

mini blue 2

85% &0\
03/09/2015 10:31:45 AM [raniex |

Dictionary

If an iPad is missing the selected app, the single-app indicator will appear in the bottom right corner and the
warning symbol will appear on the device.

iPad Red case
81%

03/09/2015 10:31:50 AM
Dictionary (Missing)

To release App Lock, select the device(s) and click the Release button.

or right-click an individual iPad and choose Release.
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Once released, the home key can then be used on the iPad to exit the app.

20.1.4 Site Lock

Site Lock allows the teacher to automatically launch Safari on selected devices, restrict Safari to one or
more sites, and prevent Safari from being exited, thus locking students into the site(s) until released.

To use Site Lock, select one or more iPads and click the "Site Lock" button

or right-click an individual iPad and choose Site lock.

A pop-up window will be displayed with options for choosing one ore more web sites.
Site lock X

#*' Restrict to single site

URL hitp: Vsacurtly com
Mame Seenirly
Sawe a5 new web ink

Restnict to one or more web link sites

i

= My web links only Select Al Nome 1-10 of 16

A& MAME OWHNER URL DESCRIPTION DATE

Cool Math Games JarrettPrabpilot.com bt ps: v, coplmat 1241472018
Encyclopedia all I 2617
BkRRficE johnadmingvalley.com hitt s britannig 062672018
GA Wirtua Jehnadmin@valley.com  hittp://gaviriuatschol 05/18/2018
g:::m Reference ohnadmin@uallev.com 4 sites 04/28/2019
Gaogle Jarrett@tabpilot.com hittpa/ fwoww. google.co 0442772018

Restrict to single site: This option lets you quickly hand enter a web site without the need to have it pre-
configured as a web link. The URL is required, but the site name is optional. If the site name is left blank,
the URL will be used for the name and will appear in as the name in Safari's "Allowed Sites" list. You also
have the option to save the link to the as a Web Link. The site you enter here will be remembered for the
next time you use this feature, so you may not need to save it as a web link if you only plan on using it a
few times in the near future.

Save as new web link: Check this box to save the site as a Web Link for future use from the web links list.

Save as new web link i

Restrict to one or more web link sites: This option allows you to choose one or more web links to use
for Slte Lock. You can restrict the list to show only links that you created with the "My web links only"
option.

Click the Site lock button at the bottom of the window to activate your choices. In Control Tower, devices
that are in Site Lock mode will display the Safari icon as well as the app lock symbol in the bottom right and
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the text under the information block will show "Safari".

Blue

91% 3
04/15/2015 02:20:56 PM

Safari

Students access the selected site(s) by going to the bookmark list in Safari and selecting "Allowed Sites".
All other sites will be blocked with the message "Restricted Site".

To end Site Lock select one or more devices and use the Release button

or right-click an individual iPad and choose Release.

20.1.5 Clear Passcode

The Clear Passcode feature in Teacher Tools provides a quick and convenient way to clear a forgotten
passcode from a student device so that they can immediately go back to work.

Select the device and click the Clear passcode button or right-click and choose Clear passcode

rConfirm by clicking Yes in the confirmation window.

Clear passcode

This will reset the passcode on all selected device(s)

20.1.6 Logout User

The Logout user button will log out the currently logged in user of a shared iPad. This function is available
on iO0S 9.3 and above and only works on iPads configured in Shared iPad mode where users login using
their Managed Apple ID configured through Apple School Manager. See the section of this guide on
Setting up iPads for Shared iPad Mode for more details.

G

20.1.7 AirPlay for Apple TV

The AirPlay function in Teacher Tools lets you select a device to start broadcasting to an Apple TV device.

Select a single device from the group or class then click the AirPlay button

or right-click an individual iPad and choose AirPlay.

In the pop-up window you can either enter the information for an Apple TV device manually (it will be
remembered for the next time you use the function) or you can choose from one of the devices in the list.
The list shows the Apple TV devices configured by the administrator in Network Profiles on the Apple TV
tab.
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AirPlay

# Specify an AirPlay device

Device name

Password

Choose an AirPlay device

Q
& DEVICE NMAME DEVICE 1D
Johnson Mirror 360 PC 44:12:43:54:165:77
Jones Room 23:550:64:23:44:11
Library 66:22:11:53:23:44

Miller Reflector on Mac 33:44:11:33:23:44

TIP: Want to use your computer and projector to display a student iPad without an
Apple TV? Look for third-party apps that allow iPad mirroring to computers such as
Mirroring 360 from Splashtop and Reflector from Squirrels. Some apps even allow
multiple iPads to be on your screen (and projector) at the same time.

A command will be sent to the selected iPad to begin broadcast. The student will be presented with a
prompt on the iPad and should choose "Display"

AirPlay

Would you like to display your iPad’s
screen on “JV-PC"?

Cancel Display

To stop AirPlay, select the device and click Stop Airplay

or right-click an individual iPad and choose Stop Airplay.
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21 Status

Status is found on the main menu. Although this item is not directly inside the Location menu, it is still
subject to the location selected at the top of the Location menu.

Status

21.1 Device Status

The Device status tab indicates the current status of all devices in a selected group or class. Use the
group drop-down selector to choose a group or class to view. Groups and classes from the location
selected at the top of the location menu will be available.

Device status | Group status = Class status

Current profile, applied by Jarrett@tabpilot.com at 01/05/2015 10:01 AM (&) Refresh

10th Grade Main 1-3 of 3

Q CART B v

QI- DEVICE ID 4 DEVICE NAME STATUS
EQB7-HHZA-THDA Amanda Tizen - 3059dyd 1 file(s) missing (show)
QBAS-ACSY-T4ZP Christie Crow -44344 2 app(s) missing, 1 file(s) missing (show)
SAHB-MEMK-DEWE Rebecca Wilder -33241 2 appls) missing, 1 file(s) missing {show)

The search box allows you to search for a specific tablet in a long list.

[a]
%

The selection box allows you to display the status of the tablets in a different group or class. If you change
to a different group or class, the status will reflect the status in respect to the profile currently assigned to
that group.

CART B ¥

The Status column will show one of these indicators:
OK: The device received the configuration and all apps and files are installed and up to date.

App(s) Missing and/or missing files: One or more apps or files are missing from the device. This will show
if items are missing that are assigned to the device group to which the device belongs and items are
missing that are assigned to the profile that's active on the tablet.

Click the "show" link for a list of the missing items.

STATUS

3 app(s) missing, 4 file(s) missing (show)
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Missing items for Blue

Missing items assigned to device group: 8th Grade IPAD

B calc (ver. 5.7) App Store  13.87 MB
# Endless 123 (ver. 1.4) Apple VPP 103.06 MB
@ Flashcards (ver. 2.1.1) Apple VPP 2.95 MB
D SAT-Prep-FlexBook-1I1.epub () 3.81 MB
D Science-Talk-Podcast.mp3 () 79.26 kB
|| HuckFinn.pdf (E-Book) 808.68 kB
D Tiger-A.jpo (Tiger Logo) 824,18 kB

The pop-up window will show apps that are missing due to device group assignments.

Note: App names in the missing apps list can be clicked to jump to the app details page
for the selected app

For iOS apps, the app source (either Apple VPP or App Store) will be shown next to the app size.
Pushing Apps from the Device Status list

If your administrator has configured your permissions to allow you to push apps and files to devices
(configured in the settings/permissions area), then you may also see buttons for pushing the missing
items to the device.

Pushing All Missing Apps for Group

The "Push all missing apps" button at the top of the device list can be used to push all missing apps and
updates to all devices in the group. For large groups with many missing apps this should be used with
caution to prevent a bandwidth problem. Note that the system automatically attempts to push missing
apps to devices during each device sync, which happens several times per day.
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Device status | Group status = Class status =~ ASM class status

Restrictions profile, applied by Andrewadmin@aaron.com at 03/25/2019 04:21 PM
Adam’s Basic Restrictions

0\ 11th Grade iPads =
Select All Mone gk
@- SERIAL NO. 4 DEVICE NAME STATUS MISSING ITEM

1 app(s) missing

Retrying a Failed App

Sometimes an app will fail to install to a device, such as if the device it turned off at the moment the app
is about to install. The administrator will usually get an email notification about failed apps. A user with
proper permissions can retry these apps from status with the Push button. They can be identified by the
symbol next to the Push button.

Missing items for orange sam
Missing items assigned to device group: 4th Grade

L Drive (ver. from 2.2.183.17.3

Atlas (ver. 2.9.4)

There is also a Retry failed installs button at the top of the list on the Devices with installed app tab of
App details. This is useful if the same app failed on multiple devices. The same button can be found at
the top of the Installed Apps tab of Device details, useful for multiple failed apps on a single device.

= fey el e |

After installing files or apps or bringing a device back on-line, you can refresh the status list by clicking the
“Refresh” link at the top right.

i
w/

21.2 Group Status

The Group status tab shows the current profile assigned to each device group. Groups from the location
selected at the top of the location menu will be available.

Device status  Group status  Class status

Q o

Select: All Mone 1-6 of 6

@ 4 GROUP NAME CURRENT PROFILE USER DATE
ath Grade IPAD 05 Full Restrictions office@tabpilot.com 05/05/2015 05:12 PM
ath Grade IPAD none Jarrett@tabpilot.com 04/30/2015 06:25 PM
CART A After School john@sunrise.com 05/05/2015 04:15 PM

The table will show the user who activated the profile for each group and the date and time it was most
recently activated.
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21.3 Class Status

The Class Class status tab shows a list of all classes for the current user. Administrators will see all
classes by all users. Classes from the location selected at the top of the location menu will be available.

Device status  Group status  Class status

Select: All None 13038 [ X Enc 1-13 of 13
RESTRICTIONS
. e RESTRICTIONS > RESTRICTIONS RESTRICTIONS LAYOUT .
# CLASS NAME PROFILE 'A:s:?rllhi) &y PROFILE APPLIED EXPIRATION LAYOUT APPLIED BY A LAYOUT APPLIED LAYOUT EXPIRATION
=oEe i0S Full = . 0V/20/2 e o 07/20/2016 = R e §
Mrs. Johnson A3 Restrictions Jarrett@tabpilct.cr 07/20/2016 03:13 PM 04:12 PM none john@sunrise.con 05/04/2016 02:53 PM never
Afternoon Classes none none none none (Green) After School john@sunrise.con 07/20/2016 03:04 PM 07/20/2016 04:03 PM

The table will show if there is currently a restrictions profile or a layout assigned to the class along with the
user who activated it, the date it was activated, and the date and time the class activation will end.

To end a restriction or layout activation early, select the appropriate class then use the End Restriction
Profile or End Layout Profile button.

Note that when a class restriction profile or layout ends, the devices in that class switch to the one
assigned to the device group to which they belong.

21.4 ASM Class Status

The ASM Class status tab shows the layouts applied to each ASM Class, as well as the user who applied
the layout and the expiration.

Device status  Group status = Class status = ASM class status

Q

Select: All Mone

_'fi,i & CLASS NAME LAYOUT LAYOUT APPLIED BY}

4th Grade English-Section 1 nane none
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22 My Account

You can access My Account from the user menu on the top right.

2 beth@sunrise.com ~

My account
Leg Out

The My Account area in Control Tower allows you to edit your name or change your password.

My account

User name (e-mail]
Password

Password again

MNotifications
Send an email notification on the following events:

System

|| Status change for my app requests

|_| Location enabled

|| Important system alerts

|| System disables auto-sync for an app that fails to install
|| Lost Mode messages

i0s and Mac
|| User removes the MDM profile from a device

The Notifications section allows you to choose events that will send a notification via email.
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23 TechPilot Locker for iOS
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TechPilot Locker is a required app for managing iPads with SchoolMDM. Locker provides also provides
the following functions, available through the row of buttons at the bottom:

Self-Service App Installation: Access to a catalog of apps assigned for optional installation or removal
Files: Access to files assigned to the device by teachers or administrators

Web Links: Access to web sites assigned to the device by teachers or administrators

Info: MDM Enrolliment information and an option (if enabled) to send a message directly to the system

administrators

Algebra 1 Pr
Varsity Tutoes

L.:l’ gWhiz, LLC
ClassDojo

¥ Class Twist Inc

ce & ¥

Added 04/27/18
34.29Mb
Added 04/27/78

Added 04/27/18
O BSMb

e | Calculus 1

duvelopiey CISC

Dictionary
r)\ icti

sy Farke, Inc

Geomatry Pad
Bytes Ardthenetic LLC

[\e] Classroom Added 04/27/18
el oo 27.80Mb
™M Gmail - Emall by Google Added 04/27/18
Google, Inc 181 83Mb

! Added 04/27/18

53 DEMD

Added 04/27/18

807.27Mb

Added 04/27/18

161 08Mb

Locker is automatically installed after a device successfully enrolls in the system, provided the
administrator has properly added the TechPilot Locker app to one of the organization's VPP account as
described in the Getting Started Guide.
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